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Patch - Access Professional Edition V3.7, build 3.7.2.3

Integration of VSDK 6.32.0099

CryptEditTool - Supenvisor user
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Security Systems

Patch - Access Professional Edition V3.7, build 3.7.2.3

Date: 22.03.2019

Security winerabilities have been recently discovered and affect the Access Professional Edition
software in terms of video integration and client-server communication.

This patch is according to CVE-2019-6957, CVE-2019-6958.

Integration of VSDK 6.32.0099

Access PE 3.7.2.3 will support VSDK 6.32.0099. By updating to Access PE 3.7.2.3, the cameras will
be automatically configured to use ‘https”-protocol.

If the operator wants to switch off the secure communication, the configuration must be changed
manually:

e Open configurator and select \ideo devices”

e Selecta camera and open “Change video device” dialog via edit button or double-click
e  Switch “protocol” from ‘https” to ‘hone”

CryptEditTool - Supervisor user

With Access PE 3.7.2.3, the crypt edit tool has been removed from the setup, together with the now
unsupported senvice user functionality.

The encryption of the configuration files has been changed. The files can no longer be opened with
CryptEditTools of older versions.

Update

Uninstall the previous version of the Access Professional Edition software by following the
instructions from the setup menu. Choose to save the data for the new installation (3.7.2.3)

Start the setup for the new patch installation. Follow the instructions from the setup menu and
choose to restore the saved data.

If APE SDKis used after the installation of APE 3.7.2.3, the corresponding SDK should be installed
as well. If the APE SDKis notinstalled, the SDK is not able to read the encrypted configuration files.




