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Adding DIVAR IP 5000 as storage expansion
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You can add iSCSI storage devices currently available in the network for
storing video recordings. More storage space allows longer storage of
the video recordings.
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1 Introduction

DIVAR IP 5000 is a 4-bay mini tower unit that combines state-of-the-art recording management and easy to use video
storage into a single cost-effective, plug and play IP recording appliance for IT-minded customers. DIVAR IP 5000 features
front-swappable SATA-II hard drives providing up to 16 TB of gross storage capacity.

Besides of running DIVAR IP 5000 as a standalone recording solution, the unit can be utilized as storage expansion for a
DIVAR IP 3000 system to increase video storage. Hereby at maximum two DIVAR IP 5000 can be used per DIVAR IP 3000
as storage expansion.

This document describes possible configuration scenarios for using the DIVAR IP 5000 as storage expansion.

Note

DIVAR IP 5000 is the successor for DIVAR IP 2000, which is declared end of life. Although this document
covers DIVAR IP 5000, this instruction also applies for legacy DIVAR IP 2000 products.

2 Instructions

For using DIVAR IP 5000 as storage expansion, the unit needs to be in factory default state. If the unit is already pre-
configured, the instruction described in the document may fail.
Before powering up the DIVAR IP 5000, please make sure the unit is connected to the network.

2.1 Set afixed IP-address

DIVAR IP 5000 needs to have a stable IP-address when acting as storage expansion. Therefore, we recommend to set a
static IP-address. This can be done by using the IP Helper Application, which is available at
http://downloadstore.boschsecurity.com/?type=I1PH
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Hint:

When using a DHCP-managed network you may also achieve a stable IP-address by proper lease-time-
settings of by binding the MAC-address of the unit to a dedicated IP-address.

2.2 Configuring the storage (optional)

DIVAR IP 5000 comes pre-configured with non-RAID JBOD as drive architecture. When using the DIVAR IP 5000 in its
default configuration, you may continue with Step 2.3. Optionally you can change the drive architecture to a software-driven
RAID 1 system as described below.

Utilizing the device’s web page, quit the initial wizard by navigating to the Dashboard page and select the Configuration

menu.
DIVAR IP 5000 @) BOSCH
Welcome (@)
° ' System version N
2. o & S Tonet s W) DU

Welcome to the configuration wizard. The following pages help you o quickly set up a basic configuration. Move the Update
se o the aueston mark kon o k. Addtonalnormation s dpiayed i th figntcon XX Configuration 43y Dashboard @)

Select your preferred language

Deutsch v |

Start configuration
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Storage configuration can be changed in the Dashboard > Disk Management submenu.

DIVAR IP 5000 @ BOSCH

%X Configuration &7y Dashboard ‘ ©)

] |ive ‘

Set the storage mode to meet your requirements. Decide if you prefer storage capacity to
¥ Video devices ) redundancy.

Device management

Motion detection Redundancy @

v i =~

Recording % Select a storage mode Effective data capacity @
Scheduler

(O  Non-redundant recording

Phase properties
@ Redundant recording (RAID1)

Video quality
v Alarms Q
Caution: data loss ®
Scenarios
Changing the disk layout will cause loss of all
Actions recorded data. Therefore, back up important
recordings before changing the layout.
Mail properties
¥ Remote access B’)

Access properties

Connectivity check

v system -]
Accounts
Disk management [ ] !
Save =
User management

Date and time

Note

Changing drive architecture will re-initialize the hard disks and will delete all data on the drives.
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2.3 Add storage to BVMS

The DIVAR IP 5000 can be added as storage expansion via the DIVAR IP 3000 Configuration Wizard. The static IP that
was assigned previously needs to be entered in wizard step 8 “Storage”.

Storage

IP address: | 160.10 .113.193

Storage type: | DIVAR IP 5000

Cancel

Note

Load-balancing parameters are optimized for the DIVAR IP 5000 default configuration (JBOD). When
running DIVAR IP 5000 in RAID 1 mode, load-balancing parameters may need adaptation in BVMS.

Navigate in the device tree of BVMS Configuration Client to VRM devices > Local VRM > [Context

Menu of the storage expansion] > Load Balancing.
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2.4 Securing the storage (optional)

719

Once you have added the storage to the BVMS system, your system is potentially vulnerable for some threats. First, the
DIVAR IP 5000 webpage is still accessible and can be used for misconfiguration of your storage. Furthermore, the iSCSI
target is unprotected and would allow anybody to access. Therefore, we recommend to set password protection as

described in this chapter.

Set iSCSI CHAP password for local storage

> First you need to log into the administrative account of your . —
DIVAR IP 3000 system. e @ cblAm
» Once you log on to the DIVAR IP 3000, verify that you can locate Efggﬁaﬁfm"w
the Microsoft iISCSI Software Target Management Console g s
(MMC), which can be found in the Administration Tools menu. — —
» You can set an CHAP password of the target by right-clicking the \5P|| s o Vot ]
name of DIVAR IP 3000s local target, then clicking on Properties 9t CHiP
and navigating to the Authentication tab. -
» Select Enable CHAP and enter user as username. pr—
» Enter a password of exactly 16 characters and click OK to ) e
activate changes. e e

Reverse secret

Confiim secret

Set password for DIVAR IP 5000

Utilizing DIVAR IP 5000s web page, quit the initial wizard by navigating to the Dashboard page and select the
Configuration menu.

Navigate in the Configuration webpage to System > User Management and set a password for the administrator-account.
Make sure to use the same 16-digit password as for the local storage mentioned above.

DIVAR IP 5000 @) BOSCH

=] Live 3 Playback ¢ Configuration 4> Dashboard ©)

Set passwords to prevent unauthorized access to all devices in your DIVAR IP system. Define the

¥ Video devices ) rights for the various users to your needs.

Device management

Motion detection User name Password Password strength Rights for: administrator
¥ Recording o] administrator Password  eesessssssessss
Scheduler
Confirm ssssscssscsssee  Configuration
Phase properties
< Playback
/i lity
Yo quaAty user Password
 Live viewing
¥ Alarms 2\
Confirm
nari
Seonarios User interface settings
Actions

[vi Show Bosch header

Mail properties
¥ Remote access E""
Access properties

Connectivity check

¥ System E]
Accounts
Disk management
User management L ]

Date and time

1 anmane
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Note

Make sure to use always the same password of 16 characters length.

Provide global CHAP password to BVMS

Navigate in the device tree of BVMS Configuration Client to VRM devices > Local VRM and enter the 16-characters
password as System-wide CHAP password.

O£ Configuration Client (127.0.0.1)
System  Hardware Tools Reports  Settings Help

3 ~ : o °
‘g Devices @ 'gﬁﬂz&';‘: ) % Schedules ) @ Carggr;;iﬁgd & Events ) j lams :g User Groups )

H =) @ xX :—g \"\ R Failover NVR Manager IP Device Configuration
= ) Device Tree [12] Main Settings | Network Service

& E Enterprise System [1]

@ [g MR Devices 4] R st
% Bosch Recording Station/DiBos Info
g Z::)([DSS:ZII:::EO e Server initiator name > ign.2005-12.com.bosch:vimf80f417ce36c
J% Workstations e

& Lg Monitors [3]

9 % Other Devices [11] System-wide CHAP password
= (g VAM Devices [1] Confiim

- o Emm
) “ Pool 0[2]

[+ £ 160.10.207.134 [1]
=] ﬁ Storage (160.10.113.200) [1]
0
@ Live Only
'ﬁ Local Storage

@ Unmanaged Sites

Save and activate changes.
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