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1

1.1

1.2

1.2.1

NMopaknioueHue bpaysepa

KomnbioTep ¢ ycTaHOBNeHHbIM Gpay3epom Microsoft Internet Explorer moxkeT nonyuaTb
n3obpakeHns B peanbHOM BPEMEHH, YNPaBNATb YCTPOWCTBOM M BOCMPOU3BOANUTL COXPAHEHHbIE
nocnefoBaTeNbHOCTU. YCTPOMUCTBO HACTPAUBAETCA NO CETU C NoMoLbio bpaysepa.

TpeboBaHuAa kK cucreme

PekomeHOoOBaHHbIE XapaKTEPUCTUKH:

- KomnbtoTep c npoueccopom Intel Skylake nnu Bbiwe

-  Bwupeokapra Intel HD530, obecneunBatoLian NPoON3BOAUTENBHOCTb, COOTBETCTBYIOLLYIO
paspeLleHnto KaMepbl UMK MPEBbILLAILLYIO ero

- OnepaumoHHana cuctema Windows 7 unu Bbllle

- Joctyn K cetu

— Internet Explorer 11 nnu bonee nosgHen Bepcuu
— Unu —
nporpammHoe obecneuerue, Hanpumep Video Security Client, Bosch Video Client unu
Bosch Video Management System.

Mpumeuanue.
[nAa npocMmoTpa M3o0bpaxkeHUA B pexxMMe peanbHOro BpeMeHU B bpaysepe MoxeT
notpeboBaTbcs 3arpyska 1 yctaHoBka MPEG-ActiveX U3 LeHTpa 3arpy3ku Bosch.

YcTtaHoBneHUe NoAKNIUYeHUn

YCTPOMCTBO AOMXKHO UMETb AenCTBUTENbHbIN IP-agpec ana paboTtbl B cETU U COBMECTUMYHO

MacKy MofceTu.

Mo ymonuanuto DHCP npenBapuTenbHO HacTpamMBaeTcA Ha 3aBoae Kak Bkn. nnwoc Link-Local,

TO ecTb cepBep DHCP npuceauBaet IP-agpec unu, ecnu cepsep DHCP HepocTyneH, B

auvanasoHe oT 169.254.1.0 no 169.254.254.255 Ha3HauaeTca agpec NokKanbHOro KaHana (auto-

IP).

MoxHo mncnonb3oBatb IP Helper unu Configuration Manager ans noucka IP-agpeca. 3arpysuTb

nporpaMmHoe obecneueHne MOXHO Ha cTpaHuue https://downloadstore.boschsecurity.com.

1. 3anyctute Beb-bpay3zep.

2. BaeaguTe IP-agpec ycTtpoicTtBa B kauectBe URL-agpeca.

3. B xope HauanbHOM YCTAaHOBKW NOATBEPAWUTE BCE BO3HUKAOLLME NPeaynpexaeHus o
6e3onacHocTH.

Ecnu ansa ynpaBneHua OOCTYNOM K ceTh ucnonbsyetca cepsep RADIUS (npoBepka NoanMHHOCTU

802.1x), cHauana Hy>XHO HaCTPOWTb YCTPOMCTBO, UTOObI OHO MOMNO MOAKMOUATLCSA K CETH.

[nA HacTpPOWKK yCTpOMCTBA MOAKMOUNTE €ro HENOCPEACTBEHHO K KOMMbIOTEPY NMPW MOMOLLHK

ceTeBOro kabens, a 3atem 3aganTe Naposb YPOBHA service.

MpumeuaHue

Ecnu He yoaeTcA yCTaHOBUTb COEIMHEHUWE, BEPOATHO, YXKe JOCTUTHYTO MaKCUMalbHOe
KONMWUYECTBO MOAKMOUEHUI ANA JAHHOIO YCTPOWCTBA. B 3aBMCMMOCTH OT YCTPOMCTBA U CEeTEBOM
KOHpMrypaLumm Kaxkagoe yCTPOMCTBO MOXKET MMeTb Ao 50 nogkntoueHnin yuepes Beb-6paysep unu
0o 100 nogkntoueHum uepes Bosch Video Client unu Bosch Video Management System.

3au.|.wra KaMepbl naponem
YCTpOMCTBO 3alluLLeHO naponem. MNpu nepBoM BKNOUEHWUWU YCTPOMCTBA NMOObIM Nonb3oBaTenem
YCTPOMWCTBO 3aMNpoCHT 3aaTb Napofb Ha YPOBHE service.

Bosch Security Systems
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1.3

[na kamepbl TpebyeTcA HagexHbIM Nnaponb. CnefynTe MHCTPYKUUAM B AUANOrOBOM OKHeE, UTobbI
BbINONHUTb NpeabaBnAaeMble TpeboBaHuA. CucTemMa M3MepAET HaleXXHOCTb BBOAMMOTO NaponA.
Mpu ncnonb3oBaHuun Configuration Manager gnAa goctyna K yCTPOMCTBY B MepBbIM pas cnegyet
3apaTb NepBOHayanbHbIM Naponb yctpornctea B Configuration Manager. B pasgene
«Monb3oBaTtenu» («ObLWKMe cBegeHUA» > «[JOCTyn K yCTPOWUCTBY» > «[Tonb3oBaTenm»)
oTobpasuTca cnepytolee coobuieHue: «lMepen MCNONb30BAHWEM 3TOMO YCTPOWCTBA HEOOXOAMMO
3a4aTb NepBOHayarnbHbIM MNaponby».

MpumeuaHue. [locne 3a4aHKA NepBOHAYANbHOIrO Naponsa oTobpasuTCcA 3HAUOK «3aMKa» PALOM
C UMEeHEeM ycTpoWcTBa B cnucke YcTpoucTtea B Configuration Manager.

TakXe MOXHO HenoCcpeaCcTBEHHO OTKPbITb BED-CTpaHULy ycTponcTBa. Ha Beb-cTpaHuue
yCTpoMcTBa oTobpaxkaeTcA nepBoHauanbHbIM Naponb C NOMAMM BBOAA U MHAWKATOPOM
HaZleXXHOCTW napons.

BBeaute MmAa nonb3osaTens («service») W Naponb B COOTBETCTBYIOLLME nond. bonee
noapobHble cBeeHUA CM. B pasaene YnpaBneHue nonb3oBaTenfamMM.

lMocne ycTaHOBKM Ha YCTPOMCTBE NaponsA YPOBHA Service ycTpoWcTBO byaeT oTtobpaxkatb
AWanoroBoe OKHO, 3anpallnBatoLllee BBOA UMeHU Nonb3oBatens («service») U Napons ypoBHA
service, NP1 Kaxaow nonbiTKe NofyyeHnA 4OCTyna K yCTPOUCTBY.

1. 3anonnute cnegyoume nona: Uma nonb3osatensa v Maponb.

2. Haxmute OK. Ecnu BBeaeHHbIM Naponb NpaBUbHbIM, OTOOPA3nTCA XKenaemasa cTpaHuua.

3awM ueHHoe ceTeBoe CoeAUHEeHUe

Ecnu onsa ynpaBneHua gocTynom K ceTn ucnonbayetcs cepsep RADIUS (npoBepka NOANMHHOCTU
802.1x), cHauana Hy>XHO HacCTPOUTb YCTPOMCTBO. [INA HAaCTPOWKKU YCTPOMCTBA NOAKNIOUNUTE ero
NPAMO K KOMMbOTEPY C MOMOLLIbIO CETEBOro Kabena v HacTponTe ABa napameTpa:
YpnoctoBepeHue 1 Maponb. TONbKO Nocne HaCTPOMKU 3TUX NApPaMETPOB CTaHET BO3MOXHA
CBA3b C YCTPOWCTBOM Uepes ceTb.

2018.10 1.0
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2

2.1

2.2

0630p cuctembl

[Mocne ycTaHOBKMW COEAMHEHUA CHayana OTO6pa)KaeTCF| cTpaHuua MpAamasa TpaHcnALUA.
B cTpoke 3aronoBka npuioxeHusa OT06pa)Ka}OTCF| cnegyrowme 3HauKu:

L

Mpaman TpaHCNAUUA

AnA NpocMOoTPa BUOEOMNOTOKaAa B pPeXXUmMe pearbHOro
BpPpeMEHU HAXXMUTE 3TOT 3HAUOK.

BocnpousBegeHue

OM1A BOCNPOU3BEeAEHMA 3anNMUCaHHbIX
nocnenoBaTenbHOCTEN HAXXMWUTE 3TOT 3HAYUOK.

JTa cchbifika oTobparkaeTcA TONbKO B TOM Cryyae, ecnu
HOCWTENb AaHHbIX HACTpoeH Ans 3anucu. (Mpu 3anucu c
ucnonbsosaHnem VRM 3TOT napameTp HEaKTUBEH.)

KoHdhurypauuna

yTobbI HaCTpOUTb yCTpOI‘/IICTBO, Ha>XMWUTE 3TOT 3HAYUOK.

%

CcbInkKu

ONA nepexofa K LeHTpy 3arpy3ku Bosch Haxxmute aToT
3HAUOK.

@)

M

yTobObI OTKPbITb KOHTEKCTHYIO CnpaBKy AnA
onpe,qeneHHoPl CTpaHuubl, HAXXMUTE 3TOT 3HAUOK.

MpumeuaHue. HeBO3MOXKHO MNONYUUTb JOCTYMN HU K OOHOW CTpaHuLe, noka He OyaeT 3aaH
naponb ypOBHA service.

CtpaHuua «[MpocMoTp B pexxume peanbHOro BpeMeHU»

CTpaHuua MpaAamMaa TpaHCNALMA UCMONb3yeTcA ANA oTobpaXkeHus BUOEOMNOTOKA B PeXHUME
peanbHOro BPEMEHU W yNpaBneHUsa yCTPOWCTBOM.

KoHdurypauun

CtpaHuua KoHndwmrypauua mcnonbsyertca Ansa KOHGUIypauum yCTporcTBa u HTepdenca
NPUNOXKEHUHN.

BHeceHHe U3MEeHEeHUM

Ha Ka)xaoom akpaHe KoHdurypauum otobpaxkatrotcs Tekyme napametpbl. MOXXHO U3MEHUTb
napameTpbl MOCPEACTBOM BBOAA HOBbIX 3HAUEHMWI UMW BbIDOpPA rOTOBbLIX 3HAUEHWIM U3 CMIUCKA.

KHonka YCTaHOBUTb €CTb HE Ha KaXkaoW CTpaHuue. M3MeHeHUA Ha CTpaHuLax, Ha KOTOpbIX HeT
KHOMKW YCTaHOBUTb, BBOAATCA HeMeaneHHO. Ecnu Ha cTpaHuLe ecTb KHOMKA YCTaHOBMUTD,
HeobXOAMMO HaXaTb ee, UTOObl U3MEHEHUE BCTYMMUMIO B CUNY.

mud 0

3ameuaHue!

CoxpaHAnTe KaXxxgoe U3MeHeHWe, HaXKMMasa COOTBETCTBYHOLLYIO KHOMKY YCTaHOBUTD.
Haxkatne KHOMKKW YCTaHOBUTb COXPAHAET TONIbKO M3MEHEHMUS, cAeNnaHHble B TEKYLLEM Mone.

M3meHeHUA BO BCex APYrMx MOMAX UTHOPUPYHOTCA.

OTaenbHble UBMEHEHUA BCTYNAKT B CU/Y TONBbKO NOC/e nepesarpysku yCTpOVICTBa. B atom

cryyae KHOMKa YCTaHOBUTb M3MeEHAETCA Ha YCT. U nepesarp.

1. BHecuTe HeoOXoAWMbIE UBMEHEHUA.

2. Haxwmute kHonKy Set and Reboot (YcT. v nepesarp.). Kamepa nepesarpyaetcs, a

M3MEHEHHbIEe NMapaMeTpbl aKTUBUPYIOTCA.

Bosch Security Systems
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Bce napameTpbl COXpaHAKTCA B NaMATU KaMepbl U HE TEPAIOTCA AaXKe NPU OTKNHOUEHNUU
nUTaHuA. MCKnroueHne — HaCTpOVIKM BpeMeHU, KOTOpPble YTPaunBaKOTCA Uepe3 1 vac, ecnu He
NOAKNKYEHO NMUTaHUE U HE Bbl6paH LleHTpaFIbeII;I cepBep BPEMEHMN.

2.3 BocnpousBeneHue

CTtpaHuua BocnpousBepeHue 1cnonb3ayeTca A8 BOCNPOU3BEAEHWSA 3aNMCaHHbIX
nocnegoBaTeibHOCTEN.

2018.10 1.0 PykoBoACTBO Mo aKcnnyatauuu Bosch Security Systems
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3.1.1

3.1.2

3.1.3

3.14

YnpaBneHue uepes bpaysep
MHTepakTUBHAA cTpaHUUa bpay3epa

Mocne TOro Kak NoAKMNtUeHMe YCTAHOBMEHO, CHauana nosasnsAeTca cTpaHuua Mpamans
TpaHCNALUUA. Ha 3TOM CTpaHULe B NpaBoM YacTi okHa bpaysepa oTobpakaercs
BMAEOMU300paXkeHWe B pearlbHOM BpeMeHU. B 3aBUCUMOCTH OT KOH(UIypaLuu Ha
BMaeonsobparkeHne MOryT HaKnagblBaTbCA Pa3fIMUHbIE TEKCTOBbIE OBEPIEN.

Psgom ¢ BugeousobparkeHWeM B peanbHOM BPEMEHU TaKXKe MOXeT oTobpaxkaTbca Apyras
MHopmaunsa. OTobparkaemMble 3NeMeHTbl ONPeaenaATCA NnapaMmeTpaMmn Ha cTpaHule PyHKLUU
'TipAamMana TpaHcnAuuUA'.

MoaknwoueHue >> MNotok

MpocMoTp NOTOKa B pPeXUME peanbHOro BpeEMeHH:

1. Tpu HeobxoanMoCTM B NeBoM yactu bpaysepa packpowte rpynny MogknioueHue.

2.  Haxmute Bbinagatowyto ctpenky MoTok, utobbl NPOCMOTPETL NapaMeTpbl.

3. BbibepuTe NOTOK ANA NpocMoTpa.

Korpa notok kogepa Motok 2 yctaHoBneH anAa obnactu Region of Interest (ROI), akTuBUpyeTcA
naHenb ynpaeneHuna ROI.

JononHutenbHble cBeaeHnsa o HacTporike MoTok 2 cM. B pasgene Encoder Streams. (Mpwu
HanuvumMu gBomHoMn obnactn ROl oTKpolTe Kamepy BO BTOPOM OKHe bOpaysepa, UTobObl HACTPOUTb
obnactb ROl Ha MoTok 2.)

ROI / PTZ >> OpueHTauuAa usobpakeHun

(mOCTyMHO TONBbKO Ha HEKOTOPbIX BUAeOKamepax)

C nomoubto ROl MoxHO BbIOpaTh yuacToK, KOTOPbIM 3aTEM MOXHO COXPaHWUTb B MPENO3ULUH.
Bbl MoXeTe ynpaBnATb M300paKeHWeM C MOMOLLbIO 3/IEMEHTOB yNpaBNeHWA Ha NTEBOW CTOPOHE
H6paysepa UM C NOMOLLbIO MbILLK.

—  [lomecTuTe Kypcop Ha U300parkeHUKn; Ha U30bparkeHnH rNoABUTCA CTPesKa.

—  HaxxmwuTe cTpenky AnA opveHTUPOBaHMA M300paxKeHuUs.

- YBenuuupanTe M yMeHblUanTe n3obparkeH1e npu NOMOLLM KONecuKa MblLUW.

Mpeno3uuum

(mocTynHO TONbKO Ha HEKOTOPbIX BUAeOKaMepax)

[nAa BMOoOB, CO3[4aHHbIX C MOMOLLbIO 31emMeHTOB ynpaeneHuna ROI, MOXHO 3aaath wecTb hannos
npenosunumu.

1. Tpu HeobxoanmocTH B NeBoM yactu bpaysepa packpowTe rpynny NMpenosnuuu.

2. C nomoubto anemeHToB ynpaBneHna ROI 3aganiTe KOHKPETHbIM BUA.

- | .
3. YUTtoObl COXPaHUTb 3TOT BN, HAXMUTE 3HAUOK * <+ OOHOWU U3 LWEeCTn KHOMOK npenosnuunn.
- Ecnu npeno3nuymnAa y>xe CoxpaHeHa, OTO6pa3VITCF| COO6LIJ,€HM€ B ANaNOroBoOM OKHe.

Haxxmute kHonky OK ona nepesanncu nnu OTMeHa aAnAa OTMeHbl onepauuu.

4. UTto0bl OTMEHHTL COXPaHEeHHYI Npeno3nunio, HAXKMHUTE KHOMKY Npeno3nunn.

Uudposoit BBOA/BbIBOA

(TonbKo ANA Kamep C BO3MOXHOCTbIO MOAKTOUEHWUA TPEBOXHOIO CUTHaNa)

B 3aBUCUMOCTH OT KOH(UIypaL MK YCTPOUCTBA PAAOM C U300paeHWeM oTobpaxkatoTcs
TPEBOXHbIM BXOA U BbIXOA. Mpn HeobxoanMocTu packpoiTe rpynny «LiMcdpoBoi BXxoa/BbIXoa».
CuMBON TpeBOrn oTobpaxkaeTca AnA MHPOPMaLMK U 0003HAUAET COCTOAHME TPEBOXHOIO BXoAa:
—  CumBON 3aropaeTca, Korga TPEBOXHbIVM BXO, aKTUBEH.

Bosch Security Systems
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3.15

3.1.6

3.1.7

3.1.8

3.1.9

TpeBOXHbIM BbIXO4 NO3BOMNAET YNPaBATb BHELWHWM YCTPOMCTBOM (HanpumMep, OCBeLLeHUEM
WK YCTPOWCTBOM [NA OTKPbIBaHWUA OBEPEH).
- HaxmwuTe cMMBON hnaxka, utobbl aKTUBMPOBATb BbIXOA.

—  CuMBON 3aropaetcA, KOraa BbIXO4 aKTUBUPOBaH.

Crartyc 3anucu

3HaUOK XeCTKOro AnCKa non M300paxkeHnem C KaMepbl B pearlbHOM BPEMEHU U3MeHAeTCA
BO BpeMs aBTOMaTMUECKOW 3anucu. 3HauokK 3aropaetcs U oTobparkaeT aHUMUPOBaHHbIM
PUCYHOK, YKasbiBad Ha TO, UTO MAET 3anuchb. [1pu OTCYTCTBMM 3anmnCK 3HAUOK oTobparkaetca bes
aHMMaLMH.

CoxpaHeHUue CHUMKOB 3KpaHa

OTaenbHble U30bparkeHWs U3 oTobpa)kaeMoro BUAEONOTOKa B pearibHOM BPEMEHU MOXHO
COXpaHATb nokanbHo B popmaTte JPEG Ha )KeCTKOM AMUCKe KoMmnbloTepa. lNanka, B KOTOPOH
COXpaHATCA U300paXkeHUn, 3aBUCUT OT KOH(UTYpaLUK KaMepbl.

——,

- HakmunTe 3HaUOK KaMepbl “—— AnA CoXpaHeHWA oTAeNnbHOro M306pa)KeHVIF|.

3anucb UHTEepPaKTUBHOINo Bupeo

BrvpgeonocnenoBatenbHOCTH M3 OTODpaXKaeMoro BMAEONOTOKa B PeXXMMe peanbHOro BpeMeHH
MOXHO COXPaHATb NIOKANbHO Ha XECTKOM AUCKe KOMMbloTepa. BugeonocnenoBarenbHOCTH
3anucbiBalOTCA C paspeLleHUeM, yKadaHHbIM B KOHMIypauuu Kkogepa. Manka, B KOTOPOK
COXpaHATCA U300paXkeHUs, 3aBUCUT OT KOHUTYpaLWUW KaMepbl.

1. Utobbl 3anncaTb BUOEONOCNeAoBaTeNbHOCTb, HAXKMWUTE 3HAUOK 3aMMUCH - ’.

—  CoxpaHeHWe HauHeTcA HeMeaneHHO. KpacHas TouKa Ha 3HauKe yKasbIBaeT Ha To, UTo
WOET 3amnuchb.
2.  Utobbl OCTAaHOBUTb 3aMUCb, HAXXMWUTE 3HAUOK 3aMUCH elle pas.

MONHO3KPaHHbIN PEXUM

=)

Ha)kMmnTe 3HAUOK MOMHO3KPAHHOIO pexxmnuma - !, UTOObI NPOCMOTPETb BbIOpPaHHbLIM MOTOK B

NONMHO3KPaHHOM pexume. Haxxmute knaeuly Esc Ha KnaBuaType, UTobbl BEpHYTbCA B ODbIUHbIN
peXum NpocMoTpa.

CocTofAHMe cucTeMbl XpaHeHus, LM u cetn

e
=

Mpu gocTyne K yCTPOWCTBY C NMOMOLbo bpaysepa 3HaUKKM COCTOAHMA NOKANbHOIro HaKonuTens,
npoueccopa 1 ceTu oTobpaxkatoTcA B BEPXHEW NpaBoOW YacTW OKHa.

MpW HaNWUMK NOKaNbHOIO HAKOMUTENA 3HAUOK KapTbl MEHAET UBET (3eN1eHbll, OpaHXeBbIN UK
KpacHbIi) Ans MHOMKALWWM aKTUBHOCTM NOKanbHOro Hakonutensa. Ecnu HaBecTu ykasaTte/b MbllLu
Ha 3TOT 3HAUOK, aKTMBHOCTb HaKOMUTENA TakKXe 0TODPa3UTCA B BUAE MPOLEHTHOIO 3HAUEHUA.
Ecnu HaBecTH yKkasaTtenb Ha CPefHUI 3HAUOK, 0TObpasnTCA Harpyaka npoleccopa.

Ecnu HaBecTH yKkasartenb Ha NpasBbli 3HAUOK, 0TODPasuTCA HarpysKa ceTu.

3Ta MHGOPMALMA MOXKET MOMOUb MPH PeLleHUU Npobnem Unu Npu TOUHOM HACTPOWKe
ycTpoicTBa. Hanpumep:

—  eC/lM aKTMBHOCTb HAKOMWTENsA CMIULWKOM BbICOKasA, U3MEHUTE NPOodH/b 3amnucu;

2018.10 1.0
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3.1.10

3.1.11

—  ec/nu 3arpyska npoueccopa CMULIKOM BbiCOKas, U3MeHUTE HAaCTPONKKU VCA;
—  eC/M Harpyska CeTu CMMLIKOM BblCOKadA, U3MeHWTe Npodrb Kogepa, UTobbl CHU3UTb
CKOPOCTb Nepefauu AaHHbIX.

3HauKU COCTOAHMUA
PasnuuHble HanoXeHusa Ha BVI,D,eOVI306pa)KeHVIVI npegocTaBNAKOT BaXXHYHO I/IHd)OpMaLlVII-O o
COCTOAHWUKU. HanoxeHusa HEeCyT cnegyrLlyro I/IHdi)OpMaLI,VIlO:

E Owubka aekoaupoBaHusa

MN3-3a ownbok AeKoOnpoBaHUA B Kagpax MOTryT NnOABNATbCA ,Cl,e(*)eKTbl M306pa)KeHVIF|.

E ®nar TpeBoru

TakuM 3Haukom obo3HauaeTcs BO3HUKHOBEHUE TPEBOXHOIo CUrHana.

b |
. Owubka cBA3KU

TakMM 3HAUKOM OTMEUaOTCA OLMDOKK CBA3K (Takne Kak olwnbKa NoaKNioUeHUs K HOCUTENIO
JaHHbIX, HapylleHWe NPOoToKoNna Unu Tamm-ayT).

I

(3
=l [IpONyckK

aKWUM 3Haukom obo3HauaeTcA nponycK B 3annMCaHHOM BUOEO.

-

—

OeicTBUTENbHbIA BOAAHOW 3HAK
BoaAHOM 3HaK Ha aneMeHTe HOCUTENA AeNcTBUTeNEH. LIBeT chnaxka MeHsAeTcA B COOTBETCTBUHU C
BblOpaHHbIM METOAOM NPOBEPKM MOANUHHOCTU BMAEO.

ﬁ HepeicTBUTENbHbIW BOAAHOW 3HAK
3

TakoM 3HauoK obo3HauaeT, UTo BOAAHOM 3HAK HEAEeNCTBUTENEH.

1

5 TpeBOXXHbIW CUrHanN ABUXEHUA
TakuM 3HaukoM 0603HauaeTcss BOSHUKHOBEHUE TPEBOXKHOIO CUrHana ABUXeHUs.

ObGHapykeHue XpaHUunuiya
TakuM 3Haukom obo3HauaeTcs U3BeUeHUe 3anMcaHHoOro Buaeo.

NMnockocTHaA KoppeKuua

ABTOMaTMUecKas MNOCKOCTHAsA KoppeKunsa obecneunBaeT npaBuUbHYO KanMbpoBKy AeTeKkTopa
BO BpeMs paboTbl. BuaeonsobparkeHne 3athMKCMPOBAHO Ha NPOTAXKEHUKW BCEro npolecca
(MeHee cekyHfbl), MO OKOHUAHWKW KOTOPOro OHO BO30OHOBNAETCA aBTOMaTUUecku. [loBTopeHne
onepaunu aBTOMaTUUECKOM NNOCKOCTHOM KOPPEKLMM YaCcTO NOMOraeT NpeaoTBpaTUTb
Upe3MEpPHYH «3€PHUCTOCTb» U300paxeHWs. ITO 0CODEHHO BaXXHO, eCNK TemnepaTtypa KaMepbl
MeHAeTCA, HanpuMep cpasdy Nocne BKIOUEHUA UMK NPU USMEHEHUU OKPYIKatoLLeN
Temnepatypbl.

AyauocBasb

AyauocHrHanbl MOXHO OTMPaBNATb M MPUHUMATb Ha cTpaHuue MpAaMaa TpaHCNAUUA, eClu

YCTPOMCTBO W KOMMbIOTEP NOAAEPKUBAIOT ayAHWoO.

1. HaxmuTe v yaep>kuBainTe knaeuiy F12 Ha knaBuaTtype, UTobbl OTNPaBUTb ayAMOCHIHaN Ha
YCTPOMUCTBO.

Bosch Security Systems
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2. OTnycTuTe KnasuLLy, UToDbI NpepBaTh OTNPABKY ayquMoCcHrHana.

AyLMocHrHarnbl, OTNpaBeHHble C YCTPOWCTBA, NPUHUMAIOT BCe NMOAKMIOUEHHble NoNb3oBaTenu,
HO OTMPaBNATb ayAUOCHUIHaNbl MOXET TONbKO MOMb30BaTe b, NEPBbIM HaXXaBLWWK KnaBuwy F12;
oCTalnbHble LOMKHbI MOA0XAATb, MOKA NePBbIX NONb30BaTENb HE OTMYCTUT KNaBuLLYy.

3.2 BocnpousBegeHue ¢ noMmoubio bpaysepa

LLlenkHuTe E BocnpousBepeHue B CTPOKE MPUNOXKEHUA ANA NPOCMOTPA, MOUCKA WK
3KcnopTa 3anucen. 31a cchbiika oTobpa)kaeTca, TONbKO eCNu ANA 3anucy HacTpoeHa KapTa
namsati unu iSCSI. (Mpwu 3anuncu ¢ ucnonbaosaHMem VRM aTOT napameTp HeaKTUBEH.)

Ha naHenu cneBa ueTbipe rpynnbi:

- MopknioueHue

- Mowuck

- Jkcnopt

—  CnMCOK fJopoXeK

3.2.1 Bbibop noTtoka 3anucu
Mpu HeobxoAMMOCTU B NeBOW uacTu bpaysepa packpoiite rpynny MoaknioueHue.
MpocMOTp NOTOKa 3anucu:
1. HaxmuTte BbiNagaroLlyto CTpenky 3anucb, Uutobbl MPOCMOTPETb NapamMeTpbl.
2. BbibepuTe noTtok 3anucu 1 mnu 2.

3.2.2 Mouck 3anucaHHOro BUAEO
Mpn HeobxoanMoCTH B NeBOM yacTy bpaysepa pasBepHuTe rpynny Mouck.
1. UtoObl OrpaHMUMTb MOUCK KOHKPETHbIM ManasoHOM BPEMEHMU, BBEAUTE ATy U BpeMs
Hayana U OCTaHOBKMU.
Bbl6epI/ITe Onuuio U3 pacKpbiBakLWerocA Cnnucka, yTOObI onpegennTb NapamMeTp NoUcCKa.
Haxxmute Mouck.
PeSyl‘IbTaTbI OTO6pa)KaK)TCF|.
Haxkmure pe3ynbTar, yTobObI Eero BOCMNpPOU3BECTHU.
HaxkmuTe kHonky Hasag, utobbl onpeaenntb HOBbIM MOWCK.

ook wn

3.2.3 JKCNopT 3aNMCaHHOro BUaeo

Mpn HeOBXOAMMOCTM B NEBOW UacTu Opaysepa pa3BepHUTE rpynny AKCNopT.

1. BblibepuTe JOPOXKKY B CMTUCKE JOPOXKEK UNU B pedynbTatax Noucka (MNu HaXKMUTE KHOMKY
Ha BPEMEHHOM LiKane nog OKHOM BMAEO M NepeTalimTe KHOMKKU, UTOObI MOMETUTb
nocnefoBaTenbHOCTU, KOTOPble HEOBXOAMMO IKCMOPTUPOBATD).

2. [na BbibpaHHOM JOPOXKKKW yKasaHbl fata U BpeMs Hauana v ocTaHoBKM. Mpw
HeobXoaAMMOCTU UBMEHUTE 3HAUEHWUA BPEMEHMU.

3. B packpblBatolemMcs cnucke 3ameaneHHaa cbeMKa BblbepuTe UCXOOHYIO UMK CXKATYHO
CKOpOCTb.

4. B packpbiBatollemca cnvcke PacnonoxxeHue BbibepuTe LleneBon 0ObeKT.

5.  Haxmute dkcnopT, utobbl COXPaHUTb BUOEOAOPOXKKY.

Mpumeuanue.
AZpec LeneBoro cepeepa 3afaH Ha cTpaHuue CeTb / YueTHble 3anucH.

3.24 KoHTponb Bocnpou3BeaeHUA
[nAa 6bicTpor opueHTaluMu noa BUAEOMU300paKeHMEM pacnonoXKeHa WKana BpemeHu. MHTepBan
BPEMEHM, CBA3AHHbIN C NOCNeAoBaTeNbHOCTbIO, OTODpaXkaeTcsa cepbiM LBETOM. CTPenKku
YKasblBatoT NOMOXeHWE BOCMPOU3BOAUMOro H3obparkeHnsa B BUAEOMNOCNeA0BaTENbHOCTH.
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Llikana BpeMeHuW npenocTaBnseT pasfMuHbie BOSMOXHOCTM Nepexonos B npeaenax

nocneaoBaTeNbHOCTU U MeXIy Pa3NMUHbIMK NOCefoBaTeNbHOCTAMMU.

—  [lpy HEOBXOAMMOCTH HaXXMUTE B TOM MECTE BPEMEHHOM LLIKaNbl, C KOTOPOro AOMXHO
HauaTbCA BOCMPOU3BEAEHME.

—  OtobpaxkaeMmblit UHTEPBaNn BPEMEHU MOXKHO M3MEHUTb HaXkaTUeM Ha 3HauKe MNNc Unu
MMWHYC UMK C MOMOLLLbIO KOMEeCHKa NPOKPYTKK MblliM. OTobpaxkaeMblit MHTepBan BpeMeH!
MOXET U3MEHATLCA OT LUECTU MECALEB [0 OAHOW MUHYThI.

—  HaKMWTe KHOMKKU nepexoaa TPeBoru Ana nepexoaa oT O4HOro TPEBOXKHOIo CobbITUA K
cnepnyroliemy Mnu npeabiayliemy. KpacHbiMu nonockamu obosHaueHbl TOUKU Ha LKane
BPEMEHM, Koraa bbinv cpabaTbiBaHUA TPEBOTH.

3nemMeHTbl ynpaBneHus

BocnpousBeeHMeM MOXHO yNpaBnaTb NPW MOMOLLM KHOMOK, PACMNONOXeHHbIX Noj

BUAEOU300paXKeHeM.

KHOMKK MMetoT cneayroLine pyHKLUK:

—  Hauano vnu npuMoctaHOBKa BOCMPOU3BEAEHMUA.

- Bbibop ckopocTH BocnpouaBeaeHua (Bnepea vnv Hasad) npuv NOMOLLM perynatopa
CKOPOCTH.

— Llar Bnepea “nuv Hasag No Kagpam Npuv NpUoCTaHOBKe (ManeHbKUe CTPenku).

Bosch Security Systems PykoBoACTBO Mo aKcnnyatauuu 2018.10 1.0
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4

KoHcurypauua — obwime napamerpbl

4.1 UpeHTudomkauuna

41.1 UmeHoBaHue
MpucBoWTe yHUKaNbHOEe UMA ANnA obneryeHnsa naeHTuduKaumm.Hannmuve nmMmeHu ynpoluaet
ynpaBrneHne HECKONbKUMU YCTPOMCTBaAMU B Donee KpynHbIX CUCTEMAX.
MmMA KaMepbl UCNoNb3yeTca ANA yaaneHHoW naeHTUdUKaLMM yCTPOMCTBA, HanpuMep B criyyae
TpeBoru.BoibepnTte MMsA, KOTOPOE NO3BOMUT MaKCUMaNbHO MPOCTO U OQHO3HAUHO
MOEHTUDULMPOBATL MECTOHAXOXAEHME.

4.1.2 Upentudomkarop
KaxkgoMy yCTpOMCTBY AOMKeH BblTb MPUCBOEH YHUKANbHbBIA UAEHTUUKATOP, KOTOPBIM MOXKHO
BBECTM 3[€Cb B KauecTBe AOMNONHUTENbHOIO CpeacTBa MAeHTUDUKALMK.

4.1.3 PacwupeHue uHuyuatopa
[JobaBbTe TEKCT K UMEHU UHULKMATOPA, UTOObI 0bnerunTb MaeHTUdUKaymo B 6OnblIKMX CUCTEMAX
iSCSI. 270T TeKcT fobaBNAeTCA K UMEHW MHULMATOPa U OTAENAETCA OT Hero Toukon. Mmsa
MHUUMaTopa oTobpaxkaeTcs Ha cTpaHuue System Overview (O630p cUcTEMBI).

4.2 YnpaBneHue nonb3oBaTeniMmu
YnpaBneHWe nonb3oBatensimMu NpeaoTBpaLlaeT HECAaHKLMOHUPOBAHHbIM JOCTYN K YCTPOWCTBY C
NMOMOLLbIO Pa3NMUHbIX YPOBHEN aBTOPU3ALMKM ANA OrpaHuueHus goctyna. MoXHoO 3aaTb U
M3MEHWTb Naponb ANA KAXXA0ro YPOBHA aBTOPU3aLIMK, ECNIU Bbl CHauana BOLWIW U YCTAHOBUM
naponb AnAa service.
YnpaBneHve nonb3oBaTensamMu NO3BONAET CBOOOAHOIrO NpUCBaMBaTb MMeHa Nonb3oBaTenem.
KaxxablM nonb3oBaTtenb MOXET OblTb OTHECEH K rpyrnne nonb3oBatenen C COOTBETCTBYIOLLUM
YPOBHEM aBTOpPM3aLMHK.

4.2.1 Pe>xumMbl ayTeHTUbUMKauumu
B pasgene JonycTUMble peXXMMbl NPOBEPKU NOANNMHHOCTU NMPUBOLAATCA CBEAEHUA O PEXMUMAX
NPOBEPKK MOLANMHHOCTH, 3aflaHHbIX B Kamepe. Ecnu pexxum 3agaH, B none cnesa oT pexuma
oTobpakaetca hnaxok. Ecnu pexxum He 3agaH, otobpaxaeTtca pasa «CepTudurKar He
YyCTAHOBNEH» CpaBa OT UMEHU pexuma.
Maponb
370 none ykasblBaeT, 3alaH N1 Naponb ANA Kamepbl.
CepTtudukar
®dnaxxok B 3TOM None yKasblBaeT, UTo MO KpalHel Mepe OfMH CepTUdUKAT 3arpy>KeH B Kamepy.
Ecnu ceptudmkatbl He 3arpyeHbl, oTobpaxaetca cooblieHne «CepTUdUKaT He YCTaHOBNEH»
cnpaBa OT TeKcTa.
Cepsep Active Directory (ADFS)
®dna)kok B 3TOM MNone yKasblBaeT, UTo kKaMepa ncnonbadyeT cepsep Active Directory. Ecnu
Kamepa He ucnonb3yeT ADFS, otobpaxaetcsa cooblieHne «CepTUMKaT He YCTAHOBNEH» CrpaBa
OT TeKcTa.

4.2.2 YpoBHU aBTOpU3aLUHU
YpOBHU aBTOpPU3aALUU
YCTPONCTBO MMEET TPU YPOBHA aBTOPU3aLLMK: Service, user U live.
—  service npeacraBnseT cobon BbICWUMIM YPOBEHb aBTOpU3aL M. BBog NpaBUMnbHOro naponsa

[aeT AOCTYN KO BCeM (PYHKLMAM W MO3BONAET U3SMEHATb BCE NapaMeTpbl KOHUIYpaLUH.
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4.3
4.3.1

4.3.2

4.3.3

4.3.4

—  user npeacTtaBnAeT cobow cpeaHW YpoBeHb aBTOPU3aLMK. Ha 3TOM YpOBHE MOXHO
3KCMNNyaTMpoBaTb YCTPOMCTBO, BOCNPOMU3BOAMTb 3aMUCH U yNpaBnfaTb KaMepPoK, OgHaKo
HEBO3MOXHO M3MEHATb KOH(UIypaLuio.

- live npencraBnaet coboi HU3LLIKWIM YPOBEHb aBTOPU3aLMU. Ha 3TOM YPOBHE MOXHO TONbKO
npocMaTpuBaTtb BUAEOU300paKeHMA B peanibHOM BPEMEHHW U NMepeKnuaTbCca Mexay
pPa3nMUHbIMU 3KpaHaMn U300paXKeHW B pearbHOM BPEMEHM.

[Oo6aBuTb Nonb3oBaTena B rpynny

Utobbl 40OaBUTL HOBOrO MONb30BaTENA B rPYNMy, HAXXMUTE KHOMKY [J06aBUTDb.

B TekcTOBOM none BBeAWTE UMA HOBOIO NOMNb30BaTeNA.

[ns rpynnbl BoibepuTe COOTBETCTBYIOLWMI YPOBEHb aBTOPU3aLMMU.

BBeaute naponb W noaTBEPAMTE €ro, BBEAs TOT XKe Naponb elle pa3. MakcumanbHana anuHa
napona coctaenaet 19 cMMBONOB, UCNOMb30BaHWE CheluanbHbiX CHMBOMOB He AoMNycKaeTcs.

U3meHunTb Naponb

UTo0bl UISMEHUTb naposib, HAXXMUTE 3HAUOK-KapaHdall CrpaBa OT cton6bua Tun gnsa
cooTBeTcTBytoLlero Uma nonb3oBatens.

BBeauTe naponb U NOATBEPAMTE €ro, BBeAA TOT Xe nNaponb euwe pa3. MakcumanbHaa AnvHa
naponA CoCtaBnAeT 19 cumBOnOB, MCNONb30BaHWE CneLnanbHblX CUMBOOB He OOonycKaeTcA.

HOata/Bpemsa

dopmar partbl
Bbibepute HeobxoamMmbli hopmat gaTbl.

JdaTta ycTpoicTBa / BpeMA yCTPOUCTBA

Ecnu B Bawen cucteme Unu cetv yHKLMOHUPYIOT HECKONbKO YCTPOMCTB, Heobxoanmo
OCYLLECTBUTb UX BHYTPEHHIOI CUHXPOHM3aLUMIo. Hanpumep, naeHTudrKauma M npaBuibHasn
oueHKa OHOBPEMEHHbIX 3anucell BO3MOXHa TONTbKO B TOM Cllyyae, eCliv Uacbl BCEX YCTPOMUCTB
CUHXPOHW3UPOBAHbI.

1. BseawTe Tekyllyto aaTy. [OCKONbKY BpeMa YCTPOWCTBA yNpaBnAeTCa BHYTPEHHUMU Yacamu,
HeT HeobXo0AMMOCTH BBOAWTL AeHb Heflenu — OH byneTt fobaBneH aBTOMATUUECKHU.

2. Beenute Tekyuiee BpemMA UNK HaxxMute CuHxp. MK, uToObl NPUMEHUTb CUCTEMHOE BpeMA
Ballero KoOMMbioTepa K yCTPONCTBY.

MpumeuaHune
BakHo, utobbl gata M BpeMsA npu 3anvcu Obinv BbiCTaBNeHbl NPaBUIbHO. HeBepHana ycTaHOBKa
napameTpoB AaTbl U BPEMEHW MOXET NMPUBECTU K HEMPABUNbHOMY (PYHKLUMOHUPOBAHUIO 3aMUCH.

YacoBo#i NoAcC yCTPOUCTBaA
Bbl6epMTe yacoBOM NOAC, B KOTOPOM HaxXxoguUTCA CUCTEMA.

NetHee BpemsA

BHyTpeHHMe yacbl MOryT aBTOMATUUECKM NePEKNoYaTbCA MEXAy 3UMHUM U NETHUM
BpeMeHeM.YCTPONCTBO Y)Ke COAEPXKUT AaHHble ANA nepexofa Ha NeTHee BpeMs Ha MHOrue rofbi
Bnepen.Ecnu gata, BpemA M yacoBOM NOAC 3afiaHbl BEPHO, aBTOMaTUUECKKU co3aaeTca Tabnuua
nepexofoB Ha NeTHee BpeMms.

Ecnun HeobxoanMo 3aaTb HOBble AaThbl Nepexofa Ha NneTHee BpeMs nyTeM pefakTMpoBaHUA
Tabnuubl, NOMHUTE, UTO 3HaUeHUA ODObIYUHO NpeacTaBNAT coboM cBA3aHHbIe Napbl (OaTa Hayana
M KOHLA NETHEro BPpeMeHH).
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CHauana npoBepbTe NapamMeTpbl YacoBOro nosAca.Ecnu oHU HeBepHble, BbibepuTe

COOTBETCTBYHLLMM YACOBOM MOAC U HAXKMUTE YCTAaHOBUTD.

1. HaxmuTte MoppobHOo onA oTobparkeHWs Tabnuubl Nepexofa Ha NeTHee BpeMs.

2. W3 cnucka nop tabnuuen BbibepuTe permoH Unu ropoa, bnmxaniinm K mecrty
pPacrnonoXeHUs CUCTEMbI.

3. Haxmute N'eHepupoBaTb, UTobObl BHECTM B TabNMLYy 3HaUEHUA, NpeaBapUTENbHO 3aaHHble
B yCTpoOWcCTBeE.

4. HaxmuTe Ha ogHOM M3 nonemn Tabnuubl, UTOObI BHECTU U3MeHeHuA.[lone DyaeT BbiaeneHo.

5.  Haxmute Ypanutb, utobbl yoanuTb 3anncb M3 Tabnuupbl.

6. BbibepuTte Apyrue saHaueHusa M3 cnucka nod tabnuuen, utobbl U3MeHUTb BbiOpaHHOE
none.MameHeHWs BCTYNakoT B CUY HEMELANEHHO.

7. Ecnv BHM3Y Tabnuubl €CTb HE3AMONMHEHHbIe CTPOKK (Hanpumep, Nocne yaaneHus), MOXHO
[006aBUTb HOBbIE AaHHble MyTeM BblAeNeHUA CTPOKK 1 Bbibopa 3HaUeHUI U3 CrucKa.

8. [lo okoHuaHuK HaxxmuTe OK, uTOoObI COXPaHUTb M aKTMBUpPOBaTb Tabnuuy.

4.3.5 Appec cepBepa BpeMeHHU
YCTPOMCTBO MOXET NPUHUMATb CUIrHaNn BPEMEHU C cepBepa BPEMEHU C UCMONb30BAHUEM
pa3nMuHbIX NPOTOKONOB CepBepa BPEMEHHU, a 3aTEM UCMNONb30BaTb €ro AnA yCTaHOBKHU
BHYTPEHHMX UacoB.YCTPOMCTBO 3anpallMBaeT CUrHan BPEMEHW aBTOMATUUECKHU KaXKayt MUHYTY.
Beeaute IP-agpec cepBepa BpeMeHM.
[nAa vncnonb3oBaHWA curHana spemeHn ¢ DHCP-cepBepa yctaHoBUTe onaxkok Mepesanuchb
DHCP-cepsepom.

4.3.6 Tun cepBepa BpeMeHH
BbibepuTe NpoTOKO/, MCNONb3YyeMbIM BbIDPaHHbIM CEPBEPOM BPEMEHMU:
- Pekomenayetca BbibupaTh npotokon Mporokon SNTP. 3toT npoTokon obecneunBaet

BbICOKWI YPOBEHb TOYHOCTHU U HEODXOAUM ANA PaboTbl creuranbHbIX MPUNOXKEHUN U
nocneayrLmnx PYHKLMOHANbHbIX PaCLUUPEHUN.

—  Bbibepute MNMpoTtokon Time, ecnu cepBep ncnonbayet npotokon RFC 868.
—  Bbibepute MpoTtokon TLS, ecnu cepBep ncnonbayet npotokon RFC 5246.
-  BblbepuTe BbIKA., ecnv cepBep BPEMEHU He UCMONb3yeTcA.

4.4 Hapgnucu Ha aKpaHe
PasnuuHble oBepneun Unu oTMETKU Ha BUOEOM300paXkeHWU NpeaoCcTaBnAoT BaXKHYHO
OOMOMHUTENbHYIO MHDOPMaLMIo. ITU oBepnen MoryT bbiTb aKTUBMPOBAHbI MO OTAENbHOCTU U
pPacnonoXeHbl Ha N300paXkeHWU B HEODXOAMMOM NOpPsAAKeE.

44.1 BbiBog Ha3zBaHUA Kamepbl
BbibepuTe nonoxeHne oBepnes ¢ Ha3BaHWEM KaMepbl B pacKkpbiBatoleMca cnucke. OH MOXeT
oTobpaxkaTbcsA B NonoxeHnuu Ceepxy, CHU3Y UMK B APYrOM MOMOXKEHWU, KOTOPOE MOXKHO
YyCTaHOBUTb, BblIOpaB napameTp Opyrue, Unv MOXHo 3a4aTb 3HaueHWe BbiknoueHo, utobbl
oBepneu He oTobparkanuchb.
Mpwu Bbibope napameTpa Apyrue BBeauTe 3HaueHunsa B nona X u Y.

4.4.2 BbiBOg norotuna
Utobbl pa3aMecTUTb NOroTUN Ha U300paXkeHWu, BbibepuUTe 1 3arpy3uTe Ha Kamepy HecxaTblM
dann .bmp c makcumanbHbiM pasamepom 128 x 128 nukcenen n 256 useToB. lNocne aToro
MO>XHO BblOpaTb MONOXEHWE NOroTUNa Ha 3obparkeHuu.
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4.4.3

444

445

4.4.6

4.4.7

4.4.8

4.4.9

4.5

BbiBOA, BpemeHHU

BbibepuTe nonoxeHrne oBepriea ¢ BPEMEHEM W AaTOM B packpblBatowemca cnucke. OH MoXxeT
oTobpaxaTbcA B NonoxeHuu Ceepxy, CHU3Y UMK B APYrOM MOMOXEHUU, KOTOPOE MOXHO
YyCTaHOBWTb, BblOpaB napameTp Apyrue, unv MOXXHO 3afaTb 3HaueHWe BbikntoueHo, uTobbl
oBepren He oTobpaxkanuch.

Mpwu BbibOpe napameTpa Apyrue BBeauTe 3HaueHuns B nona X u Y.

OTobOpakaTb MUNNUCEKYHADI

Mpyu HEObXOAMMOCTU MOXHO OTObpaXkaTb MUNNMCeKYHAbI B BbiBog BpeMeHHU. ITa MHdpopmaLlms
MOJEeT 0KasaTbCA MONe3HOoW NpyY 3anncu BUAeoU300parkeHn; 0OgHAKO AaHHbIM npoLecc
NPUBOAMT K NMOBbILIEHHOMY NOTPebeHno pecypcoB npoueccopa. Boibepute nNyHKT
BbIKnIOUEHO, ecniu oTobpaXkeHne MUNNUCEKYHS He TpebyeTcA.

BbiBOoA, pexXuma TpeBoru

BbibepurTe BKNOUEHO B pacKpbiBatoLLEMCA CMUCKe, eCNM HeobxoauMo, uTobbl B cnyyae
TpeBOrn oTobparkanocb TEKCTOBOE coobLieHue. ITo cooblieHre MOXET oTobpa)kaTbcA B
MOMOXEeHWHU, KOTOPOE Bbl MOXETe YCTaHOBUTb, BblOpaB napameTtp Apyrue, v ero MoxHo
YCTAHOBWTb B NONOXeHWe BbIKNIOUEHO 4NA CKPbITUA OBEPIEEB.

Mpwu BbibOpe napameTpa Apyrue BBeauTe 3HaueHunsa B nona X u Y.

TpeBo)XHOe coobLieHne
BBe,ClVITe COO6LLI,eH ne, Kotopoe 6y,qu OTO6pa)KaTbCF| Ha 3KpaHe B Cnyyae aKTuBalnm
TPEBOXHOro cobbiTva. MakcMManbHasa AnvHa coobuieHua cocrtaBnaeT 31 cMmBoOn.

Mpo3pauHbiit hoH
YcTaHoBUTE 3TOT (hriaXkok, utobbl caenatb POH HAAMKMCH HAa M300paXKeHUK NPO3payHbIM.

Pasmep Hagnucen

Stamping size
BbibepuTe Hy>KHbIM pasMep WpudTa HANMOXEHWN B 3KPaHHOM MeHto: OBbIuHbIA MNu Large.

BupeoayTteHTUhUKaLUA

B packpbiBatoliemca meHto NpoBepka NOgNMHHOCTU BUAEO BbiOepUTe MeTod NPOBEPKHU
LenocTHOCTU BUAEO.

Mpu Bbibope BopAaHble 3HaKKU BCe M300paxkeHMA OyayT oTMeueHbl 3HAUKOM. TakoW 3HauoK
YKa3blBaeT, NpoOn3BOAUNTUCBL KU C NoCnegoBaTe/ibHOCTbIO Kakue-nnbo ﬂeVICTBMH (B peanbHOM
BPEMEHW UM COXPAHEHHOMN).

Utobbl 406aBKUTb LM POBYIO NOANMUCE K NepeagaBaemMblM BUAEOU300paXKeHUAM U 0becneunTb Ux
LLeNOCTHOCTDb, Bbl6epI/ITe OAWH U3 alirOPMUTMOB LLlVI(*)pOBaHVIH AnAa nognuvcu.

GB/T 28181

Ha aToM cTpaHu1Le MOXXHO YCTaHOBUTb NapaMeTpbl 4718 COOTBETCTBUA HaLMOHANbHOMY CTaHOapTy
GB/T 28181 «be3onacHOCTb M 3allMTa CEeTeBOW CMCTEMbl BUAeoHabnoaeHUa Ana nepenaym
MHopMaLUK, NepPeKNOUEHNA U yNpaBneHua». ITOT CTaHAAPT UCMONb3YeTCA crneunanbHo ans
Kutas.

Bknouutb
YcTaHOBUTE 3TOT (hnaXKoK, Utobbl pa3pellnuTb CUCTEME UCMONb30BaTh APYyrve napamMmeTpbl Ha
3TOM CTpaHWLEe B COOTBETCTBUU C HaLlMOHaNbHbIM cTaHgapTom GB/T 28181.

dnemeHTapHbIi noTtok H.264
YcTaHOBUTE 3TOT (hnaXkoK, utobbl BbIbpaTh MKW BKNOUMTL 3NEeMEHTapPHbIN NoTok H.264.
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TalmayT peructpauum

BBeauTe 3HaueHue (B MUNNMCEKYHOAX) ANA TaMMayTa perncrpauuu. 3HaueHue no yMmonuaHuio —

3600.

TaiimayT nepuofmnUeCcKoro curHana

BBeaute 3HaueHuWe (B cekyHaax) AnA TaimayTa NepuoaMueckoro curHana. 3HaueHue no

ymonuaHuio — 15.

UpenTtudukatop cepsepa
BBeauTte naeHTUdMKaTop cepBepa.

IP-apgpec cepBepa
Beeaute IP-agpec cepsepa.

UpeHTudMKaTOp yCcTpoicTBa
BBeaute naoeHTUdMKaTOp yCTPOMCTBA.

MopT ycTpoicTBa

BBeguTe HomMep nopTa yCTpoMncTBa. 3HaueHuWe no ymonuaHuio — 5060.

Maponb
BBenuTe cOOTBETCTBYIOLWMI NAPONb.

UpeHTdUKaTOp TPEBOXKHOrO YCTPOMCTBA
BBeauTe MOEHTUdHKATOP TPEBOXKHOMO YyCTPOMCTBA.

2018.10 1.0
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5.1.1

5.1.2

5.1.3

5.1.4

5.1.5

5.1.6

KoHdurypuposaHue — Beb-unrepdenc
Bup

MO>XHO HaCTPOUTb BHELIHWIM BUA BeD-MHTEpdenca n USMEHUTb A3blK Beb-calTa B COOTBETCTBUM
c TpeboBaHMAMM Nonb3oBaTens.

N3o0bpaxkeHnsa GIF unu JPEG MoryT ncnonb3oBaTbCs AN1A 3aMeHbl TOFOTUMNOB KOMMaHUK U
ycTponcTea.Pain nsaobpakeHMAa MOXHO COXPaHWUTb Ha Beb-cepBepe (Hanpumep, http://
www.myhostname.com/images/logo.gif).

[Ona otobparkeHnsa nsobpakeHus ybeguTechb, UTo UMeeTCs NOCTOAHHOE coeiuHeHue ¢ Beb-
cepBepom.Dannbl U300paXKEHUN He XPAHATCA Ha YCTPOMUCTBE.

[nAa BOCCTaHOBNEHMA UCXOOHbIX M300paXkeHUn yaanute 3anucu B nonsax NloroTun KoMnaHUM 1
NoroTun ycTpoicTea.

A3bIKk Be6-CTpaHULbI
BbibepuTe A3bIK MHTEPdENCA NoNb3oBaTens.

MoroTun KOMNaHUMU

UToObl 3aMEHUTb NOrOTUM KOMMaHWK B NPaBOM BEPXHEW YacTM OKHa, B JAaHHOM Mone BBeAuTe
nyTb K noaxoasalemMy M3obpaxkeHuto.®amnn naobpaxeHusa gonxeH bbiTb cOXpaHeH Ha Beb-
cepsepe.

NoroTun ycTpoicrea
UT00Obl 3aMEHUTb UMA YCTPOWMCTBA B NEBOW BEPXHEN UacTU OKHA, B JaAHHOM Mnofne BBeAUTe NyTb K
noaxoasaLemMy nsobpaxeHuto.®ann naobpaxkeHnsa fgomkeH bbiTb COXpaHeH Ha Beb-cepBepe.

Moka3atb meTtagaHHbie VCA

Korpna aHanua BugeogaHHbix (VCA) akTUBMpOBaH, AOMNOMHUTENbHAaA UHopMaLms oTobpaxaeTtcs

B BUEOMNOTOKE B peanbHOM BpemeHu. Hanpumep, ecnu BbibpaH TMn aHanusa MOTION+,

obnactu gatumka, B KOTOPbIX PErNCTPUPYETCA ABUKEHUE, OTMEUAIOTCA KENTbIMU

NPAMOYTronbHUKaMU.

C nomouybto Essential Video Analytics nnu Intelligent Video Analytics KoHTYypbl 0OHapyXeHHbIX

00beKkTOB O0TODpaXKaTCA CnefyoLnMU LBETAMMU:

—  KpacHbli#: 00beKTbl, pOopMUPYIOLLIME TPEBOXHOE CODObITUE MPU TEKYLLUX HACTPOMKaXx,
NoABNAKTCA Ha M300PaXKEeHUU C KaMepbl BHYTPU KPACHOIO KOHTypa.

—  OpaHxeBbli: 00bEKT, POPMUPYIOLLMIA TONBKO OQHO TPEBOXHOE CODbITUE, HO HE
Bbl3blBalOLWMI ApYroe, oToDpaXkaeTca BHYTPU OPAHXKEBOro KOHTYpa (Hanpumep, ecnu
0OBbEKT Nepecek NUHUIO). NpPU aHANTMTUUECKOM NMOUCKe 0OBEKT, KOTOPbI (hopMUpyeT
TPEeBOXHOe cobbITMe, C CaMOro Hauana BblAeNeH OpaHXeBblIM KOHTYPOM.

—  KenTbli: 0ObeKTbl, KOTOPbIE ONpeAeneHbl Kak ABUXKYLLUWECH, HO He (hOpPMUpPYIOLLUE
TPEBOXHOE COObITUE MPU TEKYLLMX HACTPOMKaX, NOABNAIOTCA BHYTPU KENTOrO KOHTYpa.

Mokasatb TpaekTopun VCA

(TonbKo ANs onpeneneHHbIX Kamep)

TpaekTopuun (MMHWUK ABWXKEHWUSA OObEKTOB), FEHEPUPYEMbIE aHANM3aTOPOM BUAEOAAHHbIX,
oTobpaxkaloTcA Ha BUAEOU300paXKeHWM B peXUMe peanbHOro BpeMeHU, eClii COOTBETCTBYHOLLUM
TUN aHanu3a akTMBUPOBaH. TpaeKkTopusa oTobparkaeTca B BUAE 3eNeHON NUHWUK, Ceaytollen 3a
0a30BOM TOUKOW ODOBbEKTA.

Moka3aTb HaNOXXeHUue 3HAUYKOB
YcTaHOBUTE hnaXkoK AnA oToOpa)keHUA HaNoXXeHUW 3HaUKOB Ha BUAEOU300paXKeHnU B
peanbHOM BPEMEHMU.
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5.1.7

5.1.8

5.1.9

5.2

5.2.1

5.2.2

5.2.3

5.24

OtobpaxeHue anemeHToB VCA

TPEeBOXHble NMONA, MMHUU U MapLIPYTbl, HacTpoeHHble AnA Video Analytics, oTo6paxatoTca

cnefyrowmnmn LBeTaMu:

—  3eleHbli: NONA, MMHUM U MAPLUPYTbl, UCMONb3YyeEMblE B paMKax 3ajauun, oTobpaxatroTca
3eneHbiM. X MOXHO penakTnpoBaTb, HO HENb3A YAANATb.

- KpaCHbIVI: nonA, NMHUM U MapLpPyTbl, B HACTOALLEE BpeMA HaxoaALWKNECH B peXUMe
TpeBoru, oTobpa)katTcA KpacHbIM.

PeXXum 3apeprxku
BbibepuTe TpebyeMblii PeEXUM 3a4€PKKU:

Pasmep JPEG, uHTepBan U KauecTtBo

Bbibepute pasmep, MHTepBan obHOBNEHUA U KauecTBO U30bpaxkeHusa M-JPEG, koTopoe
oTobparkaetcs Ha cTpaHuue LIVE.3HaueHue 1 cOOTBETCTBYET CaMOMY BbICOKOMY KauecTtBy.Ecnu
AnA pa3Mmepa BblOpaH napameTp Nyuliuini BO3MOXHbIW, YCTPOWCTBO ONpeenaeT KauecTBO Ha
OCHOBAHMWM NPOMNYCKHOM CNOCOBHOCTH CEeTH.

dyHkuum «MpocMmoTpa B pexxume peanbHOro BpeMeHU»

MO>HO HacTpouTb BUA PYHKLMK CTpaHULbl MpAMan TPaHCAALUA B COOTBETCTBMMU C BallMMH

TpeboBaHUAMU.VIMeeTcs BbIOOP M3 MHOXECTBA Pa3/MUHbIX NapaMeTpoB OTODpaKeHUs

MHOPMALMKU U INEMEHTOB YNpaBneHus.

1. VYcraHoBWTe hnaxkku ans PyHKLMK, KoTopble OyayT oToOpaxatbcA Ha cTpaHuue Mpaman
TpaHcnAuUA.BoibpaHHble aneMeHTbl OTMeUarTcA hnaKKamu.

2. YcTaHoBMWTe (hNaxKu, UToObl yBUAETb, OTODPAXKAIOTCA MU HYXKHblE 3TEMEHTHI.

NMepenaua ayauo

(OocTynHbl TONbKO ANsA Kamep ¢ PYHKLUUAMKU paboTbl CO 3BYKOM)

Mpu BbIbOpE AAHHOTO NapameTpa ayauMoCUrHan ¢ KaMmepbl (ecnu ycTaHOBNEHO 3HaUeHUe
BknioueHo Ha cTpaHule Ayauo) nepenaetca Ha KOMMNbTEP.ITOT NapaMeTp NPUMEHUM TOMbKO
K KOMMNbIOTEPY, HA KOTOPOM BbINOMHAETCA Bbibop.lepenaua ayaMoaaHHbix TpebyeT
[OMONMHUTENBbHOMW MPOMYCKHOM CMNOCOBHOCTH CETH.

Bpemsa apeHabi (c)

(AOCTYNMHO TONBbKO Ha HEKOTOPbIX BUAEOKaMepax)

Bpemsa apeHabl (B cekyHaax) onpenenaer Bpemsd, No UCTEUEHUU KOTOPOro ApYyron
nonb3oBaTterb NonyyaeT NpaBo Ha ynpaBneHWe KamepoK, Nocne TOro Kak oT TEeKYyLLero
nonb30BaTena NpeKpaLlaeTcs NnonyyeHne CMrHanos ynpasneHus. Mo UCTeUEHUU 3TOr0 BPEMEHHU
KaMepa aBTOMaTMUECKM CTaHOBMTCA AOCTyNHa APYyroMy nonb3oBaTtenio.

Moka3aTtb TPeBOXHble BXOAbl

(Tonbko ANA KaMep C BO3MOXKHOCTbIO MOAKNIOUEHWUA TPEBOXHOIO CUrHana)

TpeBoXHble BXOAbl OTOBpaxkaloTcA B BUAE 3HAUKOB PALOM C BUOeoM30bpaxkeHneM BMecTe ¢
NMPUCBOEHHbIMWU UM UMeHaMK. [pun akTUBaLMKU TPEBOXHOIO CUrHana CoOOTBETCTBYHOLIMM 3HAUOK
M3MeHAET LBeT.

NMokasatb TPeBOXHble BbiXOAbl

(TOI'IbKO AanAa KaMep € BO3MOXHOCTbO NOAKMNKOUYEHUA TPEBOXXHOIO CMFHa)’Ia)

TpeBoXHble BbIXOAbl C MPUCBOEHHBIMWU UM UMEHAMU OTO6pa)Kal0TCF| B BMge 3HaykKoB pAAOM C
BM,CI,eOVI306pa)KeHMeM.ﬂpVI nepexkntyYeHnn Bbixoga 3Ha4YOK USMEHAET LBET.
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5.2.5

5.2.6

5.2.7

5.2.8

5.2.9

5.2.10

5.2.11

Paspewintb CHUMKHU
Bbibepute TN nneepa, KOTopbiv DyaeT MCNonb3oBaTbCcA ANA NPOCMOTPa B PEXMME peanbHoro
BPEMEHMU.

Pa3pe|.uuTb NOKanbHYIO 3anUCb

34ecb MOXHO yKasartb, 6y,qu nu noa M306pa)KeHVIeM B pealibHOM BpeMEHMU OTO6pa)KaTbCF|
3HAUYOK ANnA NOKalbHOIo COXpaHeHUA BMAeonocnenoBaTebHOCTEN. BugeonocnenoBatenbHOCTH
MOXHO COXPaHATb NOKaNlbHO Ha YKECTKUM OUCK, TONbKO €CNK 3TOT 3HAUOK 0To6pa>|<aeTcn.

MoTtok Tonbko I-kagpoB

BbibepuTe aTOT NapameTp AnA oTobpakeHUA AONONMHUTENbHOM BKNAAKKW Ha cTpaHuue Mpamans
TPaHCNAUMA, I0e MOXHO NpocmaTpuBaTb TONbKo I-kaapbl. Yoeautech, uto AnA kavecTsa |-
KagpoB He YCTaHOB/TEHO 3HaueHue ABTO, MHaue oOHOBMEHWE He 6yp,eT BbINONMHATbLCA.

NMokasatb Npeno3vuuu
Bbibepute «0TOOPasnUTb» UMM «CKPbITb» BUIXKET MPENO3ULIMIK Ha CTPaHULLE PEXMMA pPeanbHoro
BpeMEeHMU.

Mokasatb Intelligent Tracking

(,CI,OCTyI'IHO TONMbKO Ha HEKOTOPbIX BM,D,eOKaMean)

Bbibepute aTOT NapameTp, utobbl 0TOOPA3UTb UMK CKPbITb NaHENb UHTENNEKTYaNbHOIO
CnexXeHunA Ha CTpaHuue «|_|pOCMOTp B peXnumMme peanbHOro BpemMeHm».

MNytb k JPEG- u BUpeocpaiinam
BBe,ClVITe nyTb K nanke, B KOTOpOVI AOMKHbl XPaHUTbCA OTAENbHbIE M306pa)KeHVIF| n
BugeonocnegoBaTteibHOCTU, COXPaHEeHHble CO CTPaHUL bl anMaﬂ TPAHCAALUMUA.

dopmar Bupgeocpainna
Bbibepute chopmart darna gna otobparkeHWs CTpaHuLbl pexxnuma peanbHoro spemeHu. @opmar
MP4 He BKNtouaeT meTaflaHHble.
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6 KoHncdurypuposaHue — Kamepa
6.1 Kamepa — MeH10 yCTaHOBLUUKA
6.1.1 ba3oBan uacToTa Kagpos

BbibepuTe 6a3oByto UacTOTy KagpoB Ans KaMepbl.
MpumeuaHue. ITo 3HaUeHMe BNMAET Ha BpemA cpabaTbiBaHMA 3aTBOpPa M UACTOTY KadpoB, a
TaK)Xe Ha aHanorosbli Bbixod (€CNnu OH NPUCYTCTBYET).

6.1.2 dopmar Bupeo
Bbibepute pexxum kogupoBanua H.264 nnu H.265.

6.1.3 CBeTOAUOAOHDbIN UHAWKATOP KaMepbl
(mocTynHO TONbKO Ha HEKOTOPbIX BUAeOKaMepax)
Bbikntounte "CBetognoa Kamepbl" Ha KaMepe, UToObl OTKMHOUKTL €ro.

6.1.4 MoBopoT n3obpaxkeHun
(mocTynHO TONbKO Ha HEKOTOPbIX BUAEOKaMepax)
BcTpoeHHbIN B KaMepy rMpoCKon/akcenepoMeTp onpeaensaeT onTMMarnbHy0 OpUeHTaL Mo
n3obpaxkeHns U No3BonseT BbibpaTth ee, HaxkaB Ucnonb3oBaTb NpeanaraeMbiii NOBOPOT
KaMepbl.
BbibepuTe Heobxoaumbli yron (0°, 90°, 180° unu 270°) Ans BbiBOAA NPaBUIbHON OpHUEHTaLUK
n3obpaxkeHus.

6.1.5 3epkanbHoe U3obpakeHue
(mocTynHO TONbKO Ha HEKOTOPbIX BUAeOoKaMepax)
BbibepuTe BknoueHo an1s BbiIBOAA 3epKaNbHOro oTobpaXkeHUA U3006pakeHUA KaMepbl.

6.1.6 AHanoroBbi# BbiXxon
Bb|6ep|4Te d)opmaT COOTHOLLEHNA CTOPOH, UTOOBI adKTUBUPOBATb aHanoroBbIM BbIX04 KaMepbl.

6.1.7 Mepe3arpy3ka ycTpoucTBa
HaxxmuTe Mepesarpy3untb, utoObl NepesanycTntb KaMmepy.

6.1.8 3aBogckue napamMmeTpbl MO YMONUaHHUIO
HaxkmuTte Mo yMon4yaHUo OnA BOCCTaHOBNEHUA 3aBOACKKUX NapaMeTpoB KaMepr.ﬂOHBﬂﬂeTCH
OKHO nop,TBepm,quMﬂ.KaMepa ONTUMU3UPYET M306pa>KeHme B TeueHne HEeCKONMbKNUX CeKyH
nocne cbpoca.

6.1.9 MacTep HacTpoMKHU 06beKTUBA
BbibepuTe nyHKT MacTep HacTPOMKU O6BEKTUBA..., UTOObI OTKPbITb OTAEbHOE OKHO, KOTOpOoe
MOXHO MCMONb30BaTh ANf HACTPOMKHK (hoKyca obbeKkTHBa Kamepbl (He AnA BCex Kamep).
3Ta cTpaHuLa No3BonsAeT BaM CHOKYCMPOBaTb OOBbEKTUB Ha ONpPeaeneHHOM yUyacTKe.
C NOMOLLbIO MbILIKW B OKHE NpeaBapHUTeNIbHOro NPOCMOTPa MOXHO U3MEHUTb pa3Mep U
Nono)eHue 3aTeEHEHHOro Nons, onpeaenstoLlero okanbHy NoBepxHocTb. (YcTaHoBUTE
(hNaXKoK HUXKe OKHa NpeaBapUTENbHOrO NPOCMOTPA ANA OTOOPaXKEHUA TONbKO BblIOpaHHOro
yuacTKa B rMaBHOM OKHe.)

Mo ymonuaHuio
(Tonbko OnA Kamep ¢ BO3MOXXHOCTbIO MOTOPM30BaHHOH perynnMpoBKU (hokyca)
Ha)kMWTe KHOMKY MO YMONUYaHUIO /1A HACTPOWKK OObEKTHBA B MOMOXKEHUE MO YMONYaHUIO.

MacwTabupoBaHue
(Tonbko 0na obbekTuBoB AVF)
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6.2

McnonbayiTte NON3yHKOBbLINA PerynaTop AN HAaCTPOMKM ONTUUECKOro yBeNuueHUs obbeKkTuaa.

Pokyc
(TonbKO 0N KamMep C BO3MOXHOCTbIO MOTOPH30BAHHOMH peryMpoBKH (hoKyca)
1. YcraHoBuTe hnakok O6bekTUB ¢ UK-KOppekuuen Ana ognMHaAKOBOro NONOXKEHUA POoKyca

[ONA OHEBHOTO U HOUHOMO peXXuma.

—  [ns perynupoBKMU NOMoXKeHus oKyca OTAENbHO ANA AHA YU HOUM CHUMUTE praXKok
O6bekTuB ¢ UK-koppekuuen. BoibepuTte pexxknum Oenb/Houb (LLBETHOW UNKN YEPHO-
6enbiit) B MeHo KoHdurypauua > Kamepa > APY ; akTUBUpPYeTCs COOTBETCTBYHOLLMI
NMON3YHKOBbIV PerynATop Nono)xKeHus okyca.

2. Otobpaxkaetca TN 0ObEKTUBA; eCnu NPUMEHUMO, BbibepuTe TN 0ObeKTUBa.
3. HaxmuTte kHonky Myck ana aBTohOoKYCUPOBKKU 0ObEKTUBA.

—  BbinonHAeTcA npouecc aBTOMaTUUECKOW PerynMpoBKY 3aaHero ookyca.

—  OtobpaxaeTca nonoxeHue HOKyca, COCTOAHME U MHOUKATOP.

4. Ecnu dpnaxkok O6bekTuB ¢ UK-KoppeKuuen He yCTaHOBNEH, BbiDepUTe APYron pexum

DeHb/Houb 1 nepeHacTporTe hOKYC ANA 3TOro pexuma.

Kamepa — lNo3uymoHupoBaHue

CucTema KoopauHat No3BONAET BBECTU NapamMeTpbl, onpeaenatoLmMe pacnonoxeHme Kamepbl.
[nA HeKoTopbIX MNAaHOPaMHbIX KaMep TaKXKe MOXHO BblOpaTb NOMOXKeHWe YCTaHOBKU (Hanpumep,
Ha CTeHe, MOTONKEe UMK NONb30BaTeNbCKOE).

OyHKUMA NMO3ULUOHUPOBAHUE ONUCHIBAET MECTOMONOXKEHUA KamMepbl U NePCNEKTUBY B None
ob3opa kamepbl.

CBefneHuA 0 NepcrnekTUBe KpanHe BaxHbl aAns Video Analytics, nockonbKy oHM NO3BONAOT
cUcTEME KOMMNEHCUPOBATb MHUMYKO ManopasmMepHOCTb yaaneHHbIX 0ObeKToB.

TonbKO C NOMOLLbIO CBEAEHUIM O NEPCNEKTUBE BO3MOXHO pa3nnuaTb Takne o0beKTbl, KaK Noau,
Benocunenbl, aBTOMOOWW U TPY30BUKM U TOUHO BbIUMCNATb UX AEUCTBUTENbHbIE Pa3Mepbl Npu
UX ABUXKEHWUW B TPEXMEPHOM MPOCTPaHCTBE.

TeMm He MeHee, AN TOUHOrO pacueta CBeeHWM O NepcrnexkTuBe Kamepa AonxHa ObiTb
HanpaBneHa B O4HOM rOpM30HTaNbHOMW MTOCKOCTU. HECKONBbKO NMMNOCKOCTEN UMW HAKMOHHbIE
NMNOCKOCTH, XONMbl U NECTHULbI MOTYT NMPUBECTU K UCKAXKEHUIO CBEAEHUIN O NepCrneKkTUBe u
NONyYeHUI0 HEBEPHbIX CBEAEHUM 00 00beKTe, ero paamepax U CKOPOCTH.

Mono)xeHWe yCTaHOBKH

BbibepuTe COOTBETCTBYIOLLIEE MONOXKEHUE AN MOHTa)Ka KaMepbl. OTobpasuTca Habop

napameTpoB, COOTBETCTBYHOLMUI TUMY KaMepbl.

—  CraHAapTHbIH
Bbibepute ana HacTpoMku obuen kanvbpoeku kamep AUTODOME v MIC. MNMocne atoro
BBeAUTE BbICOTY KaMepbl.
Yron HaknoHa n hoKyCcHOe paccTosiHWMe aBTOMaTUUECKK OonpeaenatnTcaA Kamepon ans
BbINMOMHEHWA KaNnMDOPOBKKU ANA BCEX BO3MOXHbIX Nofen ob3opa kamepbl. [JONONHUTENbHO
Bbl MOX€Te YCTAHOBUTb BPYUHYIO KanvbpoBKy ANsA Npenosuumi ¢ Ha3HaueHHbIMMU
dyHKunAMK Video Analytics.

— MNonb3oBarenbckoe
Bbibepute gna HacTpolku kannbposku kamep DINION n FLEXIDOME. Kamepbl Ha
nnatopme CPP7 u CPP7.3 nMeloT BCTPOEHHbIW 6-OCHbIM TMPOCKOMWUYECKUI AaTUUK AnA
onpefeneHns yrna HakmoHa v noBopoTa.

- MNotonok
Bbibepute gna kanbpoBKkU naHopaMHbix kamep FLEXIDOME IP ¢ noTonouYyHoOM yCTaHOBKOW.
MomolHKKkK Kanubposkn AutoSet 1 Sketch HemocTynHbI.
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- CreHa
Bbibepute ana kannbpoBku naHopamHbix kamep FLEXIDOME IP ¢ HacTeHHOM yCTaHOBKOW.
MomolwHMKKU kKannbposku AutoSet 1 Sketch HegocTynHbI.
MOHTaXXHOE NoNoXeHWe onpeaenseT CBeAEHUA O MepCneKTUBe, KOTOPbIE TaKXe YacTo
Ha3blBalOT KaNnMbpOBKOM.
Kak npaBuno, MOHTaXXHOe MOMOXeHWe onpenenAeTca napaMeTpamMmy KaMepbl, TAKUMU Kak
BbICOTa, Yron NOBOPOTA, YroNn HaKMoHa U POKYCHOEe pacCcTosHMe.
BbicoTy kKamepbl Bcerfa TpebyeTca BBOAWUTL BPYUHYHO. [1pM BO3MOXHOCTU Yron NoBopoTa U yron
HaKMoHa onpeaenaATCA KaMepoKr aBToMaTtueckn. PoKycHoe paccToaHWe onpenensaeTca
aBTOMATHUECKH, eCNM KaMepa UMeEeT BCTPOEHHbIW OOBbEKTUB.

Yron HaknoHa [°]

BBeauTe yron HaknoHa, ecnu 3HaueHue He ONnpeaennunocb KaMepom.

Yrnom HaknoHa Ha3blBaeTCA Yron Mexay ropu3oHTOM U KaMepoW.

Yron HaknoHa, paBHblM O °, 03HauaeT, UTo Kamepa yCTaHOBMeHa napannenbHo 3eMne.

Yron HaknoHa, paBHbln 90 °, 03HAUaET, UTO KaMepa YCTaHOBNEHA BEPTMKANIbHO B pakypce Buaa
CcBepxy.

UeM MeHbLUe yron HaknoHa, TeM MeHee TOUHO ByayT paccuuTaHbl pasamepbl OOBEKTOB U UX
CKOPOCTb. 3HAaUEHUA JOMXKHbI ObITb Mexay 0° u 90°. 3Tn pacueTbl HEBO3MOXHbI MPU yrne
HaknoHa 0°.

Yron 6okoBoro HaknoHa [°]

BBenuTe yron noBopoTa, €CfiM 3HaueHWe He onpeaenMnoch KaMepou.

Yrnom noBopoTa Ha3bIBAETCA Yo/l MeXIy OCb NMOBOPOTA U TOPU3OHTaNbHOM NMNOCKOCTbIO. ITOT
Yron MOXeT OTKNOHATbLCA OT FOPU30HTaNM Ha 3HaueHue o 45°.

BbicoTa (m)

BBeauTe BbICOTY NOMOXEHWA KaMepbl B MeTpax.

BbicoTa onpenenseT BEpTMKanbHOe PaccToAHWE OT KaMepbl [0 NNOCKOCTH 3eM/KU NONYUYEHHOTO
n3obpaxkeHma. OBbIUHO 3TO pPacCTOAHUE OT 3eMMU A0 MecCTa YCTAHOBKU Kamepbl.

®dokycHoe paccToAHUe

BBennTe hoKyCHOE pacCToAHUE MONOXKEHWA KaMepbl B METPAX, €CNIU 3HAUEHUE He
onpeaennnocb KaMepon aBTOMaTUUECKM.

POKyCcHOe paccToAHWe 3aBUCUT OT 0ObeKTHBa. UeM Kopoue POKYCHOE pacCToOAHUE, TeM LKpe
30Ha ob3opa. Yem anvHHee hOKyCcHOe paccTosHue, TeM MeHblle 30Ha ob3opa u bonble
yBenMueHue.

AutoSet

LllenkHuTe, uTOOBLI aBTOMATUUECKM YCTAaHOBUTbL MapaMeTpbl KaMepbl, Hanpvmep, Yron HakKnoHa

[°], Yron 6okoBoro HaknoHa [°],BbicoTa (M) 1 hoKycHOe paccToAHMe.

®yHKkumMA AutoSet noctynHa Ha kamepax DINION u FLEXIDOME.

C nomouubto cpyHkuMn AutoSet cnepytolime cBegeHnA o KannMbpoBKe CUMTBIBAOTCA

aBTOMaTUUECKM:

—  (doKycHOoe paccTosiHWue BCTPOEHHbIX (PUKCUPOBAHHbIX UMW BapUdOKanbHbIX OO bEKTUBOB U
nonoxeHue BapudoKanbHbiX OO bLEKTUBOB.

— Yron HaknoHa v yron noBopoTa Ha Kamepax Ha nnatpopme CPP7 1 bonee no3gHux
bnarofapA BCTPOEHHOMY 6-0CEBOMY FMPOCKOMUUECKOMY AaTUMKY.

Kamepa nocTtoAsHHO 0OHOBNAET 3HAUEHUA, U C KaXKAbIM ODHOBNEHMEM 3HAUEHUA MOTYT

HEeCyLeCcTBEHHO OTIMUATBLCA, UTO He MOBMMUAET Ha pe3ynbTaT KannubpoBKH.
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mud 0

3ameuaHue!

Kamepbl Ha nnatgpopme CPP6 nnu bonee paHHWX He UMEIOT BCTPOEHHOTO 6-0CEBOMO
FTMPOCKOMMUUECKOrO AaTuMKa U He MOTYT aBTOMaTUUeCKM OnpeaenunTb Yyron HaknoHa v yron
noBopoTa. A ecnu Npu asTOM Kamepa He UMEET U BCTPOEHHOTo 0O0beKTUBA, hyHKLMA AutoSet
HepocTynHa. @yHKunA AutoSet Takxke HeJoOCTyNHa ANA NnaHopaMHbix kamep FLEXIDOME IP.

Sketch

HaxkmuTe, uTobbl CKOPPEKTUPOBATL aBTOMATUUECKYHO KannbpoBKy. OTObpa3nTCA OKHO
Kanubposka Sketch.

OyHkumnA Sketch obecneurBaeT [ONONHUTENbHBIM NONYaBTOMATUUECKUMI METOA, KannbpoBKMU.
3TOT MeTo KannbpoBKM NO3BONAET BaM ONMUCbIBATb NePCNeKTUBY B none ob3opa Kamepbl C
NOMOLLbIO NPOBEAEHUA BEPTUKANBHbIX NMUHUI, MTMHWUIA Ha 3eM/e U YINIOB Ha 3eMre Ha
n3obparkeHWn Cc Kamepbl U BBOAA COOTBETCTBYIOLMX Pa3MepoB U yrnoB. Mcnonb3ynte yHKUMUIO
Sketch, ecnv pesynbTat aBTOMaTUUECKOM KanMbpoBKK Bac He yAOBNETBOPUII.

Takxe Bbl MOXeTe COBMeLLaTb PYUHYIO KannMbpoBKe CO 3HAUEHUAMM yrna NoBopoTa, yrna
HaKNOHa, BbICOTbl U (DOKYCHOIO PAacCTOAHMUA, BbIUMCNIEHHBIMWU KaMepoM UK BBEAEHHbIMMU
BPYUHYIO.

mud o

3ameuaHue!
®yHkumna Sketch HepoctynHa AnA naHopamMHbix kamep FLEXIDOME IP.

Mpocmunb VCA
Bbibepute cooTBETCTBY LMK NPOUNb.

Global

YcTaHoBUTE hnakok FnobGanbHbIi, uTOObI MCNONb30BaTh rNobanbHYy, 0Oy KanMBOPOBKY ANA
Bcex kamep AUTODOME v MIC.

TakXe Bbl MOXeTe CHATb hnaXKok MMobGanbHbIW ANA NONyyYeHUsa MeCTHOW KanuMbpoBKK U
nepesanucu obuwen kanbpoBkK AnA BbibpaHHOro npoduna. [nAa atoro cHavana Bbloepute
npodunb VCA.

mud o

3ameuaHue!

dyHkuua Sketch goctynHa ToNbKO AN HACTPOEHHbIX M HA3HAUEHHbIX MPENO3ULMH.

Onsa kamep AUTODOME u MIC HacTpoKnTe npeno3uumMmn Kamepbl U HasHaubTe MNPeno3uiLmnm
ofiHOMY M3 UMmetowmxca 16 npodunen VCA nepen KanmbpoBkon ¢ nomoLbto pyHkumnu Sketch.
ITY PYHKLMIO MOXKHO MPUMEHSATb ANA YCTAHOBKU NMPENO3MLMIM KaMep, HanpaBneHHbIX Ha
pasnuuHble NNOCKOCTU 3eM/T1, ONTUMHU3UPOBAHHOM KanMbPOBKU NNOCKOCTEN 3EMITU UMK
B6oNbLWKX POKYCHbIX PACCTOAHUMN. JlokanbHas KannMbpoBKa NPenosuLmMmn He UBMeHAET
rnobanbHOM KannbpoBKH.

Tak)ke BO3MOXHO MPOBECTU KannMbpoBKY Npeno3nuni, He nposoasa rnobanbHyo KanMbpoBKY.

Paccuurtatb

YcraHoBUTe chnaxkok Paccumutartb, UToObl NONYUMTb Yron NOBOPOTA, YroN HAKNOHA, BbICOTY U
POKYCHOE PacCTOAHME C NMOMOLLbIO 3TEMEHTOB KanuMOpPOBKK (BEPTUKANbHbIX MTUHWUWA, TUHWUIA U
YrNOB Ha 3eM/e), HAHECEHHbIX BamMu ANA aHHOW KaMepbl.

CHumHTe hnaxkok PaccuuTaTb 4518 BBOJAA 3HAUEHWS BPYUHYHO MNWM OOHOBNEHUA 3HAUEHUH,
onpegeneHHbIX Kamepoﬁ ABTOMATUYECKMU.
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Yron HaknoHa [°] / Yron 6okoBoro HaknoHa [°]

BBeauTe yron BPyUHYH MU LLENKHUTE 3HaUOK OOHOBNEHWA ANA NONyUeHUA 3HaUeHUHN,
onpenenAaemMblX BO3MOXHbIMW laTUMKAMK KaMepbl. Bbl TakXe MOXeTe yCTaHOBUTb hNaXoK
Paccuwra'rb, yTOODI nonyynTb 3Ha4eHMA Ha OCHOBE 3/TeMEHTOB KaﬂVI6pOBKVI, HaHEeCEeHHbIX Ha
n3obpaxkeHue.

BbicoTa (m)

BBeauTe BbICOTY BPYUHYHO MMU LLIEMKHUTE 3HAUYOK OOHOBNEHMA ANA NONMYyUYEeHUA 3HAUEHUHN,
onpeaenaeMbiX BO3MOXHbIMWU AaTUMKaMW KaMepbl. Bbl TakKe MOXeTe YyCTaHOBUTb (PNaXKoK
PaccuutaTtb, UTobbl NONYUYNTb 3HAUEHWUS HA OCHOBE 3/1EMEHTOB KanMbpOBKKU, HAHECEHHbIX Ha
n3obpaxkeHue.

dokycHoe pacctoaHue [Mm]

BBeaute hoKycHOe pacCTosiHUE BPYUHYIO UMK LWENKHWUTE 3HAUOK OOHOBNEHUA ANA NONyYeHUA
3HAUEHWM, onpeaenAaemMbiX BO3MOXHbIMU AAaTUMKAMK KaMepbl. Bbl Takke MOXKeTe YyCTaHOBWUTb
hnaxxok Paccuutatb, UTOObBI NONYUNTL 3HAUEHWA HA OCHOBE 3/1EMEHTOB KannMbpoBKH,
HaHECEHHbIX Ha U3obpaxeHue.

KanunbpoBka kamepbl ¢ nomoubio okHa Sketch Calibration

UTtobbl 3aAaTb 3HAUEHUA BPYUHYIO:

1. BBeOWTe 3HAUEHWe yrna HaknoHa, yrna noBopoTa, BbICOTbl MU (POKYCHOIO PacCTOAHWUA, eCnu
OHW BaM M3BECTHbI, HANPUMepP, U3MEPUB BbICOTY Kamepbl HaJ 3EMNEN UMK CUMTAB
(hoKyCHOEe paccTosiHWe C 06beKTMBA.

2. [na kaxkgoro no-npexHemy HEM3BECTHOrO BaM 3HaUEHWA YCTaHOBUTe hnaxkok Paccuutarb,
a 3aTeM NOMEeCTUTE aNleMeHT KanuMbpoBKK Ha M300paXkeHWH C Kamepbl. MicnonbayiTte aTn
KannbpoBOUHble 3NeMeHTbl, UTobbl 0OBECTH OTAENbHblIE KOHTYPbl OTOBpakaeMow cleHbl Ha
M300paXKeHUU C Kamepbl, U onpeaenuTe NONOXeHWE U pa3dMepbl 3TUX NMUHUI U YITOB.

- Ha)XmMuTe KHOMKy , UTOObI Pa3MEeCTUTb BEPTUKANBHYIO MTUHWUIO HA M300PaXKEHUM.
BepTukanbHasa NUHWA COOTBETCTBYET NUHUU, NEPNEHANKYNAPHON NNOCKOCTU 3EMIH,
Hanpumep NUHUA OBEPHOro NPoema, yria 3gaHusa unu poHapHoro ctonba.

- HakmuTte KHoMKy I‘." , UTOObl MOMECTUTb NMUHMIO Ha NMNOCKOCTU 3EM/TU Ha
M300paXKeHUHU.
INMHWA Ha 3eMne COOTBETCTBYET NMMHWUW, MPUHAANEXKALLEN NNOCKOCTU 3EMIH,
Hanpumep NUHUA JOPOXKHOM PA3METKM.

- HaXmuTe KHOMKy ﬂ_, yToObl MOMECTUTb Yrof Ha NNOCKOCTU 3eM/NU M300paKeHUA.
Yron Ha NNOCKOCTW 3eMN1 NPeACTaBNAET Yron, nexawMn Ha ropu3oHTaNbHOM
NMOCKOCTHU 3EMMNK, HAaNpPUMeEp Yyron KoBpa UNu pa3meTKa Ha aBTOCTOAHKE.

3. OtperynupyiTe aneMeHTbl KanMbpoBKKW B COOTBETCTBUM C CUTYyaLIUEN:

-  BBeawuTte AeWCTBUTENbHbBIM pasMep NUHWUKU UK yrna. [ina 3Toro Bbibepute NUHUIO UNK
yron, a 3aTem BBeAWTe pasMep B COOTBETCTBYHOLLEE NOTeE.

Mpumep: Bbl pa3MeCcTUNu ropru30oHTaNbHYH NMUHUIO BAOMb AHWLLA aBTOMOOMNA. Bbl
3HaeTe, UTo ANIMHa aBToMobOuNA cocTaBnAaeTt 4 meTpa. BBeauTe 3HaueHne 4 M ann
ONVHbBI 3TOW NUHWUK.

—  YKaXuTe Nono)XeHue Wnu OnvHy NUHUKW Unu yrna. [Jna aToro nepetawimTe NUHUIO, Yron
MMM KOHEUHble TOUKU B XernaemMoe NnonoxeHue Ha M3obpaxkeHnu ¢ Kamepbl.

- Ypanute nuHuWio unu yron. [nsa atoro BbibepuTe NUHUIO UMW YTON, a 3aTEM LUENKHUTE
3HAUOK KOP3WHHbI.

NMpumeuaHue.

CuHMe N1UHUM 0603HaUaloT 3NeMeHTbl KanMbpoBKK, f0OaBNEeHHbIE BaMU.
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Benble NWHUK YKa3biBalOT HEOOXOAUMMOE PaCMONOXKEeHWE 3NeMeHTa Ha U300paXkeHUK C
Kamepbl C YUETOM TEKYLLMX pe3ynbTaToB KanubpoBKK UMK onpeaeneHHbiX AaHHbIX
KannbpoBKH.

NMuHKna ropusoHTa

Ecnu 3HaueHuA coBnagatoT, 06nactn M3obpakeHnsa ¢ Kamepbl UMEKOT LLBETHOM (DOH.
CuHWM: aTa obnacTb cooTBeTCTBYET HEDY. HWXKHAA rpaHuua ronybown obnactu cooTBeTcTByeT
NUHWUK ropu3oHTa. ObbekTbl, 0OHapPYXKXeHHblEe B CMHEN 0bnacTun, He MoryT OblTb NPaBUbHO
OThMNbTPOBaHbI MO Pa3Mepy UK CKOPOCTH.

Ecnun kamepa ycTaHOBMeHa, Hanpumep, Ha OTHOCUMTENbHO HEDOOMbLIOKW BbICOTE B 34aHUMU,
nofobHoe oTtobpaxeHue He TpebyeTcA, NOCKONbKY BCA 06nacTb, OXBaTbiBaeMas KaMepow,
HaxXo4WUTCA HUXeE NNUHUU TOPU3OHTA.

mud 0

3ameuaHue!

Ecnu pacctoaHue [0 Kamepbl (reono3vunoHMpoBaHUE) He MMEET 3HaUEHUA, TO JOCTAaTOUHO
OyneT ykasaTb BbICOTY M (DOKYCHOE pacCTosiHUE MO OTHOLIEHUIO APYr K Apyry. bnarogapsa atomy
MO>KHO BbIMOMHUTb NPOCTYIO KannbpoBKy. [NA 3TOro Hy»KHO NMOMEeTHUTb 2-3 uenoBeka
BEPTUKaNbHbIMU NMUHUAMU U yKasaTb MX pasMepsbl. 1,80 m Oyget gocrtatouHo. Ytobbl nonyunTb
onTUManbHble pe3ynbTaTbl, OAWH UENOBEK AOMXEH CTOATb Ha NepeaHeM nnaHe, a BTOPOW — Ha
3agHeM.

Cuctema KoopauHaTt

BbibepuTe cructeMy KOopauHaT U BBeAUTE COOTBETCTBYIOLLME 3HAUEHMA B NONAX
[LOMONMHWUTENBHOIO BBOAA, OToOparkaeMbix B 3aBUCMMOCTH OT BbIOPAHHOM CUCTEMbI KOOPAMHAT.
dyHKLMA CUCTeMa KOOPAMUHAT OMMCHIBAET NOMOXEHWE KaMmepbl B ToKanbHOM [lekapToBa 1nu
rnobanbHon cucteme koopanHat WGS 84. Kamepa 1 06beKTbl, oTcnexuBaeMble Video
Analytics, oTobpaxkaloTcs Ha KapTe.

OekapToBa

B nekapToBOM cUCTeME KOOPAMHAT KaxkaanA TouKa B MPOCTPaHCTBE onpeaenaeTca KombuHauuewn
NONOXEeHUA Ha TPex B3aMMHO NepneHanKynApHbIX ocax X, Y u Z. Mcnonb3yeTcA npaBas cuctema
KoopauHart, rge X u'Y oxBaTblBatoT NNOCKOCTb 3€M/H, & OCb Z OMMUCbLIBAET BbICOTY NMNOCKOCTH
3eMnu.

X (m)

PacnonoxeHue KaMepbl Ha 3eM/1e Ha OCHU X.

Y (m)

PacnonoxeHue Kamepbl Ha 3eMNne Ha ocu Y.

Z (m)

BbicoTa nnockoct 3eMnu. Ytobbi onpengennTb BbICOTY KaMepbl, ,D,O6aBbTe 3HaueHue Z (M) n

3HaueHue BbicoTa KamMepbl BoicoTa (M).

WGS 84
Cucrtema koopaunHat WGS 84 sBnsaetca cdhepuuecknum onncaHnMeM OKpy»KatoLero Mupa u
MCNONb3yeTCA BO MHOIMMX CTaHdapTtax, Bkntovaa GPS.

LlunpoTa
LLInpoTa — 3TO NOMOXEHWEe KaMepbl ceBep—tor B cdpepuueckomn cucreme koopamHat WGS 84.

Donrota
[lonrota — 3To NOMOXeHWe KaMepbl 3anag—BOCTOK B cdhepuueckomn cucteme koopanHat WGS
84.
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YpoBeHb 3eMnu (M)
BbicoTa 3eMnu Hag ypoBHEM MopsA. UTobbl onpeaennTb BbICOTY Kamepbl, JobaBbTe 3HaueHue
YpoBeHb 3eMnu (M) 1 3HaueHUe BbicoTa Kamepbl BbicoTa (m).

Asumyr (°)

OpueHTauua Kamepbl Nof yrnoM npoTUB YUaCOBOM CTPenKMW, HauMHanA ¢ 0 ° Ha BocToke (WGS 84)
unu Ha ocu X (oexkapTtosa cuctema). Ecnu kamepa HanpasneHa Ha cesep (WGS 84) unu no ocu
Y (nexkapTtoBa cuctema), a3aumyT paBeH 90°.

6.3 Kamepa — PeXXum cueHbl
(DOCTYNHO TONBbKO Ha HEKOTOPbLIX BUAEOKaMepax)
Pexum cueHbl — 3To Habop napaMeTpoB M300paXKeHUA, HacTpanBaeMbIX Ha Kamepe npwu
BbIbOpe AaHHOTo pexkMMa (3a UCKNoUeHUeM NapaMeTPOB MEH YCTAHOBKM). N TUMUUHbBIX
CLeHapueB UCMNONb30BaHUA JOCTYNMHO HECKONIbKO PEXMMOB. [Tocne Toro Kak pexxmm BbibpaH,
MO>HO cAenatb JONONHUTENbHbIE UBMEHEHUA B MHTEPdENCE NONb30oBaTeN .

6.3.1 TeKywWwHun pexum
BbibepuTe xenaemblii pexxMM B pacKkpbiBatoleMcs MeHto. (HacTpokka no ymonuaHuio: "Pexum
1 — Hapy»xHoe HabnogeHue".)

6.3.2 Bo3MOXXHble peXXUMbl CLEHbI
CTaHpapTHbIA
ITOT peXXMM oNTUMMU3UpPOBaH Ans BONbLWMHCTBA CTAHAAPTHBIX CLUEH KaK BHYTPH, TaK U BHE
NMOMELLEHWHN, HO HEe BK/OUAET OrpaHUUEHUA, CBA3AHHbIE C COMTHEUHbIM CBETOM UMW YNTMUHbIM
OCBeLLEeHWEM, JOCTYMHble B PeXMMe OCBELLEeHUA HAaTPUEBBIMU TaMnaMu.
OcBelleHUe HaTPUeBbIMU NaMNamMu
ITOT peXXMM NOAXoAMT ANA BonblUMHCTBA CUMTyaumMi. Ero cnegyet ncnonb3oBaTb Ha 0ObeKTax,
roe oCBelleHWe MEeHAETCA C AHEBHOIo Ha HoUuHoe. OH YUMTbIBAET APKO OCBELLEHHbIE COMHLEM
obnacti M noaxoauT ANsA YNUUHOro ocBelleHUA (HaTpueBble nammbl).
Tpacuk
ITOT PEXMUM UCMONb3YyeTCA AN MOHUTOPUHIA JOPOXKHOIO ABUXKEHWUA HA lOPOrax U CTOAHKAaX.
Ero Tak)ke MOXHO MCMONb30BaTb HA NMPOMbILLMEHHbIX 0ObeKTax, rae Hy>kHo Habnoaats 3a
ObICTPO ABMXKYLLMMUCA 0ObeKTaMU. ApTedhaKTbl MU300paXKeHWs, BbI3BaHHbIE ABUKEHUEM,
MWHUMU3UPOBAHbI. DTOT PEXUM ONTUMUIUPOBAH ANA YUETKOIO U AeTaNnM3MpPoOBaHHOMO
n3obpaxkeHns B LBETHOM U UepHO-benom pexxmmax.
CneuManbHbiii HOUHOM
ITOT peXXMM ONTUMMU3UPOBAH ANA YNyUlleHWs AeTanusanmm npu cnabom oceelleHuun. Y Hero
NoBblLLIEHHbIE TPeOOBaHMA K NPOMNYCKHOWM CMOCOOHOCTU U BO3MOXKHO ApOoXKaHue u3obpaxkeHus.
KomneHc. ¢hoH. 3acBeTKHU
ITOT peXXMM ONTUMWU3UPOBAH ANA CLUEH C ABUXYLLMMUCA NIOAbMW Ha APKO OCBELLEHHOM (hoHe.
Apkui
B aTOM pexxnme yCMnMBarTCA KOHTPACTHOCTb, PE3KOCTb M HaCbILWEHHOCTb.
Huskana ckopocTb nepeAauun AaHHbIX
ITOT pPeXXMUM CHUXKAET CKOPOCTb Nepeaaun AaHHbIX ANA CUCTEM C OFPaHUUEHHbIMUW MPOMYCKHOM
CNOCOBHOCTBIO CETU U OOBEMOM XpaHUNULLA.
CnopT 1 urpa
ITOT peXXMM UCMONb3yeTCa AN BbICOKOCKOPOCTHOM CbEMKM, YNYULLEHHOW LBEeTOoNnepenaum u
NOBbILLIEHHOW PE3KOCTH.
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6.3.3

6.3.4

6.3.5

6.4

6.4.1

Toprosbie yupexxaeHus
3TOT pPeXXMM OTNIMUAETCA YNyulleHHON LBeTonepeaayei U NoBbILLEHHON Pe3KoCTbio NP
NMOHUXEHHbIX TPebOoBaHUAX K MOMOCE MNPOMNyCKaHKUA.

UpeHTudukaTop pexxuma
OtobpaxaeTca Ha3BaHWe BbIbBpaHHOTO pexuma.

KonupoBaTb peXxum B
B packpbiBaloLleMcs MeHIO BbIDepUTe pPeXXnM, B KOTOPbIN HY>XHO CKOMUPOBATb aKTUBHbIN
PEXUM.

BoccTaHOBUTb CTaHAApPTHble NapaMeTpbl peXXuma
Hakm1Te BoccTaHOBUTb CTaHAApPTHbIE NapaMeTpbl peXxXuma, YTOObI BOCCTAHOBMUTDL 3aBoACKuUe
pPeXxnuMbl NO YMONYaHUIO. I'IouTBep,que CBO€ peLlleHune.

Kamepa — uBet

fApkocTb (0-255)
HacTtponTe ApkocTb oT 0 Ao 255 ¢ NnoMoLLbio MON3yHKa.

KoHTtpacTHoCcTb (0-255)
HacTpoiTe KoHTpacTHOCTb oT O A0 255 ¢ noMOLLbiO MON3YHKa.

HacbiweHHocTb (0-255)
HacTpoMTe HacblleHHOCTb uBeTa oT 0 4o 255 ¢ noMoLbo NON3yHKa.

BanaHc 6enoro [4 ypaBHOBelLWEeHHbIX aBTO/PYUHbIX pexxumal

- B pexvnme OCHOBHOM aBTO KaMepa MOXET BbINOMHATb HEMNPEPLIBHYIO PETYNUPOBKY ANsA
ONTUManbHOM LBETOMEPEeaAUYM C UCMONb30BaHWEM MeTofa CPefHEeN oTpaykaTenbHON
CMOCOBHOCTU. ITO NONE3HO NPU UCMONB30BAHUU C UCTOUHMKAMMW CBETA B NMOMELLEHUAX U C
LBETHOW CBETOAMOAHOM NOACBETKOM.

— B pexunme CTaHpapTHbIA aBTO KaMepa MOXET BbINMONHATb HEMPEPbLIBHYIO PErynMpoBKy ANA
ONTUManbHOM LBETOMNepeaaun Npu eCTECTBEHHbIX UCTOUHMKAX CBETA.

- B pexxume HatpueBasa namna aBT. KaMepa MOXET BbIMOMHATb HEMPEPbLIBHYO PErynnpoBKY
ONA oNTUManbHOM LBeTonepeaaur npu MCNonb3oBaHWMK HaTpMeBbIX NamMn (ynuuHoe
ocBelleHue).

- Pexwum MNMpeobnapgaHue uBeTa aBTO YUMTbIBAET JOMUHUPYIOLWMI LUBET M300paxkeHuWA
(Hanpumep, 3eneHbiit Ha hyTOONBHOM NONe UKW Ha UTPOBOM CTONE) U UCMONb3YET 3Ty
uHdopmauuto gna obecneueHmsa cbanaHcMpoBaHHOM LBeTONepenaun.

- B pexvme BpyuHyl yCUNEHUE KPACHOTO, 3€MIEHOM0 U CUHErO MOXHO YCTaHOBUTL B
Xenaemoe nonoXeHue BPyUHyHo.

YpepxaHue
HaxxmuTe YaeprkaHue, utobbl NPMOCTaHOBWUTL aBTOMATMUECKOe oTCnexunsaHue banaHca benoro
M COXPaHMWTb TEKYLLME HAaCTPOMKM LiBeTa. BKntouaeTcs pyuHOU pexxum.

BanaHc 6enoro, ypaBHOBeLUeHHbIH no nanutpe RGB

B aBTOMaTHueckom pexume pyHkuunio BanaHc 6enoro, ypaBHoBeLWeHHbIW no nanutpe RGB
MOXHO BK/OUaTb M Bbikntouatb. Korga ata oyHKLUMA BKMHOUEHA, MOXKHO AOMONMHUTENBHO
HacTpavMBaTb aBTOMaTUUECKYIO LBeToNepeaauy ¢ NOMOLLb NMON3YHKOB AONMKW KPAcHOro,
3e/1eHOro U CUHero.

Bosch Security Systems

PykoBoACTBO Mo aKcnnyatauuu 2018.10 1.0



34 ru | KoHdurypupoBaHue — Kamepa DINION IP bullet 5000 HD

YcuneHue KpacHOro

B pexume banaHca 6enoro BpyuHyro oTperynupymnrte nonsyHoK yCUNeHWA KpacHoro, 4tobbl
CMEeCTUTb CTaHAapTHYI YCTAHOBKY Denon ToOUKK (yMeHbLLEHWE KPaCcHOTO NPUBOAMT K
yBenuMueHuo ronyboro).

YcuneHue 3eneHoro

B pexxnme banaHca 6enoro BpyuHylo oTperynupymnte non3yHoK yCUNEeHWUA 3eMeHOoro, utobbl
CMEeCTWUTb CTaHAAPTHY YCTAHOBKY DenoM TOUKK (yMeHbLUEHWE 3€/IEHOTO NMPUBOAMT K
YBEMUUEHUIO NYPNypPHOro).

YcuneHue cuHero

B pexxvme banaHca 6enoro BpyuHylo oTperynupyimte nonayHoK yCUNEHUsA CUHEro, utobbl
CMECTUTb CTaHOAPTHYI YCTAaHOBKY 6enoi TOUKKU (YMEeHbLLEeHUE CUHEro MPUBOAMUT K YBENMUUEHUIO
YKEeNToro).

NMpumeuaHue.
CwmeLeHne 6enoi TOUKK HEODXOAWMO U3MEHATb TONMbKO B OCOObIX YCNOBUAX.

Mo ymonuaHutio
Haxxmute KHOMKY Mo YMOnYyaHuto, UTOObI BOCCTAHOBUTL 3aBOACKKWE 3HauyeHUA BULOEO.

6.5 Kamepa — APY (ABTOMaTUuecKkaa perynMupoBKa YCUNEHUA)
6.5.1 Pexum APY

YKaXkKuTe pexKMmM aBTOMATMUEeCKOro KOHTPO/A 32 YPOBHEM OCBELLEHUSA:

—  NIOMUHecUeHTHoe ocBelleHue 50 'y

—  NIOMUHecUeHTHoe ocBelleHue 60 'y

-  CraHpapTHbIW
6.5.2 YpoBeHb APY

HacTpoliTe ypoBeHb BbixogHOro suageocurHana (ot -15 0o O u go +15).

Bbibepute AnanasoH, B KOTOpoM byaeT BbinonHATbCA APY. MNonoXuTenbHble 3HaUEHUA Nnyulle

COOTBETCTBYIOT YCNOBUAM cnaboro ocBelleHun, oTpuLaTerbHble 3HaUeHWs nyylle NoaxoasT B

YCNOBUAX APKOrO OCBELLEHMUA.
6.5.3 3Kcno3uyua/uacToTa Kagpos
ABTO3KCNO3ULUA

BbibepuTe, utobbl NO3BONWUTL KaMepe aBTOMATUUECKM BbiOMpPaTb ONTMManbHY CKOPOCTb

3aTBOpa. KaMepa nbiTaeTcA CoXpaHUTb BbIDpaHHY CKOPOCTb 3aTBOPA, NOKa 3TO NO3BONAET

YPOBEHb OCBELLEHHOCTHU CLEHbI.

» BbibepuTe MUHMMANbHYIO UACTOTY KaApoB AN aBTOMaTMUECKOW 3KCNOo3uUMK. ([JocTynHble
3HaueHMA 3aBUCAT OT YCTAHOBMIEHHOro 3HaueHMsA basoBana uactoTa kagpoB B MeHto MeHIo
yCTaHOBLUMKaA.)

» BbibepuTe ckopoCTb 3aTBOPaA MO yMONUYaHM0. YCTaHOBKA CKOPOCTU 3aTBOPa MO yMONYaHUIO
NO3BONAET YNYULLIWUTb AeTanm3aunio ABUXKYLLMXCA OObEeKTOB B peXXMMe aBTOIKCMO3ULMM.

dukcupoBaHHaA 3KCNO3ULUA

BbibepuTe AnA ycTaHOBKKM PMKCUPOBAHHOM CKOPOCTU 3aTBoOpa.

» BbibepuTe ckopocTb 3aTBOpa ANA PUKCUPOBAHHOM 3KCNO3ULMHK. ([JOCTYyNHbIE 3HAUEHUSA
3aBUCAT OT YCTAHOBMEHHOrO 3HaueHuA ana pexuma APY.)

6.5.4 [eHb / Houb

(mocTynHO TONbKO Ha HEKOTOPbIX BUAEOKaMepax)

ABTO — KaMepa BK/touyaeT U oTkntouaeT MK-bunbTp B 3aBUCUMOCTH OT YPOBHA OCBELLEHHOCTH

CLUEHbI.
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MoHOXpOMHbIe — MH(PAKPACHbIK UNLTP OTKNOUaeTcA, obecneumBan NonHyo
UYBCTBUTENbHOCTb K MH(PPAKPACHOMY U3TyUEHUIO.
LiBeT — KaMepa Bceraa nepenaeT UBETHOM CUTHAM, HE3aBUCUMMO OT YPOBHSA OCBELLEHHOCTH.

6.5.5 Mepeknouatenb Houb/OeHb
(,EI,OCTyI'IHO TONbKO Ha HEKOTOPbIX BVI/J,eOKaMean)

MepekniouaTtenb "HOub/AEeHbL"

C nomoLbo NON3yHKa YCTAHOBUTE YPOBEHb BUAEOCUTHANA, MPU KOTOPOM KaMepa B pexume
ABTO NMepeknoyaeTcsa U3 MOHOXPOMHOIO B LBETHOM pexum (oT -15 go +15).

Huskoe (oTpuuaTenbHOE) 3HaUEHUEe O3HAUAET, UTO Kamepa NepeKNtoUaeTcs B LIBETHON PEXUM
npu 6onee HU3KOM YPOBHE OCBELLEHHOCTH. BbicoKoe (MONoXWTeNnbHOE) 3HaUeHWe o3HavaerT,
uTO Kamepa nepeknoyaeTcs B UBETHOW peXxum npu 6onee BbICOKOM YPOBHE OCBELLEHHOCTH.
(dakTMueckas Touka NepekKnoUYeHns MOXKET aBTOMaTUUECKWU M3MEHSATbLCA, UTOObI M30exaTb
HecTabMbHOro NepeKntUeHus.)

MpumeuaHue.
Utobbl 0becneuntb cTabmMnbHOCTb NPU UCNONb30BaHUU MK-NPoXXeKTOpoB, UCNONb3yHTe
UHTEepPdENC TPEBOMU ANA HALAEXKHOIO NEPEKNOUEeHNUA PEXUMOB "AeHb/HOUb".

6.5.6 PyHkuua UK

dyHkuuna UK

(TonbKo ANs KamMep co BCTPpoeHHbIMKU UK-nporkeKkTopamMmu)

Bbibepute napametp ynpasnenus ana MK-noaceetku:

—  ABTO: KaMepa aBTOMaTUMUECKHM BKMOUaeT U oTkntouaeT MK-noaceBeTky.
- BknioueHo: MIK-noaceeTka Bceraa BKAOUEHaA.

—  BbiknwueHo: VMK-nogceeTka Bcerga BblKNoUeHa.

YpoBeHb UHTEHCUBHOCTH
3apaeT uHTeHcuBHOCTb MK-noaceeTku (o1 0 go 30).

6.6 Kamepa — Ycunenue

6.6.1 YpoBeHb UETKOCTH
(mocTynHO TONbKO Ha HEKOTOPbIX BUAeOKaMepax)
[Ton3yHOK HacTpaunBaeT ypOBEHb pPe3KocTh oT -15 ao +15. HyneBoe nonoxeHune nonsyHka
COOTBETCTBYET 3aBOACKOMY YPOBHIO MO YMONMUAHUIO.
Mpu HU3KOM (OTpHLIATENbHOM) 3HAUEHUK M300OparkeHe CTaHOBUTCA MeHee peskum. Mpu
NoBbILLEHWU PE3KOCTHU oToOpakaeTcA bonblie AeTanen. [py oueHb BbICOKMX YPOBHAX PE3KOCTU
MOTYT OTOOpa)kaTbCcA AeTann aBTOMODOUNbHbIX HOMEPHbIX 3HAKOB, UepTbl N1La U Kpas
OTAENbHbIX MOBEPXHOCTEN, HO 3TO MOXET YBENUUUTbL TPebOBaHMA K MPOMNYCKHOW CNOCOOHOCTH.

6.6.2 KomneHcauua choHOBOI 3acBeTKHU
(DOCTYNMHO TONbKO Ha HEKOTOPbIX BMAEOKamepax)
Bbibepute nyHKT BblknoueHo, uToObl BbIKMIOUMTL KOMMEHCALUIO (DOHOBOM 3aCBETKH.
BblbepuTe nyHKT BknroueHo, utobbl obecneunTb feTanunsanmio B yCNOBUAX BbICOKOrO KOHTpacTa
M oueHb HONbLUIOW pasHULbl MEXAY APKUMU U TEMHBIMU yUYaCTKaMM.
Mpwu BbikntoueHHoM HDR BbibepuTe nyHKT Intelligent Auto Exposure ansa 3axsarta getanem
obbeKTa B cLeHax C ABUXKYLLMMKUCA NMIOAbMU Ha APKO OCBELLEHHOM (DOHeE.

6.6.3 YcuneHue KOHTpacTa
(DOCTYNHO TONbKO Ha HEKOTOPbIX BMAEOKamepax)
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Bbl6epMTe BknioueHo, utobbl YBENMUUNTb KOHTPACTHOCTb B YCNTOBUAX C HU3KOM KOHTPACTHOCTbHO.

6.6.4 Intelligent Dynamic Noise Reduction
BbibepuTe nyHKT BKnoueHo, utobbl BKNouuTh Intelligent Dynamic Noise Reduction (iDNR),
CHM>KatoLLlee YPOBEHDb LLyMa B COOTBETCTBUMU C YPOBHEM ABUXKEHUA U OCBELLEHHOCTH.
6.6.5 PunbTp BpEeMeHHOro wyma
(mocTynHO TONbKO Ha HEKOTOPbIX BUAEeOKaMepax)
®dunbTp BpeMeHHOoro wyma
HacTtpanBaeT ypoBeHb ®UNbTp BpeMeHHoro wyma ot -15 go +15. Uem Bbille 3HaueHue, TeM
CUnbHee UnbTpaLma Wyma.
6.6.6 PunbTp NPOCTPAHCTBEHHOrO WyMa
(DOCTYNHO TONBbKO Ha HEKOTOPbIX BUAEOKaMepax)
®dunbTp NPOCTPAHCTBEHHOrO WYyMa
HactpauBaeT ypoBeHb PUNbTP NPOCTPAHCTBEHHOIO WyMa oT -15 fo +15. UeMm Bbille 3HaUEHMUe,
TEM CUNbHEE (hUNbTPaLMA WyMma.
6.6.7 ®dyHkuusa Intelligent Defog
(BocTynHO TONbKO Ha HEKOTOPbLIX BUAEOKaMepax)
Bbibepute nyHKT Intelligent defog, utobbl BKNtounTb aBTOMaTMueckyto dyHkumio Intelligent
Defog. 9Ta hyHKUMA NOCTOAHHO KOPPEKTUPYET NnapameTpbl 3obpaxeHun, utobbl obecneunTb
onTUManbHOe U300paXKeHUe B YCNOBUAX TYMaHa UMK ObIMKH.
6.7 Kamepa — lNnaHUpoOBLLUK peXXMma CLEeHbl
(mocTynHO TONbKO Ha HEKOTOPbLIX BUAEOKaMepax)
MNaHWPOBLLMK peXXMMa CLEeHbl MO3BOMNAET ONPEAENUTb, KAKON PEXUM CLEHbI cnefyeT
MCMNONb30BaTb AHEM, a KaKOW — HOYbIO.
1. Bblibepute AHEBHOW peXUM B pacKpbiBatowemMca CNMcke OTMeUeHHbIW AUana3oH.
2. BbibepuTe HOUHOM peXxnM B packpblBatolleMca cnvcke HeoTMeueHHbIW AUanasoH.
3.  C nomolybto ABYX KHOMOK NON3yHKa BbibepuTe [iana3soHbl BPpeMeHHU.
6.8 MapameTpbl Koaepa
MapameTpbl Kogepa NO3BONAIOT aAanTMPOBaTb Nepeaavy BUOAEOAAHHbBIX K YCTOBUAM
aKcnnyataumu (Hanpumep, K CTPYKType CeTH, Monoce NponyckaHua U obbemy nepenaBaeMbix
[aHHbIX). YCTPOMCTBO OAHOBPEMEHHO reHepupyeT ABa Buaeonotoka H.264 u oguMH NoTok
M-JPEG ansa nepegaun. MOXHO YyCTaHOBUTb NapaMeTpbl CXKaTUA OTAENbHO ANA 3TUX ABYX
NOTOKOB (Hanpumep, 0O4HO 3HAaUeHWe AnA nepefaun B MHTEPHET, a Apyroe — AN NOAKTOUEHWH
K NOKanbHOW CeTH).
[ononHutenbHble CBEAEHUA O HACTPOMKe NpodunAa Kogepa cM. B pasaene Mpodunb koaepa.
[ononHutenbHble CBeAEHUA O HACTPOMKE NMOTOKOB Kofepa cM. B pasfene MoToku koaepa.
[JononHuTenbHble CBEAEHUA O HACTPOWKE PErMOHOB KoAepa CM. B pasaene PernoHbl kogepa.
[ononHuTenbHble CBEAEHUA O CTAaTUCTUKE Kodepa CM. B pasfene CTtaTUCTUKa Koaepa.
6.9 Kamepa — Macku KOH(hUaEeHLMaNnbHOCTH
(mocTynHo TONbKO Ha HEKOTOPbLIX BUAEOKaMepax)
DYHKLMA MACKMPOBKKW KOH(UAEHLMANBHBIX CEKTOPOB MCMONb3YeTCA ANA 3anpeTa NpocMoTpa
onpeneneHHon obnactu cueHbl. MOXHO 3aMacKMpPOBaTb BOCEMb Pa3/TMUHbIX YUACTKOB.
1. BbibepuTe uBet WwabnoHa aAnsa Macok.
2. BbibepuTe Macky, KOTopyto HeobXxoaMMO ONPERENUTb, U3 PACKPbIBAOLLErOCA CMMCKa.
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6.10

6.10.1

6.10.2

6.10.3

6.10.4

6.11

3. YctaHoBUTe pna)kok «Bkn.», UTOObl aKTUBMPOBATb MACKY.

4. Wcnonb3yiTe NeByo KHOMKY MbILKW ANA NepeMeLleHns MacKu; nepemellanTe yrnoBble
TOUKM AN UBMEHEHUA pasmepa.

5. Haxmute YCTaHOBUTbD.

6. UYTtoObl yaanutb Macky, BbibepuTe €e U HaXKMUTE 3HAUOK KOP3UHbI.

Mpumeuanue.
YToObl L,O0OaBHUTL [ONOMHUTENBHYIO TOUKY HACTPOWMKKU K yUaCTKy, ABaXAbl LLENKHUTE MO ero
CTOpOHe.

Kamepa — Ayauo

(JocTynHbl TONbKO ANA Kamep ¢ PyHKLMAMU paboTbl CO 3BYKOM)

MOXHO HacTPOMUTb YCUNIEHUE ayAMOCHTHana B COOTBETCTBMU C BallMMK TpeboBaHMAMK. [nA
yaobcTBa paboThbl C ayAMOCUTrHaNnoM B OKHe oTobpakaeTcs BUAeou3obpaxkeHue B peanbHOM
BpeMeHU. M3MeHeHUA BCTynatoT B CUY HEMEATEHHO.

Mpu nogknoueHnn uepes Beb-bpaysep cneayet akTUBMPOBaTb (DYHKLMIO ayauonepedaun Ha
cTpaHule PyHkuuu 'Mpamas TpaHcnauua'. [py Apyrux NoAKNIOUEHUAX nepefaya 3aBUCUT OT
ayauonapameTpoB COOTBETCTBYHOLLEN CUCTEMBI.

MNepepava ayaMoCHrHanoB OCYLLEeCTBNAETCA B BUAE OTAENbHOro NoToKa AaHHbIX NapannenbHo ¢
BMAEOAAHHBIMU U, TAKUM 0Opa3oM, yBeNMUMBaAET HarpysKy ceTi. AyauoaaHHble KOAUPYHOTCA B
COOTBETCTBUM C BbIOpaHHbIM hopMaTom U TpebyoT 4ONONHUTENBHOM NOMOCHI NPOMNYCKaHHWA.
Ecnu nepepaua ayavofaHHbIX He TpebyeTcs, BbibepuTe BbiKNOUeHO.

3BykK

Bbl6epVITe ayanoBxoa U3 pacKpbiBakOWErocA CnmuckKa.

BXOAHaH FPOMKOCTb
OTperynupyiTe ypoBeHb 3ByKa C NMOMOLLbIO MON3YHKa UK MNON3yHKOB. OTperynmMpyinTe ypoBeHb
TakMM o0bpasom, uTobbl MHAMKATOP HE HaXOAWNCA B KPACHOW 30He.

NMuHelHDbIN BbIXOA,
OTperynvpymTe ypoBeEHb 3ByKa C MOMOLLbIO NMON3YHKA UKW Non3yHKoB. OTperynupymTte ypoBeHb
TaKUM o6pa30M, uTOODI MHOUKATOP HE Haxoaunca B KpaCHOVI 30He.

dopmar 3anucu

BbibepuTe dhopmat ayamosanucu. 3HaueHue no ymonuaHuio: AAC 48 kbut/cek. MoxKHO
Bblbpatb AAC 80 kbut/cek, G.711 unu L16 B 3aBUCMMOCTH OT HEODXOAMMOTO KauecTBa 3ByKa
MK YacToTbl BbIDOPKH.

AyanotexHonorua AAC nuueHaunpoBaHa MHCTUTYTOM Fraunhofer IIS.
(http://www.iis.fraunhofer.de/amm/)

Kamepa — cuetuuk nukceneu

KonnuecTtBo ropmMsoHTanbHbIX U BEPTUKaNbHbIX NMMKCENen B BbiaeneHHon obnacTtu

oTobpaxkaetca nop MsobpaxeHnem. C NOMOLLbIO 3TUX 3HAUEHUIN MOXKHO NMPOBEPUTD,

BbIMONHAKTCA N TpeboBaHUA onpeaeneHHbliX PYHKLUWHM, HanpUmep 3agauun pacno3HaBaHUA.

1. Haxmute 3achukcupoBaTtb, UTOObI 3adhnKCHUpoBaTb M30OpaxkeHne ¢ KaMepbl, ecnu
n3mepAaeMbli 0ObEKT HAXOOUTCA B ABUXEHUMN.

2. U700bl UBMEHUTb NMONOXKEHWE 30HbI, HABEAWUTE yKasaTelb MbillW Ha 30HY U, yAEpP>K1Ban
KHOMKY MbILLW, NPOTaLLUTE €€ B HOBOE MOMTOXKEHUE.

3.  UYT0Obl UBMEHUTb POPMY 30HbI, HABEAMTE YKa3aTelNb MbILUW Ha KpaKl 30HbI U, yaepXuBas
KHOMKY MbILLUK, NPOTaLLUTE Kpan 30Hbl B TPebyeMoe nonoxeHue.

Bosch Security Systems
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NMapameTpbl Kopgepa

7.1 Ob6wuMe cBegeHUA 0 napamMeTpax Kogepa
MapameTpbl Kogepa onpeaensatoT XapaKTEPUCTUKU UeTbipex NOTOKOB, CO34aBaeMblX KaMepoHn.
MoryT ObITb CO3AaHbl MOTOKK CNeaytoLmx TUMOB:
- Tlotok 1
- MoTtok 2
—  [loToku TOoNbKO |-KagpoB AnA 3anucu
- [lotokn M-JPEG
CKopoOCTb Nepefauun AaHHbIX, MHTEPBaN KOAWMPOBAHUA, a TaKXKe CTPYKTypa U KauecTBo rpynnbl
nsobpaxxeHnn (GOP) onpenensatoTcA U COXPAHATCA AN BOCbMW pPas3fMuHbIX Npodunen Ha
ctpaHuue Mpodunb Kopepa.
PaspelweHune gByx notokoB H.264 n npeaBapuTenbHO onpeaeneHHbli npodunb onA
MCMONb30BaHUA C KaXKablM NOTOKOM BbibMpatoTcs Ha cTpaHuue MoToku Kopepa. 34ech Takxke
BbIOMpPatOTCA MaKCUMManbHas YyacTtoTa KaapoB U KauecTBo notoka JPEG.
MoTokn U Npodunu Ans 3anucu Bbibupatrotca Ha cTpaHuue Mpodunu sanucw.
CtpaHuua PermoHbl kogepa no3BonAeT BbiOpaTbh pa3nMuHble YPOBHM KauecTBa ANA PasfnuHbIX
obnacTten M300paXkeHUA. ITO MOXKET MOMOUYb CHU3WTb CKOPOCTb Nepefauun AaHHbIX. Hanpumep,
MO>HO BblOpaTb BakHble 00beKTbl AnA obecneueHna KoanpoBaHMA Donee BbICOKOrO KauecTBa
No CpPaBHEHUIO C BbIOpaHHbIMWM (DOHOBbLIMM 00NaCTAMMU.
7.2 Encoder Profile
Mpodrnm 4OCTaTOUHO CMOXHbI M BKIOUAOT PAA B3aUMOAENCTBYIOLWMX APYT C APYroMm
napameTpoB, NO3TOMY, KaK NpaBuNo, peKOMeHAYeTCA UCNONb30BaTh NpeayCcTaHOBNEHHbIe
npodunu. MUameHeHre npodunsa AonycKaeTcs TONbKO B TOM Cllyuyae, eCniu Bbl MOMHOCTbIO
03HAKOMMIUCb CO BCEMU NapaMeTpaMu KOHUrypaLmu.
7.2.1 MpepycTtaHoBneHHble npodunu
[locTynHo BoceMb HacTpauMBaeMblx Npodunen. B npeayctaHOBNEHHbIX MPOUNAX NPUOPUTET
MMEOT pasnMuHble NapameTpbl.
- Mpodwmnb 1
Bbicokoe paspelueHue gna nogKknoUYeHU ¢ BbICOKOM MONOCOM NPOnyCcKaHusA
-  MNpodwmnb 2
Bbicokoe paspellueHue c bonee HU3KOM CKOPOCTbIO Nepeaaun AaHHbIX
-  Npodwmnb 3
Bbicokoe paspelueHue gna nogKnoueHUn ¢ HU3KOW NOMOCOM NponycKaHmA
- Mpodunb 4
CrtaHpapTHOE pa3pelleHus aAnsa NOAKIIUEHWI C BbICOKOW NMOMOCON NponycKaHuA
- Mpodwunb 5
CrtaHoapTHoe pa3pelleHne ¢ bonee HU3KOM CKOPOCTbIO Nepenayn AaHHbIX
-  Npodwmnb 6
CTtaHOoapTHOEe pa3pelleHus aAnsa NoAKNtUYeHUM ¢ HU3KOM Nonocon NponycKkaHuaA
- MNpodwmnb 7
CTtaHpapTHOEe pa3pelleHus ana noaknoueHun DSL
-  MNpodwmnb 8
Hun3koe paspelleHre Ansa NOAKMIOUEHUH MOOUNbHBLIX TeNneoHOB
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7.2.2

7.2.3

7.2.4

7.2.5

7.2.6

7.2.7

7.2.8

U3meHeHHe npoduna

[ns nameHeHusa npoduna BbibepuTe ero, HaXxkaB ero BKNagKky, U UaMeHWTe NapameTpbl B
npeaenax aToro Npoguns.

Ecnu byneT BBeAeHO 3HaueHWe, KOTOpoe HaxoAMTCA BHe NpeaenoB AONYCTUMOro AuanasoHa
3HauUeHW aAnA oTAeNbHOro napameTtpa, NpPU CoxpaHeHWW HacTpoeK byaeT UCNONb30BAHO
bGnuxkaniuee gONyCTUMOE 3HAUEHHUeE.

Profile name
|_|pl4 HeO6XO£I,MMOCTVI MOXHO BBECTU HOBOE UMA I'IpOdJVIFIH.

Target bit rate

YT00bI ONTUMU3NUPOBATb UCMNONb30BaHWE NMONOCHLI NPOMNYCKaHUA CeTU, MOXXHO OrpPpaHUUYUTb
CKOPOCTb nepenayun gaHHbIX AnA yCTpOl‘;iCTBa. Heo6xo,qmmaﬂ CKOPOCTb nepenayuv gaHHbIX
OONMXHa YyCTaHaBNMMBaATbCA B COOTBETCTBUU C Tpe6yeMblM KayeCTBOM M306pa)KeHVIF| anA
CTaHOAPTHbIX CUueH 0e3 M3nuwHero OBUXEHUA.

[nAa cnoXxHbix M306pa>keHWM UMK YacTbiX CMEH U300paXKeHUA B peldynbTaTe YacToro ABUXKEHUA
3TOT npenen Moxet ObITb BpeMeHHO yBennyeH 0o 3HayeHnA, BBEAEHHOro B none Makc.
CKOPOCTb Nnepeaaum.

Maximum bit rate

Kogoep noaaep)kvBaeT MakCMMarnbHY CKOPOCTb Nnepedaun gaHHbix no umcny GOP (rpynn
n3obpakeHui), Npu HeobXoAUMOCTU OrpaHUUMBAs KauecTBO M300paxeHuA. UTobbl
rapaHTMpoBaTb AONFOCPOUHYIO CTabMNbHOCTL MaKCMManbHOW CKOPOCTH Nepefaun AaHHbIX,
ucnonb3ynte Mepuop ycpeaHeHua B pasgene HacTpoiku gnsa akcnepToB.

BBefeHHOe B JaHHOM Mo/ne 3HaueHWe JOMKHO ObiTb No KparHen mepe Ha 10% Bbllle 3HaUeHUA,
yKazaHHoro B none LieneBas ckopocTb nepegauun. CNuLIKOM HU3KOE 3HaueHue, BBeAEHHOe
[AnA 3TOoro napameTpa, byaet aBToMaTMUYeCKM MU3MEHEHO Ha AOMNYCTUMOE.

3HayeHuWe B 3TOM Mone He CnefyeT pacCMaTpMUBaTb KaK CETEBYHO CKOPOCTb Nepefauu QaHHbIX.

Encoding interval

MonsyHKoBbIN perynatop UHTepBan KOOUPOBKHU onpeaenseT UHTepBan, C KOTOPbIM
KoOMpPYHOTCA M NepenaroTca M300paXkeHUA. 9To 0COBEeHHO MONe3HO NPU HU3KOM NPOMNYCKHOM
cnocobHocTy. PH,EI,OM C MNON3YHKOM OTO6p3.3VITCF| CKOPOCTb M306pa)+(eHMF|.

CTaHp.apTHoe BUuAgeopa3peLlieHume
30ecb MOXHO BbibpaTh Heobxooumoe paspelleHne 1A BUAeOn300paxKeHUs Co CTaHAaAPTHbIM
paspeLueHuem.

Mpumeuanue.
3TW paspelleHna He ncnonb3yrTca noTokom HD.

Expert Settings

Mpn HeoH6XOAMMOCTM MOXKHO BOCMONMb30BATbCA 3KCMEPTHBIMW HACTPOMKAMM ANA ajanTauuu
KauecTBa |-kogMpoBaHWA U P-KOAMPOBAHUA K KOHKPETHbIM TpeboBaHMAM. 3Ta HAacTpPoMKa
OCHOBaHa Ha napameTpax guckpeTtusaumm H.264 (QP).

CTpyKTypa rpynnbl Bugeokagpos (GOP)

BbibepuTe Tpebyemyto CTpYKTypy ANnA rpynnbl u3obpaxkeHui (GOP). B 3aBUCMMOCTH OT TOTO,
yeMmy otaaetcs 60ONbLWKIA NPUOPUTET — MMHUMANbHO BO3MOXHOM 3aaepxke (Tonbko ans IP-
KaZpoB) UMW UCMONb30BAHWIO MUHWMANbHO BO3SMOXHOM NPOMYCKHOM CNMOCOBHOCTU, — MOXKHO
Bblbpath IP, IBP unu IBBP. (Bbibop GOP HefoCTyneH Ha HEKOTOPbIX KaMepax.)

Bosch Security Systems
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Mepuopn ycpeaHeHus
BbibepuTe COOTBETCTBYIOLIMIK Nepuoa ycpeaHeHua ana ctabununsauum cCKopocTy nepeaaun
OaHHbIX.

PaccrosHue I-kogupoBaHusa

[Mpy NnoMoLM NON3yHKa YCTaHOBUTE pacCToAHWe MeXay |-kaapaMu 3HaueHue ABTO UMK
3HaueHue oT 3 o 60. 3HaueHWe 3 03HaAUAET, UTO KaXkaoe TpPeTbe U3obpaxeHue AsnsaeTca |-
KagpoM. Yem MeHblUue 3HaueHue, TeM yalle reHepupytoTca |-kagpbl.

MuH. napameTp guckpetusauuu P-kogupoBaHuUA

B npotokone H.264 napameTtp guckpetusauum (QP) onpeaenseT CTeNeHb CXXaTuaA U,
cnepfoBaTenibHO, KAUECTBO M300OpaXeHWs ANA KaXKAoro Kagpa. Uem Huxke 3HaueHue QP, Tem
Bblllle KauecTBO KoaAMpoBaHusA. bonee BbicOoKas HacTpoMKa KauecTBa NPUBOAWT K YBENUUEHUIO
obbema gaHHbiX. Ob6bluHO 3HaueHWe QP HaxoautcAa B npeaenax 18—30. 3gechb ycTaHaBnMBaeTcA
HUXXHUW Npefen AUCKpeTu3auuu ana P-kagpoB U, cnefoBaTenbHO, MaKCUManbHO JOCTUXUMOE
kauecTBo P-kagpos.

Donyctuman ownbka napameTpa Auckpetusauuu |/P-koaupoBaHus

3TOT NapaMeTp yCcTaHaBNMBaeT COOTHOLWIEHWE MeXay napaMeTpoM AMCKpeTu3aumu ansa |-kagpos

M napamMeTpoM AUCKpeTM3aumu anAa P-kagpos. Hanpumep, MOXHO YCTaHOBUTb MeHblLee

3HaueHue anAa l-kagpos, NepeMecTUB MON3YHOK B MOMOXEHUEe, COOTBETCTBYOLLEE

oTpuLUaTeNbHOMY 3HaueHuto. TaknumM obpasom, KauecTBo |-KaapoB OTHOCUTENbHO KauecTBa P-

KagpoB ynyuwuTcaA. MNpu aTom Bo3pacTeT 00K obbeM nepenaBaeMbiX AaHHbIX, HO TONTbKO ANfA

I-kagpos..

Utobbl 4OOUTBCA HaWMyuLlero Kayectsa NpyM HaMMeHbllel nonoce NponyckaHusa (aaxe B cnyyae

BO3pacTaHUA OBUXEHUA Ha M300paXkeHnK), yCTaHOBUTE ClieaytollMe NnapaMeTpbl KauecTBa:

1. HabniogaiTe 30HYy 0630pa B nepunon 00bIUHOrO ABUXKEHUA C MOMOLLIbIO U300paXKeHU
npeaBapuTENbHOro NPoCcMoTpa.

2. YcTaHoBWTe MakCMManbHOe 3HaueHue napametpa MuH. napameTtp auckpeTusauum P-
KOAUPOBAHUA, NPU KOTOPOM KaueCTBO M300paXkeHUA COOTBETCTBYET BalUMM
notpebHocTAM.

3. YcTaHOBMTE MMHWMaNbHO BO3MOXHOE 3HaueHue napamMeTpa [JlonycTuman owubKa
napameTpa guckpeTtusauum |/P-kogupoBaHUA. ITO NO3BONAET 3KOHOMWTb MOMNOCY
NPOMyCKaHUA M NaMsATb ANA CTAaTUUHbIX CLUeH. KauecTBo M300paXkeHWsa CoOXpaHAeTCA gaxe
Nnpuv BO3pacTaHWKU ABUXKEHUA, MOCKOMbKY B 3TOM C/lyyae nonoca nponycKaHMaA 3anoHAeTcA
[0 3HaueHus, yCTaHOBNEeHHOro AnA napameTrpa Makc. CKOpoCTb nepeaauu.

OonycTumana owunbKka napameTpa AUCKpeTU3auuu ana hoHa
BbibepuTe noaxoaAlni ypoBeHb KauecTBa KOAWPOBaHUA AnA obnactu goHa, onpeneneHHomn Ha
CTpaHuue «PervoHbl Kogepar. Yem HMxKe 3HaueHMe QP, Tem Bbllle KauecTBO KOAMPOBAHMA.

Jonyctuman ownbka napaMmeTpa AUCKpPETU3aL MU ANA 06bEeKTOB
BbibepurTe noaxoaALLMii ypoBEHb KauecTBa KoAMpoBaHUA Ana obnactv obbekTa, onpeneneHHomn
Ha cTpaHuLe «PervoHbl Kofepa». Uem HUxe 3HaueHne QP, TeM Bblillie KauecTBO KOAWPOBaHUA.

7.2.9 Default
HaxxmuTe Mo ymonuaHuio aAnsa Bo3Bpata Npoduna K cTaHAapTHbIM 3aBOACKMM YCTaHOBKaM.
7.3 NMoToKkMu Koaepa
Bbibop HacTpoek H.264
1. BbibepuTe anroputm kKogeka CBOWCTBO Ans NoToka 1 U3 packpbiBalolLerocs cnmcka.
2. Bbibepute Mpocunb 6e3 3anucu ana notoka 1 U3 BOCbMM 3apaHee onpeaeneHHbixX
npodunen.
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7.4

7.5

—  2TOT Npodunb He UCMONb3yeTcA ANA 3anucu. ECnv NoToK Mcnonb3yeTcs ANA 3anuck,
ncnonb3yetca npodunb, BbibpaHHbIM Ha cTpaHuue Mpodunu 3anucu.
3. Bbibepute anroput™ kogeka CBOMCTBO AnA NoToka 2 (AOCTyMNHble BapuaHTbl 3aBUCAT OT
BblOpaHHOro anropmMtmMa AnA notoka 1).
4. BblbepuTe Mpodmnb 6e3 3anucu 4nA NOToKa 2 U3 BOCbMU 3apaHee onpeaeneHHbIX
npodunen.
—  JTOT Nnpodunb He UCMONb3yeTcA ANA 3anMcu. Ecnv NnoTok Mcnonb3yetcs Ans 3anucw,
ncnonb3yeTtca Npodunb, BbiIOpaHHbIM Ha cTpaHuue Mpodunu 3anucu.
YctaHoBUTe NapameTpbl gna notoka M-JPEG.
—  Bblbepute PaspelueHue.
—  BbibepuTte 3HaueHrMe Makc. uacToTa KagpoB B KONTMUECTBE KaapoB B ceKyHay (KagpoBs/c).
—  TonayHok KauecTBO U306pa)keHUA No3BONAET PerynnpoBaTb KauecTBO M3o0bparkeHus
M-JPEG oT Hu3k. 1o Bbicok..

Mpumeuanue
YacroTa kagpos M-JPEG 3aBUCHUT OT 3arpy3Ku CUCTEMBbI.

Cratuctuka KoAaepa

MoTok
YKkasblBaeTcs Tekyliui notok (1, 2 unu JPEG).

MacwTabupoBaHue
YKasblBaeT TeKYLMI KO3 DULMEHT MacluTabupoBaHua kamepsbl (1x, 2x, 4x unu 8x).

Mepuopn ycpeaHeHus
BbibeprTe COOTBETCTBYIOWMM Neproa yCpeaHeHUs Ans cTabunmMsaunmn CKoOpocTH nepeaum
JaHHbIX.

ObGnacTtu Kopepa

PervoHbl KogepoB UCMONb3YOTCA ANA NOBbILWEHWA UMW MOHUXEHUA KauecTBa KoAMpPoBaHWA aAns
BbIOpaHHbIX yYacTKOB U300parkeHuA. OHM MOTYT MCMONb30oBaTbcA AnA 6onee TOUHOM HACTPOMKHU
CKOPOCTHU Mepefaun AaHHbIX MyTEM MOBbILEHWA KauecTBa KOAMPOBAHUA BaXKHbIX obnacren
(0OBEKTOB) M CHWXKEHUA KauecTBa KOAWPOBAHMA MeHee BaXkHblXx obnactei (poHOBbIX).

Mo>kHO onpenenvTb BOCEMb PErMOHOB Kodepa.

1. BbibepuTe ofiHYy U3 BOCbMM AOCTYMNHbIX 06nacTei B pacKpbiBatoLLEeMCA CNUCKe.

2.  HaXmuTe KHOMKy +, UuTobbl 4O6aBUTbL 0ONACTb.

3. WMcnonbsyihTte Mblllb, UTODbI ONpeaennTb yuacToK, OTHOCALMUCA K 00nacTu.

—  [lepeTalunTte LEHTpP, YrNoBble TOUKM MU CTOPOHbI 3aTEHEHHOIO yuacTKa.
—  [OBaxnabl LLENKHWUTE NO CTOPOHE, UTOObl 006AaBUTb AOMNONHUTENbHbIE TOUKM yuacTKa.

4. BblbepuTe KauecTBo Koaepa, KoTopoe byaeT UCNoNb3oBaTbCA ANA ONpeaeneHHoro yuacrka.
(YpoBHM KauecTBa hoHa 1 0ObeKTa onpenenarTca B pa3aene HacTpoiku onAa aKCnepToB
cTtpaHuubl Mpodwunb Kogepa.)

5. Tpu HeobxoaumocTu BbibepuTe Apyryo obnactb U NOBTOPUTE LUATMU.

6. UToObl yganutb obnacTtb, BbioepuTe 061acTb M HAXKMUTE 3HAUOK KOP3UHbI.

7. HaxmuTe YcTaHOBUTb, UTODbI MPUMEHUTb HACTPOMKK obnacTu.
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8.1 BBoaHble cBeaeHUA 0 3anNuUcu
M30b6parkeHnA MOXKHO 3anucaTb B NPaBUIbHO HACTPOEHHYH cucTteMy iSCSI| nnu nokanbHO Ha
SD-kapTy AnA ycTponcTB ¢ rHesgamu SD.
SD-kapTbl ABNAKTCA UaeanbHbIM pelleHneM Ana KpaTKOBPEMEHHOTO XPaHEeHWUA U BPEMEHHbIX
3anucen. X MOXHO MCNONb30BaTb ANA NOKaNbHOW 3aMUCKU MO TPEBOre UMK ANA MNOBbILWEHUA
obLen HaJeXXHOCTH BUAEO03anmcH.
[Ona nonroBpeMeHHOro xpaHeHusa BuaeoapxuBa Heobxoauma cuctema iSCSI cooTBETCTBYOLWETNO
pasmepa.
[ocTynHbl ABE AOPOXKKKU 3anuncu (3anucb 1 1 3anuchb 2). [oTOKKW M NPOPUNK KoAepPa MOXKHO
BbIOpaTh ANA KaXKAOM U3 3TUX AOPOXKEK KaK ANA CTaHAAPTHOM 3anucH, Tak U ANnA 3anucu no
TpeBore.
Bbnarogapsa BO3MOXHOCTHM OTAENbHOIO ONpefeneHna 3TUX LOPOXKEK 3aNUCKU LOCTYMNHbl AeCATb
npodunen 3anncu. 3TM NPoPUIn 3aTeM UCMNONb3YHOTCA ANA CO3AaHUA pacnuUCaHum.
Bo Bpemsa goctyna k cucteme iSCSI MOXHO TaKXXe NpefoCcTaBUTb ynpaBieHue BCEMU 3aNUCAMM
aucnetyepy Bugeosdanucu (VRM). VRM — 3To BHeLIHAA NporpamMmMa, HacTpauBatollas 3afaHunA
3anuvcu anAa BUOeOCEpPBEPOB.

8.2 YnpaBneHue yCTpOUCTBAMU XpaHEHUA

8.2.1 Oucnetuep yCTPpOUCTB
[ucnetuep yCTPOMCTB yKa3blBAET, KaK OCYLLECTBNAETCHA XPaHeHWe: TOKanbHO UMW C MOMOLLbIO
cuctembl VRM.
BHelwHss cuctema Video Recording Manager (VRM) ans ycTpolcTBa HacTpaMBaeTcs C
nomolulbto Configuration Manager.

8.2.2 Hocutenu 3anucu
Bbibepute BKNagky HocuTenewn anA NoaKNoUYeHUa K 4OCTYNHbIM HOCUMTENAM AaHHbIX.
Hocutenu iSCSI
Utobbl Mcnonb3oBatb Cuctema iSCSI B KauecTBe HOCUTENA AaHHbIX, HEOOXOAMMO YCTaHOBUTb
nogkntoueHue K Tpebyemort cucteme iSCSI 1 HaCTpouTb NapameTpbl KOHUIypaL K.
BbibpaHHaA cuctemMa XxpaHeHus AonxHa ObiTb 4OCTYMHOM B CETU M MONHOCTbIO HacTpoeHHoM.OHa
[omKkHa umeTb IP-aapec v bbiTb pasaeneHa Ha noruyeckue gucku (LUN).
1. Beeaute IP-agpec Hy>kHoro maccuea iSCSI B none IP-agpec iSCSI.
2. Ecnu maccus iSCSI 3awmuieH naponem, BBeaute ero B none Maponb.
3.  Haxmute YUreHue.

- Bynet yctaHoBneHO nogkntoueHue no IP-agpecy.

B none Ob63op ycTpoUCTB XpaHeHUA oTobpaXkatoTCA NOrMueckmne QUCKH.
NokanbHble HOCUTENH
SD-kapTy, BCTABNEHHYIO B KaMepy, MOXXHO MCMNONb30BaTh ANA NOKanbHOW 3anucu (HefoCTynHo
Ha HEKOTOPbIX KaMepax).
—  U106bI Mcnonb3oBaTb SD-kapTbl AnA ANR, ycTaHOBWUTE (hNnaXkok.
- Ecnu SD-kapTa 3awuiieHa naponem, eeeauTe ero B none Maponb.
B none Ob63op ycTpoUcTB XpaHeHUA oTobpaXkatoTCA NoKanbHble HOCUTENN.
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8.2.3

8.2.4

8.2.5

8.3

Mpumeuanue.
Mpon3BOAUTENBHOCTb 3aNUcKU SD-KapTbl CUTbHO 3aBMCUT OT CKOPOCTHU (Knacca) U paboumnx
xapaktepucTtuk SD-kapTbl. PekomeHayeTca ncnonb3oBatb SD-kapTy knacca 6 nnu Bblile.

AKTMBaI.I,MFl nu Hacrpoﬁka HocUTenen AaHHbIX
[ocTynHble HOCUTENWU UNK HakonuTenu iISCSI gonXHbl ObITb NepemMeLleHbl B CMUMCOK
YnpaBnfaeMble HOCUTENU AAHHbIX, aKTUBUPOBAHbI U HACTPOEHbI AN1A XPaHEHUA.

Mpumeuanue.

LleneBoe ycTtpoMncTBO XxpaHeHUna iISCSI MoxeT ObITb CBA3aHO TONbKO C OAHUM
nonb3oBartenem.Ecnu LeneBoe yCTPOMCTBO MCMONb3YeTCA APYTMM NOMb3oBaTeneM, To nepes
OTCOoeflMHEHMEM TeKyLLero nonb3oBatena ybenuteco, uto emy 6onblie He TpebyeTca aTo
YCTPOMCTBO.

1. B pasgene O630p yCTPOMUCTB XpaHEHUA ABOMHbIM LLIENUYKOM BblIOEpUTE HOCUTENb AAHHbIX,
nornyeckoe yctponctso (LUN) iSCSI unu oamuH M3 AOCTYMNHbIX AUCKOB.
-  Hocutenb gobaBnsaeTtca B cNMCOK YNpaBnaeMble HOCUTENU AAHHbIX B KauecTBe
LeneBoro HocuTens.
—  BHoBb gobaBneHHble HocuTenu oTobpaxatoTca kKak HeakTuBHO B cTonbue CocroaHue.
2. HaxmuTe YCTaHOBUTb, UTOObLI aKTUBMPOBATb BCE HOCUTENU B CUCKe YNpaBnaeMble
HOCHUTENU OaHHbIX.
— B cTonbue CoctosaHue BCce HocUTeNu oTobpaxkatoTcsa Kak PaboTa B ceTwm.
3. VYcrtaHoBuTe dhnaxkok B ctonbue 3an. 1 unu 3an. 2, uToObl YKa3aTb AOPOXKKK 3aNncK AnA
3anucu Ha BblIbpaHHOM LleneBOM HocUTene.

dopmaTupoBaHue HocuTenen AaHHbIX

Bce 3anvcuK Ha HocuTene faHHbIX MOXHO yaanuTb B ntoboe Bpemsa.lepen yananeHmem

HeobOXOAMMO NPOBEPUTL 3aMUCHU U COXPAHUTb PE3EPBHbIE KOMUU BCEX BaXKHbIX hparMeHTOB

apxMBa Ha XeCTKOM JUCKe KOMMbloTepa.

1. HaXmuTe HOCWTENb AaHHbIX B CNMCKe YNpaBnAeMbie HOCUTENU AAaHHbIX, UTOObI BbIOpaTh
ero.

2. Haxwmute MpaBKa nog COMCKOM.

3.  Haxmute dopmaTupoBaTb B HOBOM OKHe ANA yAaneHWsa BCeX 3anucen Ha HocuTene
OaHHbIX.

4. Haxmute OK, uToObl 3aKpbITb OKHO.

JeakTuBauuAa HocUTenen AaHHbIX

HocuTtenb AaHHbIX B CNUCKe YNpaBnAeMble HOCUTENU JaHHbIX MOXHO OTK/OUUTL. [locne aToro

OH Oonblue He bygeT UCNoNb30BaTbCA ANA 3aNUCeEN.

1. LUlenkHWTe HOCUTENb JaHHbIX B CMUCKe YNpaBnaeMble HOCUTENU AAHHbIX, UTOObl BbiOpaTh
ero.

2.  Haxmwute Yaanutb noa cnuckoM. Hocutenb AaHHbIX OyaeT AeakTUBUPOBAH M yaaneH 13
crnucka.

Mpodcdunu 3anucu

Mpodunb 3aNUCK COAEPIKUT XapaKTEPUCTUKKU [OPOKEK, UCMOMNb3YyeMbIX ANA 3anucu. ITu
XapaKTePUCTUKU MOXKHO onpeaennTb ANnA AeCATHU Pa3fuHbIX Npodunen. 3aTeM MOXHO
Ha3HauUMUTb NPOUIK onpeaeneHHbIM AHAM UMW ONpeaeneHHOMY BPpeMEeHU CYyTOK Ha CTpaHuLle
MnaHUPOBLUMK 3aNUCH.
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Kaxkabli npodhunb MMeeT LBETOBYIO KOAUPOBKY. MMeHa npodrnen MOXKHO U3SMEHUTb Ha

cTpaHuue NMnaHUPOBLUKUK 3aNUCH.

[nsa HacTpoMkun NnpodrnA nepenanTe Ha ero BKNaaKy, UTobbl OTKPbITb CTPAHULY NapamMeTpoB.

-  Haxmute KonupoBaTb HaCTPOMKHM, UTOObLI CKOMMPOBATbL OTOOPaXKaemble HACTPOMKKU B
apyrve npodunu. OTKpPoeTCA AMANOroBoe OKHO, B KOTOPOM MOXHO BblbpaTb Npodunb, K
KOTOopoMy TpebyeTcs NPUMEHUTb CKOMMPOBAHHbIE HACTPOMKH.

—  [py U3MEHEHUM HACTPOEK NPodHnsa HaXKMUTE YCTAaHOBUTb A7 COXPaHEHMA.

—  [pu HeobxogmumocTu HaxxmuTe Mo yMonuaHuio, UToObl BOCCTAHOBWUTb 3aBOACKME 3HAUEHUA
no yMOMUaHWto ANA BCEX MapameTpoB.

MapameTtpbl npochuna noToka

BbibepuTe HacTpoWKy Nnpoduna Kodepa, KoTopas AoMKHA UCMoNb30BaTbCA C NoTokoM 1 v 2 npu
3anucu. IToT BbIOOP He 3aBMCUT OT Bbibopa ANnsA nepenaur NoToka AaHHbIX B peanbHOM
BpemMeHu. (CBoKncTBa npodunen Kogepa onpeaenatoTca Ha ctpaHuue NMpodcdunb kopepa.)
Bbibepute obnactb ROI ¢ chyHKLMEN NpeaBapUTENbHOIrO NO3ULMOHUPOBAHUA CLIEHbI, KOTOPYHO
MO>HO Mcrnonb3oBatb Ana 3anucu. (Mpenosvumn ROl gna notoka 2 HACTPOEHbI Ha CTPaHuULEe
MpAamasa TpaHcnALMA).

8.3.1 Bbibop AOPOXKKK 3anUcCH

CTaHOapTHYIO 3aMuCb U 3aMMUCb NO TPEBOre MOXKHO onpeaenvTb ANA ABYX OOPOXKEK 3arnUCH.

Mepen HaCTPOMKOM NapaMeTPOB CTaHAAPTHOM 3aMWCKU M 3anuncK Nno TpeBore Heobxoanumo

BbIOpaTh JOPOXKKY.

1. Haxmwute 3anucb 3anucb 1 B cnucke.

2. HacTtpoKTe napameTpbl CTaHAAPTHOM 3aMWCK M 3anucK No TpeBore AnA AOPOXKK 1, Kak
OMUCAHO HUXeE.

3. Haxmute 3anucb 3anucb 2 B CMMUCKeE.

4. HacTpovTte napameTpbl CTaHAAPTHOM 3aMUCKU M 3aNWUCK NO TPEBOTe ANA AOPOXKKU 2, KaK
OMUCAHO HUXeE.

3anucb BKnuyaer

YKa)KnUTe, HYXXHO N 3anucbiBaTb AOMNOMNHUTENbHbIE AAaHHbIE, HANPUMEP ayauo (ecnu
NPUMEHMMO) UNU MeTafaHHble (HanpuMep, TPEBOXHbIe CUTHanNbl UNu gaHHble VCA). (Mpwn
[OCTYMHOM ayAMO MOXHO U3MEHWTb rnobanbHbli ayguodopmar, nepenas no ccbinke
ayanodopmara.)

MpumeuaHue

BkntoueHWe B 3anmcb MeTalaHHbIX MOXeT obnerunTb nocnenyroL M NoMcK 3anncem, oOfHaKko
370 TpebyeT Honbluel eMKOCTU. HEBO3MOXHO BKMOUMTL B 3aMWCb AAaHHbIE CUCTEMbI aHann3a
BMOEOAAHHbIX O3 MeTaflaHHbIX.

8.3.2 CraHpapTHaA 3anuchb
BbibepuTe pexxum anAa cTaHOapTHbIX 3anucen.
—  HenpepbiBHaA: 3anN1cb NPOU3BOAUTCA HEMPEPbLIBHO. [pH 4OCTUXKEHWU MAKCUMANbHOTO
npegena bonee crapble 3aNMCKU aBTOMATUUECKU 3aMEHAIOTCA HOBbIMU.
— 1O CUrH.: 3aN1Cb NPOW3BOAWUTCA TOMbKO B NMPOMEXYTKE BPEMEHU 40 TPEBOXHOIO cObbITUA,
BO BPEMs TPEBOXHOI0 CODbITUA Y B MPOMEXYTKE BPEMEHU NOCIE TPEBOXKHOIO COOLITHA.
—  BbIKNI0OUEHO: 3anucb He OyaeT BKNOUATbCA aBTOMATUUECKMU.

MoTok
BbibepuTe noTok, KoTopbiv DyaeT MCNonb3oBaTbCA ANA CTaHAAPTHbLIX 3anNUCen.
- Motok 1

2018.10 1.0 PykoBoACTBO Mo aKcnnyatauuu Bosch Security Systems



DINION IP bullet 5000 HD 3anucb [ ru 45

- TMotok 2
—  Tonbko I-kagpbl

8.3.3 3anucb no TpeBore
Bbibepute nepuon onA napameTtpa Bpema nepen TpeBorou 13 cnucka.
Bbibepute nepuon Ansa napametpa Bpemsa nocne TpeBoru U3 cnucka.

TpeBOXHbIW NOTOK

BbibepuTe noTok, KoTopbiv ByaeT MCNonb3oBaTbCA ANA 3anucen no Tpesore.
- Motok 1

- MoTtok 2

- Tonbko I-kagpbl

YcTaHOBMTE (hriaXkOK MHTepBan KoAWPOBaHUA U CKOPOCTb NepeAauu AaHHbIX U3 npoduna: 1
BblbepuTe Npodunb KoJepa AnA YCTAaHOBKU CBA3AHHOIO MHTepBana KOAMPOBKKW ANA 3aM1CH Mno
Tpesore.

Tpurrepbl TpeBor

Bbibepute TMN TPeBOXHOIO cobbITUA, BKNOUAOLWEro 3annchb No Tpesore.

—  TpeBOXHbIA BXOA

—  TpeBOXHbIW CUFHaN aHanuM3a

- BupTtyanbHasa TpeBora

Bbibepute gatuMku BupTyanbHasa TpeBora, Kotopble OyayT BKMOUaTb 3aMMcCb, Hanpumep npu
nomolmn komang RCP+ unu cueHapuveB TpeBoru.

OKCNOpPTUPOBaTb B YUETHYIO 3aMNUCb

BbibepuTe yueTHyo 3anuchb AnA 3KCNopTa U3 pacKkpbiBatollleroca cnucka. Ecnu yuetHaa 3anucb
ellle He onpeneneHa, HaXXM1WTe HacTpoUTb yueTHble 3anUCK A9 Nepexofa Ha CTpaHuLy
YyeTHble 3anucH, rae MOXXHO BBECTU MHOpMaLIMIO O cepBepe.

8.4 MakcumManbHbIK CPOK XpPaHEeHUA

Mo “cTeueHMM BBEAEHHOMO 3[1eCb CPOKa XPaHEHWsA 3arnucK nepesanncbiBaloTCA.
» BBegute TpebyeMbli CPOK XpaHEHUA B AHAX ONA KaXXO0W AOPOXKKKU 3aMUCH.
YbeauTech, UTO CPOK XPaHEHWS He NpeBbIlliaeT AOCTYMHYH eMKOCTb A/1f 3arucu.

8.5 NMnaHupoBLUK 3aNUCH

MnaHMpOBLIMK 3aNUCKU NO3BONAET CBA3aTb CO3A4aHHbIE I'IpOdI)M}'IVI 3anncu ¢ AHAMU U BpeMeEHeEM,
Korga AOMXHbl 3anMCbliBaTbCA I/I306pa)KeHVIF| C Kamepsbl. [nA pa6oqu W BbIXOOHbIX OHEW MOXHO
COCTaBUTb OTAENbHbIE paCnNHUCaHUA.

8.5.1 Pabouue gHu

MO>HO Ha3HaUWTb CTONIbKO BPEMEHHbIX MPOMEXYTKOB (C 15-MUHYTHBIMW MHTEPBaNamMu) ans

ntoboro AHA Heaenu, CKONbKO Heobxoammo. MNpu HaBefeHUU yKal3aTena MbllK Ha Tabnuuy

oTobpasunTca Bpems.

1. HaxmuTe Nnpodunb, KOTOPbIM HEODXOAMMO Ha3HauWTb, B None BpemMeHHble nepuoabl.

2.  HaxmuTe none B Tabnuue U, yoep>KMBas KHOMKY MbllKW, NPOTALLUTE yKa3aTeb uepes Bce
nons, KoTopble TpebyeTcsa NPUCBOUTL BbIDPaHHOMY MPOQUNIIO.

3. [Insa oTMeHbl BblA€NeHUA KaKoro-nMbo 13 MHTEPBANOB LUENKHWUTE NPABOM KHOMKOW MbILUM.

4. Haxwmute BbiaenuTb Bce, uToObl BbIOpaTh BCE WHTEPBANbI 4NA NMPUCBOEHUA BblOpaHHOMY
npodunio.

5. Haxmute OUUCTUTb, UTOObLI OTMEHUTL BbIDOP BCEX MHTEPBANOB.

6. [lo OKOHUAHWK HaXXMWUTe YCTAaHOBUTb, UTOObI COXPaHUTb BCE HACTPOWKHK YCTPOMCTBA.
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8.5.2

8.5.3

8.5.4

8.5.5

8.6

8.7

BbixogHble oHU

MO>HO onpeaenuTb BbIXOAHbIE AHU, KOTOpble ByayT nepeonpenenaTb HACTPONKKU 0ObIYHOIO
HeAenbHOro pacnucaHua.

1. TepenauTe Ha BKNaaKy BbixogHblie AHU. [IHU, KOTOPbIE y>Ke Dbl YyCTaHOBMEHDI,
oTobpakatoTca B Tabnuue.

Haxkmute lo6aBUTb. OTKPOETCA HOBOE OKHO.

BbibepuTe HyxHyto gaty C B KaneHgape.

Haxxmute B none Mo u BbibepuTe faty B KaneHgape.

Haxkmute OK, uTobbl NPUHATL BbIOpaHHOE 3HAUEHWE, KOTOPOe paccMaTpMBaeTCA Kak OfHa
3anucb B Tabnuue. OKHO 3akpoeTcs.

6. HasHaubTe BbIOpaHHbIM BbIXOAHbLIM AHAM NPOdHIb 3aNUCK, KaK ONMCcaHo Bbille.

ok ownwn

YpanvTe ycTaHOBNEHHbIE NOMb30BaTeNeM BbIXOAHbIE AHWU Cneaytowmm obpasom:

1. HaxmuTe YaanuTb Ha BKnaake BbixogHblie aHU. OTKPOETCA HOBOE OKHO.

2. HaxmuTe paty, kotopyto TpebyeTca yaganuTb.

3.  Haxmute OK. BbiOpaHHbIM anemeHT byaeT yaaneH U3 Tabnuubl U OKHO 3aKpoeTcs.
4. TloBTOpUTE AaHHYO NpoLeaypy, utobbl yaanutb ntobyto apyryto aaty.

UmeHa npocpunen

MN3mMeHWTe MMeHa Npodunen 3annucu, NepeyncreHHblx B none BpemeHHble nepuoabl:
1. LUWlenkHuTe Ha npodune.

2.  Haxmute NepeunmeHoBaTb.

3. Beepgute HOBOe MMA U CHOBa HakmMuTe NMepeumeHoBaTb.

AKTUBaLMUA 3anuUcHU

Mocne 3aBepLIeHNA HACTPOMKK aKTUBUPYNTE pacnmcaHue 3anmcer U HauHuTe 3anucb no

pacnucaHuio. Mocne aktnBaumu Mpodmnu 3anucu v NMNaHMPOBLUMK 3aNUCU OTKMIOUAKOTCA, U

KOH(UrypaLmio U3MEHUTb HEBO3MOXHO. OCTaHOBMTE 3aMMUCb MO PACMUCaHUIO, UTODObI UBMEHUTb

KOHdMrypaumto.

1. Haxmute Myck, uToObl aKTUBUPOBATb pacnucaH1e 3anucen.

2.  Haxmute Cton, uTobbl JeaKTUBMpPOBaTb pacnucaHune sanucen. MNpounssogAaLMecs B JaHHbIN
MOMEHT 3anucu byayT OCTaHOBMNEHbI, U KOHUTIypaLUA MOXET OblTb MU3MEHEHaA.

Crartyc 3anucu
chyHOK 0To6pa>KaeT 3anuncbiBakOLLyO aKTUBHOCTb. HaanMep, BO BpeMA 3anMnCH Ha 3KpaHe
oToOpaXkaeTcA aHMMUpPOBaHHaA rpaduKa.

Cratyc 3anucu

CBefeHuA 0 COCTOAHMMK 3anncu OTO6pa)Ka}OTCF| 30€eCb B VIH(*)OpMaLI,VIOHHbIX uenax. 3tm
napamMmeTpbl HEBO3MOXHO U3MEHUTb.

CTtaTUCTUKA 3anUcH

3anuchb
YKasblBaeT TeKYLMI Npodurnb 3anmcu (1 unu 2).

MacwrabuposaHue
YKasblBaeT TeKyLMIA KO3 DULMEHT MacluTabupoBaHua kamepsbl (1x, 2x, 4x unu 8x).

Mepuopn ycpeaHeHus
BbibepuTe COOTBETCTBYIOLWNIK Nepuos ycpeaHeHua ana ctabmnunsaumm cKopocTy nepegaum
JaHHbIX.
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8.8

CocTtosaHue SD-kapThbl

B naHHOM pasgene onvcaHbl cneayloline ceeaeHua ob ycraHoBneHHon SD-kapre:

Mpoussoautenb

MpopykTt

Pasmep

NMpoBepka cpoka aKcnnyaTauuu

CpokK 3KcnnyaTauum

OnoBelleHue 06 UCTeUeHUU CPpoKa IKCNNyaTauumu

Bosch Security Systems
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9.1.1

9.1.2

9.1.3

9.14

9.1.5

9.1.6

9.1.7

TpeBOXXHbIX BXOoA,
MopaknioueHUA No TpeBore

B cnyuae TpeBOrM yCTpoMcTBO aBTOMaTUUECKM MOAKNOUAETCA K NPeaBapUTENbHO
onpepneneHHomy IP-agpecy. YCTPOMCTBO MOXET CBA3bIBaTbCA C AecATbio |IP-agpecamu B
yKasaHHOM nopsfKe, noka He OyaeT yCTaHOBNEHO COeAMHEHHE.

nOAKnIO“eHMe no TpeBore
BbibeprTe BknoueHo, utobbl yCTPOMCTBO aBTOMATUUECKM MOAKN0UANOCh K NpeaBapuUTenbHO
onpepeneHHomy IP-agpecy B cnyyae TpeBOTH.

Homep IP-agpeca nyHKTa Ha3HaueHuUs

YKaxkute Homepa |IP-agpecoB, K KOTOPbIM HY>XHO MOAKMIOUMTLCA B Cllyyae TPeBOoru. YCTPOMCTBO
6y,u,eT nocnegoBatenbHO O6paLL|,aTbCF| K yaaneHHbIM pacrnoioXXeHUAM 40 TeX Nop, NoKa He 6yaeT
YCTaHOB/EHO NoAKnryeHue.

IP-agpec nyHKTa Ha3HaueHUA
[na Kaxkgoro HoMepa BBeAWUTe COOTBETCTBYHOLW MM IP-agpec yaaneHHOW CTaHL WM.

I1aponb NMYHKTa Ha3HaUeHuUA

Ecnu ynaneHHana cTaHUMA 3aliMLieHa naponem, BBeauTe nNaporb.

30ecb MOXHO YCTaHOBUTb TONMbKO AecATb naponen. Ecnu tpebyetca bonee gecAtu

NOAKMIOUEHUH, YKaxXnTe obLWwMIi naponb. YCTPOMCTBO OyaeT NoAKNtoUYaTbCA KO BCEM YAANEHHbIM

CTaHUMAM, 3aLMLLIEHHBIM OQHWM U TEM e 0buwmMM naponem. NMopsaaoK YCTaHOBKKU obLero

napons:

1. Bbibepute 10 B cnucke IP-agpec Homepa NyHKTa Ha3HAUYEHMUA.

2 Beegute 0.0.0.0 B none IP-appec nyHKTa Ha3HAUYeHHUA.

3. Beepgute naponb B none Maponb NnyHKTa Ha3HauEeHUA.

4. YcTaHOBMTE MONb30BaTENbCKWUW NapOoNb ANA BCEX YAANEHHbIX CTAHL MW, KOTOPbIE OOMXKHbI
ObITb CBA3aHbI C 3TUM NaponemM.

YcraHoBKa IP-agpeca 0.0.0.0 gnAa nyHKTa Ha3HaueHuAa 10 nepeonpenenseT ero MyHKUMUIO

[EeCATOro agpeca npu NonbiTKe COeANHEHMUA.

NMepenaua BupeocurHana

Ecnu yctpoWcTBo 3almiLieHo bpaHamMayapoM, TO B KauecTBe NPoTOKoNa nepefauun Bblbepute
TCP (nopt HTTP). [1na paboTbl B NoKanbHOW ceTu Bbibepute UDP.

UTtobbl pa3pellnTb MHOrOaApeCHYo nepeaady, BoloepuTe 3HaueHre UDP ana napametpa
Mepepaua BUAeoCUrHana 34ecb 1 Ha CTpaHuLe JlocTyn K ceTH.

MpumeuaHue
B cnyuae TpeBoru nHorga tpebyeTtcA 4ONONHUTENbHAA MONOCa NPOMNYCKAaHWA CEeTU ANA nepenavu
LOMONHUTENbBHbBIX BUAEONOTOKOB (€CNM MHOroafpecHan nepefaya HEBO3MOXHA).

MoTok
BbibepuTe NoTok Ansa nepenauu.

YpaneHHbIW nopT

BbibepuTe cooTBeTCTBYIOLWMIM NOPT Bpay3epa B 3aBUCUMOCTHU OT KOHUTypaL MK CETH.

MopTbl AnA noakntoueHnn HTTPS gocTynHbl, ToNbKo ecnu anAa napametpa WudgpoBanne SSL
3a[,aHO 3HaueHve BknioueHo.
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9.1.8

9.1.9

9.1.10

9.1.11

9.1.12

9.2

BupeoBbixopg,

MpW UCNoNb30BaHWKU anmnapaTtHOro NpUemMHWKa BbibepuTe aHanoroBbli BUOEOBbLIXO, Ha
KOTOpPbI HEODXOAMMO MepPeKNtoUNTb CUrHan. Ecnu ycTporncTBO HasHaueHWUs HEN3BECTHO,
BblOepuTe NnapameTp BnepBble gocTyneH. 1o nomMellaeT U3obpakeHue B NepBbi BUOEOBbLIXOA,
6e3 curHana.

Ha nogkntoueHHbIM MOHUTOP M300paxkeHue OyaeT BbIBOOMTLCA TOMbKO B Cllyuae TPEBOXHOIO
CUrHana.

MpumeuaHue
[JononHutenbHble cBeAEHUA O NapamMeTpax oTobparkeHnsa N300parkeHUM 1 QOCTYMHbIX
BUAEOBbIXOAAX CM. B JOKYMEHTALMU K YCTPOMCTBY Ha3HAUeHMUA.

Dekopep

Ecnu ons BbibpaHHOro BUMAEOBbIXOAA YCTAHOBMNEHO pasaeneHHoe M3obpaxkeHune, Bbibepute
aexkonep AnA oTobpa)keHusa TPEBOXKHOTo M3obpaxkeHun. BbibpaHHbIM ekoaep onpenenser
NONOXeHWe Ha pa3feneHHOM U300paXxKeHUuu.

LUucdpoBaHue SSL

LLincppoBaHre SSL 3alimLiaeT AaHHble, UCNOMb3yeMble ANA YCTAaHOBNEHUA MOAKMOUEHUA
(Hanpumep, naponb). Ecnu BbibpaH napameTp BknwoueHo, AnA napameTpa YaaneHHbl nopT
OOCTYMHbI TONbKO 3allMdpoBaHHble NopThl. LLndpoBaHne SSL omkHO ObiTb aKTUBUPOBAHO U
HAaCTpPOEeHO C obeunx CTOPOH NOAKNMKOUEHUA.

Takxe OOMKHbl OblTb OTNPaBneHbl COOTBETCTBYIOLIME cepTUduKaTbl. (CepTUdHKaTbl MOXHO
OTNpaBUTb Ha CTpaHule O6cnyXxuBaHue.)

Mo>Ho HAaCTPOUTb U aKTUBUPOBATb LLIVI(prBaHMe AaHHbIX MynbThMegna (Hanpwmep, B1AOeEO,
MeTafjaHHble UMW ayauo Mpu ero Hanuumun) Ha ctpaHuue ndpoBaHue (lundposaHue
OOCTYMNMHO, TONMbKO €Clh YCTaHOBTeHa COOTBETCTBYHOLLaA I'IVILLeH3VIH).

ABTOMaTHuUecKoe nogKknwoyeHue

BbibeprTe BknioueHo, utobbl aBTOMATUUECKU YCTaHaBNMBATb NMOAKTOUEHWE K OOHOMY U3
yKasaHHbIX paHee |P-agpecoB nocne Kaxmnon nepesarpy3ku, paspbiBa coeguHeHna unu cbosn
ceTu.

3ByK

Bbibepute 3HaueHre BknwueHo Ans nepenayr ayamonoToka Ans NoaKNoUueHWn no Tpesore.

AHanu3 BupeopaHHbix (VCA)

Kamepa nmeeT BCTpOoeHHbIW aHanus suaeoaaHHbix (VCA), KoTopbli onpeaenseTt U aHanusuMpyet
M3MeHeHUA n300paXkeHnsa Ha OCHOBE anropuTMoB 006paboTKkK M30bpaKeHUM. ITU U3MEHEHHUA
MOTYT BO3HMKATb NpU ABWKEHWUW B 30He 0630pa Kamepbl. OnpeaeneHne ABUXKEHUA MOXKET
MCMNOMb30BaTbCA ANA BKMNOUEHUA CUIrHana TPEBOrv U nepefavyn MetagaHHbIX.

MOoXXHO BbiOMpaTb pasnuuHbie KoHgurypauuun VCA U USBMEHATb X B COOTBETCTBUU C
NPUMeHeHMEeM No HeobBXO4WMOCTH.

[ononHutenbHble cBeEAEHUA O HaCTpOﬁKe aHann3a BngeoaaHHbIX CM. B pa3gene HaCTpOﬁKa
VCA.
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9.3

9.3.1

9.3.2

9.3.3

9.3.4

9.3.5

MpumeuaHue

Mpu HexBaTKe BbIUMCITUTENBHOM MOLLHOCTH HAaUBbICLUMK NPUOPUTET UMEIOT M300paXKeHHs B
peanbHOM BPEMEHM M 3anuch. ITO MOXET MPUBECTU K yXyALleHUto paboTbl cuctembl VCA. B
TaKUX Clyvyasx cnegyet NpoaHanmM3npoBaTb 3arpy3Ky npoueccopa v COOTBETCTBYHOLWMM 0bpasom
ONTUMM3UPOBaATb HACTpPoMKK kogepa nnu VCA nnbo nonHocTblo oTkntountb VCA.

CnpaBka no napamertpam VCA

OtgenbHasa cnpaBKka AocTynHa ana napameTtpoB VCA. CnpaBKa COAep»XUT MHopMauuio ana
ycTaHoBKMW napameTtpoB VCA. MNonHasa koHgpurypauna VCA u cnpaBka OOCTYMNHbl TONbKO uepes
Beb-Opay3ep, korga nporpammHoe obecneueHne MPEG ActiveX ot Bosch yctaHoBneHo Ha
BaleM KomnbtoTepe. MNMporpammHoe obecneueHne MPEG ActiveX goctynHo Ha caite Bosch
Security Systems DownloadStore (https://downloadstore.boschsecurity.com/)

Utobbl oTKpbITh cnpaBky no VCA B Beb-Opaysepe:

1. TepenauTte kK KoHndurypauusa >> Tpesora >> VCA (AHanu3 BUAEOAAHHDIX)

2.  Haxmute Kondurypauyusa. Otobpasutca okHo VCA MapameTtpbl.

3. Ybegutecb, uto okHo VCA MapameTpbl pacrnonoxeHo CBePXY W akTUBHO. B NpoTUBHOM
cnyyae Haxxmute okHo MapameTpbl.

4. Haxmute F1.

AyanuoTtpesBora

(JocTynHbl TONbKO ANA Kamep ¢ PyHKUMAMU paboTbl CO 3BYKOM)

TpeBOXHble CUTHaNbl MOTYT CO34aBaThbCA Ha OCHOBE ayAMOCUIHanoB. HacTpoiTe ypoBeHb
CUrHana v gManasoH yacToT, UToObl M3bexkaTb NOXHbIX cpabaTbiBaHWM, BbI3BaHHbIX, HANpPUMep,
LYMOM MeXaHW3MOB MNU (DOHOBbLIMU LLYMaMMU.

Mepen HacTPOMKOW 3BYKOBOIO CMIHana cHavana HacTpoinTe obbluHyto nepegauvy ayauo.

AyauotpeBora
BbibepuTe BknroueHo, ecnu TpebyeTcs BKNOUKUTb reHEPUPOBAHUE ayAUOTPEBOr YCTPOWCTBOM.

Umna
Z1VE) ynpouwaeT M,CleHTMCbI/IKaLI,VHO TPEBOXHOIOo cobbITUA B KPYMHbIX CUCTEMAX
BMaeoHabnoaeHus. BeeauTte 3gecb YHUKanbHOE NOHATHOE UMA.

JdunanasoHbl CUrHanoB

OnpeneneHHble AManas3oHbl CMrHana MoryT ObiTb UCKOUEHbI C LieNnblo M3bexKaTb NOXHbIX
cpabaTbiBaHWi. 10 3TOM NpPUUMHE CUTHaAN pasaeneH Ha 13 ToHanbHbIX AManasoHoB (Men-
WwKana). YCTaHOBUTE UMM CHUMUTE PNaXKKKU Nnofd rpadpmKom, uToObl BKMIOUUTb UMM UCKNKOUKTD
COOTBETCTBYHLLWE ANAMA30OHbI.

Mopor

YCcTaHOBWTE MOPOroBoe 3HaueHMe Ha OCHOBAHWUK CUTrHana, KoTopbiM oTobpakaeTca Ha rpaduke.
MNMoporoBoe 3HaueHWe MOXHO YCTAHOBWTb NPW MOMOLLW MON3YHKOBOIO PErynaTopa, Unu »xe
MOXHO NepemMecTUTb Benyto NMHUIO HEMOCPEACTBEHHO Ha rpadMK NPU MOMOLLM MbILLK.

l'IYB(ITBVITeﬂbHO(:Tb

YcTaHOBMTE MOPOroBoe 3HaueHMe Ha OCHOBAHWMK CUIrHana, KoTopbiiM oTobpa)kaeTcs Ha rpaduKe.
lMoporoBoe 3HaUeHWe MOXKHO YCTAaHOBWTb MPUW MOMOLLM NON3YHKOBOrO PErynatopa, Uiu xe
MOXHO NepemMecTuTb Deny NUHUI0 HENOCPEACTBEHHO Ha rpaddmMK NP MOMOLLU MbILLK.
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9.4 3n. coobweHue TpeBoOru

CocToAHUE TPEBOXHOIO CUrHana MoXeT ObITb nepegaHo no 3I'IeKTpOHHOlZ nourte. Kamepa
aBTOMaTUMUECKM OTCblNaeT coobLieHne no 3NNeKTPOHHOMY afpecy, YKa3aHHOMY MOo/ib30BaTenem.
Takum o6pa30M MOXHO yBEeAOMWUTb nonyyarend, He MMerLulero BuaeornpruemMHunKa.

94.1 OTnpaBUTb COOOLEHUE O TPeBOre NO 3NEeKTPOHHOMW NnouTe
Bbibepute BKnoueHo, utobbl YCTPOMCTBO aBTOMATUUECKW OTNPaBAN0 TPEeBOXXHOEe coobLLieHue
no 3I'IeKTpOHHOVI noyrte B Cnyyae TpeBOTu.

9.4.2 IP-agpec noutoBoro cepsepa
Beenute IP-agpec noutoBoro cepBepa, paboTatowero no npotokony SMTP. Ucxoasiue
3NEeKTPOHHbIE COObLLEeHWA OyayT OTNPaABNATLCA Ha NMOUTOBbLIA CEPBEpP MO YyKasaHHOMY agpecy. B
NPOTUBHOM Cllyyae ocTaBbTe none nycrbimM (0.0.0.0).

9.4.3 Mopt SMTP

Bbibepute cooTBeTCTBYOLWMMK NopT SMTP.

9.4.4 Uma nonb3oBatena SMTP
BBe,EI,VITe MMA nNonb3oBaTenA, 3aperncTpnupoBaHHOIo Ha Bbl6paHHOM NnoYTOBOM cCepBepe.

9.4.5 Maponb SMTP

BBeauTe naponb AnA 3aperncTtpMpoBaHHOro UMEHHW Nofb3oBarens.

9.4.6 dopmarupoBaTtb

Bbl MmoxkeTe BbibpaTbh hopMaT AaHHbIX TPEBOXHOIO COODLEHUA.

—  CraHpapTtHbii (c JPEG): coobuieHre 3NeKTPOHHOW MOUTbl C BNOXEHHbIM M300paXkeHeM B
popmarte JPEG.

- SMS: coobuieHne aneKTPOHHOM nouThl B popmate SMS Ha wnto3 npeobpasoBaHunA
3NEKTPOHHOM NouTbl B SMS 6e3 BnoxeHWA n3obpaxeHus.

Mpu ncnonb3oBaHWK MOOMNBbHOIO TenedoHa B KauecTBe NPUMeMHKKA CneayeT akTUBMPOBaTh

(PYHKLMIO 3NEKTPOHHOM MouTbl UnKu SMS B 3aBMCHMMOCTH OT hopmarta, utobbl 3TW coobLieHuna

Mornu bbiTb nonyyeHbl. MHpopMaL Mo no akcnnyatayMm mobunbHoro TenedoHa MOXHO

nony4YnTb y onepatopa MoOUNbHOM CBA3M.

9.4.7 Pasmep usobpakeHun
Bbibepute pasmep nsobpaxenHnin JPEG, KoTopble OyayT oTnpaBnATbCA C KaMepbl.

9.4.8 Mpukpenutb JPEG ¢ Kamepbl

YcTaHOBUTE 3TOT (hnaXkok, YTobbl HACTPOUTL OTNPaBKy u3obpaxeHnin JPEG ¢ kamepsbl.

9.4.9 Hano>xeHWe 3KpPaHHOro MeHIo
YcraHoBuTe chnaxkok VCA overlays, utobbl paamMecTuTb KOHTYp 00beKTa, Bbi3BaBLLEro TPEBOrY
Ha M306pa)KeHVIM C KamMepbl, oTnpaBneHHOM Nno SI'IeKTpOHHOVI noyte B BUAE CHUMKa 3KpaHa.

9.4.10 Appec HazHaueHuA
B atom none BBeguTe :-)J'IeKTpOHHbIﬁ agpec AnA saNeKTPOHHbIX COO6LLI,6HVIVI TPEBOTMN.
MakcumanbHasa ANYHa agpeca CoCTtaBnAeT 49 cMMBO/OB.

9.4.11 Appec oTnpaBuTens
BBe,CI,I/ITe YHUKaNnbHO€ MMA OTNpaBUTENA INTEKTPOHHOIO COO6LLleHI/IF| (Hanpwmep,
MECTOMONOXeHNe yCTpOﬁCTBa). 3710 obneruaer I/I,EleHTVICbVIKaLI,VHO MCTOUYHUKa SNEKTPOHHOIo
coobuieHus.
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9.4.12

9.5

TectoBOE coobLLEeHME 3NEKTPOHHOMW NOUTbI
UToObl NpoTecTupoBaTh PYHKLIMIO OTNPABKKU 3/TIEKTPOHHOIO Co0bLIEHUS, LWENKHUTE OTNPaBUTb.
Cpa3y XXe Mnocrne 3Toro co3gaeTcAa U oTnpaBnAeTCcA TPEBOXHOE 3/TEKTPOHHOE coo6|.ueHme.

PepakTop 3apau TpeBOru

MpY U3SMEHEHWH CLLEHAPWUEB Ha 3TOM CTPaHMLEe BCe NapaMeTpbl U 3aMWCK Ha APYrMX CTpaHULax
TPEBOXHbIX CUIrHANoB OyAyT NnepesanucaHbl. 3Ty Npoueaypy HEBO3MOXHO OTMEHUTb.

[nsa usmeHeHUs aTOM CTpaHULbl HeobxoanMmo obnafaTb HaBblkaMuK MporpaMmMmucTa U BbiTb
3HAKOMbIM C MHOpMaLMen, cogepkallenca B JokymeHTe Alarm Task Script Language, a Takxe
3HaTb aHIMUNCKKUI A3bIK.

3[ecb Bbl MOXeTe BBECTU BCe HeobxoanMMble PYHKLKUKU TpeBOT B hopMe CLeHapus, B KauecTse

anbTepHATUBbI HACTPOMKe NapaMeTpoB TPEBOT HA Pa3/MUHbIX CTpaHMLUax Tpesor. Bce

napameTpbl ¥ 3aM1CKU Ha APYrux CTpaHMLax TPEBOXHbIX CMrHanoB OyayT nepesanucaHsbl.

1. UWlenkHute Mpumepsbl B none Alarm Task Editor, utobbl npocmMoTpeTb NpUMepbl CLUeHapHUeEB.
OTKpoeTCA HOBOE OKHO.

2. BaepguTe HoBble cueHapuu B none Alarm Task Editor unn nameHuTe cyllecTByloLLne
CLieHapuKu B COOTBETCTBUU C BallMMK TpeboBaHUAMMU.

3. T1o OKOHUaHUWU WEeNKHUTEe YCTaHOBUTb, UTOObI OTNPABUTL CLEHAPHUKU B YCTPOWCTBO. Ecnu
nepegava ycneliHa, Hag TEKCTOBbIM nonem oTobpasuntca coobuieHe CueHapui ycnewwHo
npoaHanu3upoBaH.. Ecnu npousowna owmnbka, byaet otobpaxkeHo coobuieHne ob owmnbke
C NoApPoOHbIMKU CBEAEHUAMMU.
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10

10.1

10.2

10.2.1

Hactpouka VCA

[ocTynHo Heckonbko KoHdurypauun VCA.
- BbiknwueHo

- VCA B becluyMHOM pexume

-  Npodwmnb N21

- Mpodunb N22

- o pacnucaHuio

-  WHMumupyetca cobbiTuem

CnpaBka no napametpam VCA

B otgenbHOM chbarne cnpaBKK cooepKUTcA MHDopMaLuma o0 HacTpornke napameTtpoB VCA.
Mpumeuanue.llonHas KoHdurypaumsa VCA 1 cnpaBka AOCTYMHbI TONbKO Yepes Beb-Opaysep,
Korga nporpammHoe obecneuenne MPEG ActiveX ot Bosch yctaHoBneHo Ha Ballem
KoMnbtoTepe. NporpammHoe obecneueHne MPEG ActiveX goctynHo Ha canTte Bosch Security
Systems DownloadStore (https://downloadstore.boschsecurity.com/)

Utobbl oTKpbITL cnpaBky no VCA B Beb-Opaysepe:

1. Bbibepute KoHdhurypauusa > Tpesora >> VCA (AHanus BUAEOAAHHDIX)

2.  Haxmute Kondmrypauua. OTkpbiBaetcs okHo VCA MapameTpbl.

3. YbeguTecb, uto okHo VCA MapameTpbl pacnonoXeHo CBeEPXY U aKTUBHO. B NpoTMBHOM
crnyyae HaXXmMuTe okHo MapameTpbl.

4. Haxwmute F1.

VCA: VCA B becluyMHOM pexume

B aTOM KOHUrypaumumn metTagaHHble cos3gatotca Ana obneryeHuns nomcka 3anucen, HO

TPEBOXHbIM CUTHAN He BKOUYaeTCA.

» B packpbiBatouiemcsa cnucke Kondurypauusa VCA Bbibepute «VCA B 6ecluymHOM
pexumenr.

MapameTpbl 3TOro 3anemMeHTa USMEHWUTb HEBO3MOXHO.

VCA: npodumnu

MO>HO HacTpOMTb ABa NPOMUNA C Pa3NUUHbIMK KOHUTrypaumuamu VCA.

1. B packpbiBatowemca cnucke Kondurypauua VCA Bbibepute npodunsb 1 munu 2 v BBeguTe
Tpebyemble napameTpsbl.

2. Tpu HeobxoauMocTH HaxkMuTe Mo yMonuaHuio AnA BO3BpaTa K 3HAUEHWAM MO YMONUaHUIO.

Mopsagok neperMeHoBaHUA Npoduna:

1.  Y700bl NepermeHoBaTb hain, HAXXMUTE 3HAUOK CripaBa OT MofsA CNUCKa W BBeAWTE B None
HOBOE UMA Npodunsa.

2.  HaxmwuTe 3Hauok eule pas3. HoBoe nma npodunsa byaet coxpaHeHo.

TeKyLLee cOCTOAHUE TPEBOIMU OTO6pa)KaeTCF| B I/IH(bOpMaLlVIOHHbIX uenax.

Bpema o6beauHeHus (c)

3apanTe Bpema obbeamMHeHus B aManasoHe ot 0 go 20 cekyHn. OTcueT BpeMeHU obbegnHeHUs
BCerga HauMHaeTcs Npu BO3HUKHOBEHWU TPEBOXXHOTO cobbITA. OHO paclUMpPAET TPEBOXHOE
cobbITMe Ha YCTAHOBMNEHHbIM MPOMEXYTOK BpeMeHU. ITo Aenaetca Ans npenoTspalleHun
CUTyaLuu, Koraa TPEBOXHbIe COObITUA, MPOUCXOAALLME B ObICTPOM NocnenoBaTenbHOCTH,
Bbl3blBalOT HECKONBbKO TPEBOXHbIX CUTHANOB U COObITUM B ObICTPOM NocnegoBaTenbHOCTH. B
TeueHne BpeMeHW 00beanHEeHUA APYIrMX TPEBOXKHbIX CUTHANOB HE BO3HMKaET.
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10.2.2

10.2.3

Bpema nocne TpeBoru, HaCTpoeHHoe Ansa 3anucen no TpeBore, HA4YMHaeTCA TOMbKO MO
3aBepleHnn BpemMeHu obbeauHeHUA.

Tun aHanu3a

Bbibepute Tpebyembln TUN aHanM3a M3 packpbiBatoleroca MeHt. AHanmn3 pasnuuHbIX TUNOB
npeanaraeTt pasnuMuHble YPOBHW KOHTPONA Hafd nNpaBunamMu Tpesor, unbTpaMu 0O6beKTOB U
peXXMmMaMu OTCNeXxuBaHumA.

[JononHutenbHble cBegeHua 06 0CHOBHbIX CNOCObax MCNONb30BAHUA MOXHO HaWTH B
nokymMmeHTauuun no VCA.

HaxxmuTe kKHonKy KoHdourypauua ans HacTpOMKKM TMMa aHanuaa.

06|-|apy>|<eHue nonbiTOK HECAHKUUMOHUPOBAHHOIO BMelWaTenbCcTtBa

Bbl MOXeTe perMcTpupoBaTb HECAHKLMOHUMPOBAHHbIM AOCTYN K KaMepaM U BUaeokabensam,
MCMNONb3ysa pasnuuHble NnapameTpbl. [poBeanTe CepUto TECTOB B Pa3HOE BPEMSA AHA U HOUM,
yTobObl YLOCTOBEPUTLCA B TOM, UTO BUAEOAATUMK (PYHKLMOHUPYET MPaBUMbHO.

3HaueHuA UyBCcTBUTENbHOCTb 1 3afepiKKa cpabaTbiBaHUA (C) MOXHO U3MEHUTb, TONbKO €CNu
BblOpaH napameTp MepekpecTHaa npoBepKa.

MepekpecTHaa npoBepkKa

Bbl MOkeTe CoXpaHWTb KOHTPONbHOE M300paXkeHUe, ¢ KOTOpbIM DyAeT NOCTOAHHO CpaBHWBATLCH

TeKkyllee BMaeonsobpakeHue. Ecnu Tekyllee BUaeomMsobpaxkeHue B OTMeUeHHbIX obnacTax

OTNIMYAETCH OT KOHTPOMbHOIO U300paXKeHWs, BKMOUAETCHA TPEBOXKHbIWA CUrHAN. TO NO3BONAET

00OHapY»KWUTb MOMbITKKM HECAHKLMOHUPOBAHHOIO AOCTYyMNa, KOTOpPble MHaue He Obinu Obl

obHapyxeHbl (Hanpumep, NpU NOBOPOTE Kamepbl).

1. HaxmuTe CcbinKa Ans cCoOXpaHeHuA Tekyllero otobpaxaemoro BugeonsobparkeHus B
KauecTBe KOHTPO/bHOrO.

2.  Haxmute MackupoBKa... U BbiAennTe 06nacT KOHTPONbHOIO M300paXKeHUA, KOTopble
[OMKHbI OTCNEeXKWBaTbCA.

3. YcraHoBuTe chnaxkok MepekpecTHaa NpoBepKa /15 akTMBaLMK npoBepku. CoxpaHeHHoe
KOHTpO/bHOE n3obpaxeHne oTobpaxkaeTcsa B UepHO-0eNoM pexumMme nof TeKYLLIUM
BMAeou3obparkeHWeM, a BblaeneHHble 06/1aCTU OTMEUEHbI XKENTbIM LBETOM.

4. Bbibepute napameTp Ucuesawwme kpaa unv Moasnalowmeca Kpas 4514 NOBTOPHOIO
yKas3aHWA NepekpecTHoM NpoBepKHU.

YyBCTBUTENBHOCTb

YyBCTBUTENBHOCTb PErmMcTpaLm HeCaHKLUMOHMPOBAHHOIO AOCTyNa MOXET OblTb OTPerynMpoBaHa
B COOTBETCTBMMU C YCNIOBUAMM OKpPYXKaloLWEeN cpeabl, B KOTOPbIX HaxoauTca Kamepa. ANroputm
pearvpyeT Ha pas3nuMurs Mexay KOHTPONbHbIM U300paXKeHWeM U TEKYLLMM
BMaeousobpaxxeHnem. Uem TeMHee obnacTtb HabnoaeHus, TeM Bblille JOMKHO ObiTb BbiOpaHHOE
3HaueHue.

3apepikka cpabartbiBaHusa (c)

30ecb MOXHO HacTPOUTb YPOBEHb 3alePXXKW BKMIOUEHWUA TPEBOXHOIO CUrHana. TpeBOXKHbIM
CUTHan BKMKOUYAETCA TOMNbKO MO UCTEUEHWM YKA3aHHOTO MHTepBana BPeMeHW B CEKyHAax U
TONbKO B TOM Criyuae, ecnv ycrnoBsue, Heobxoaumoe AMns BKNOUEHWA TPEBOXHOro CUrHana, Bce
ellle cyllecTByeT. TPEBOXHbIM CUIHAN He BKMOUaeTca, eCNu 10 UCTeUeHWA YKa3aHHOro BpeMeHu
BOCCTaHaBMMBAETCA UCXOAHOE YyCroBMe. DTO NO3BONAET U30EeXaTb MOXKHbIX BKMTHOUEHUN
TPEBOXHOI0 CUrHana, BbiI3BaHHbIX KPAaTKOBPEMEHHbIMWU U3MEHEHUAMMU, Hanpumep pabotamu no
OUMUCTKE, NPOBOAUMBIMKU HEMOCPEACTBEHHO B 30HE 0630pa Kamepbl.
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Ucuesawwme Kpasa

BbloeneHHaa o6nacTb Ha KOHTPOMbHOM M300parKeHWW A0MKHA coaepXaTb penbedHyro
CTPYKTYpY. Ecnu ata cTpyKkTypa byaeTt cKkpbiTa MK NepeMellleHa, NepekpecTHas npoBepkKa
BKMHOUUT TpeBO)i(HbI[/'I curHan. Ecnu Bbl6paHHaF| obnactb HaCTONbKO ogHOopoAHaA, UTO CKPbITUE U
nepeMelleHre CTPYKTYpbl He NPUBEAET K BKNIOUEHWIO TPEBOXKHOIO CUrHana, Tpesora
BK/TIOUUTCA HEMeOeHHO, UToObl 0603HAUWTb HECOOTBETCTBYIOLLLEE KOHTPONbHOE M300paXkeHue.

MoaBnAawwMecsa Kpan

Bbibepute gaHHbIM NapamMeTp, ecnv BblaeneHHas 06n1acTb KOHTPONbHOIO U30bpaXkeHus
rnaBHbIM 0OpPa3oM CoaepP>KMT OAHOPOAHYIO MOBEPXHOCTb. ECnu B AaHHOM obnacTu noasnAtoTcA
CTPYKTYpPbIl, BKIOUAETCA TPEBOXHbIW CUrHan.

BbigeneHue obnactu

MacKupynTe HeCyLeCTBEHHbIE YUaCTKWU, UTOObI YMEHbLLUWTb 3aTpaThl Ha 0O6pPaboTKy U
npenoTBPaTUTb NOXKHbIE TPEBOTH.

BblaenvTte TonbKo Te 06nacTv Ans oTCNeXMBaHUA, B KOTOPbIX HET IBUXKEHWA W KOTOpble Bceraa
pPaBHOMEPHO OCBELLEHbI, UTOObI N3b6eXaTb MOXKHbIX TPEBOT.

1. Haxmute MackupoBKa... A onpeaeneHns obnactv Ans otcnexuBaHua. OTKPOeTcs HoBoe
OKHO.

HaxxmuTe lo6aBUTb MacKy, UToObl 400aBUTbL MAacKMpoOBaHHe.

HaxxmuTe macky, utobbl BbIOpaTh ee.

[Baxkabl WENKHUTE TPaHULy MacKu, UTobbl 06aBUTb UNKW yOANUTb y3bl.

MepeTackMBanTe MacKu, rpaHunlibl U y3nbl Mo Mepe HeobXxoaMMOCTH.

HaxxmuTe Yaanutb macky, utobbl yaanuTb BbiIOpaHHY 3anuchb.

Ha)kmuTe YCTaHOBUTb, UTOObI COXPaHWUTb KOH(UIypaLuio.

©No gk wN

Haxxmute OTMeHa gnnA 3aKpPbITUA OKHa 6e3 COXpPaHEeHUA U3MEHEHUN.

FnobanbHoe uameHeHue (perynarop)

YKaxkuTe pasamep rnobanbHOro MameHeHus B BUAEOU300paXkeHMH, Heobxogumoro ana
cpabaTtblBaHWA CUrHanM3auuu. IToT NnapaMeTp He 3aBMCUT OT obnacTen AaTumka, BbiDpaHHbIX B
MacKHUpOBKa.... YCTaHOBWTE BbICOKOE 3HaueHue, ecnu aAnsa cpabatbiBaHWA TPEBOXHOMO CUrHana
TpebyeTcA M3MeHeHWe Hebonblloro ynucna obnacren gatumka. Npu HU3KOM 3HAUEHWUU ANA
cpabaTtbiBaHWUA TPEBOXHOIO CUrHana Heobxoaumo, UTobbl UBMEHEHUA OOHOBPEMEHHO
npousownu B 00NbLIOM KONMUYEecTBe obnacTten aaTumMka. OTOT napameTp No3BONfAeT HE3aBUCUMO
OT TPEBOXHbIX CUFHANOB ABUXEHUA 0OHAPY>KUTb UBMEHEHWA OPHUEHTALMMU UMM MECTOMONOXKEHUA
KaMepbl, BbiI3BaHHbIe, HANMPUMepP, NOBOPaUYMBaHWEM KPOHLUTEMHA ANA KaMmepbl.

FnobanbHoe U3MeHeHue
AKTUBUPYHTE 3Ty (DYHKLMIO, ECNTU FNobanbHOe U3MeHeHUe, 3alaHHoe Non3yHKoM «[mobanbHoe
U3MEHEHMWE», [IOMKHO BKHOYATb TPEBOXHbIA CUrHAN.

CnUwKOM BbiCOKas APKOCTb

AKTUBUPYHUTE 3TY PYHKLMIO, €CNU BMELLATENbCTBO, CBA3AHHOE CO CMULLKOM CHUITbHbIM
ocBelleHWeM (Hanpumep, Npy HanpaBneHWKM oHapHUKa B 0OBEKTUB), AOMKHO hOpPMHUPOBaThb
TPEBOXHOE cobbiTHe.

Mcnonb3yiTe Non3yHKOBbIE Perynsatopbl AnA YCTAHOBKW NMopora TpMrrepa TPEBOXHOro curHana.

Cnuwkom cnaboe ocBelieHne

AKTUBUPYHTE 3TY PYHKLMIO, ECNK BMELLATENbCTBO, CBA3aHHOE C 3aKPbITUEM 0ObEKTMBA
(Hanpumep, Npu pacnbiNeHnn Ha HEero Kpacku), AOMKHO (DOPMUPOBaTb TPEBOXHOE CODbITHE.
Mcnonb3yiTe Non3yHKOBblE Perynsatopbl AnA YCTAHOBKW NMopora TpMrrepa TPEBOXHOro curHana.
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10.3

10.3.1

10.3.2

10.4

VCA — no pacnucaHuio

[aHHas KoHdUrypaumna nossonseT cBAsaTb Nnpodunb VCA ¢ AHAMU U BpeMeHeM, Koraa aHanmsa
BMAEOAAHHbIX AOMXKEH ObITb BKIOUEH.

» B packpbiBatouiemca cnucke Kondurypauyua VCA Bbibepute Mo pacnucaHuio.

Ona paboumx U BbIXOAHBIX AHEN MOXHO COCTaBWTb OTAENbHbIE pacnucaHusa.

Tekyllee coCToAHME TPEBOTM OTODparkaeTcA B MHPOPMALMOHHbBIX Lienax.

Pabouue gHu

MoykHO cBA3aTb Mtoboe KonuuecTBo 15-MUHYTHbLIX MHTEPBanoB ¢ npodunaMu VCA ana Kaxaoro

OHA Hegenu. MNpu HaBeoeHWKW yKasaTensa MbllKW Ha Tabnuuy nopg Hel otobpaxkaeTca BpeMsa. ITo

obneruvaet opueHTauuio.

1. B none BpemeHHble nepuopbl HAXXMWUTE NPOMUNb AN CBA3M.

2.  HaxmwuTte B none B Tabnuue 1, yaepxunBaa KHOMKY MbIlIW, NepeTalinTe ykasaTenb uepes
BCe nepuoabl, KOTopble TpebyeTcA NPUCBOUTb BbIOpaHHOMY NMPodUnio.

3. [Ans oTMeHbl BblAeneHna Kakoro-nMbo U3 MHTepBanoB LEeNKHUTE NMPaBOM KHOMKOW MbILUX.

4. HaxwmuTte BbigenuTb Bce, uToObl CBA3aTh BCE BPEMEHHbIE MHTEPBanbl C BbIOpaHHbIM
npodunem.

5.  Haxmute OUUCTUTb, UTOObI OTMEHUTb BbIOOP BCEX MHTEPBANOB.

6. [lo OKOHUAHWU HAXXMWUTE YCTAHOBUTb, UTOObI COXPaHWTb BCE HACTPOMKK YCTPOMCTBA.

BbixogHble oHU

Bbl MOXeTe onpefennTb BbIXoAHble AHWU (HE BXoAALlME B CTAHAAPTHOE exeHenenbHoe

pacnvcaHue), korga npodunb AOMKEH ObITb aKTUBHbIM.

1. TepenauTe Ha BKNaaKy BeixogHble gHU. [IHKU, KOTOPbIE y>Ke ObiNu BbiOpaHhl,
oTobpakatotca B Tabnuue.

2.  HaxmuTte flo6aBUTb. OTKPOETCA HOBOE OKHO.

3. BbibepuTte Hy)HYyto Aaty B kKaneHgape. MoXHO BblOpaTb HECKONbKO NocneaoBaTeNbHbIX Aar,
yAepKMBaA KHOMKY MblwK. OHKW 3aTeM DyayT oTobpakeHbl Kak ofHa 3anuck B Tabnuue.

4. Haxmute OK, utobbl noagTBEPANTL BbIOOP. OKHO 3aKpoeTCH.

5.  HasHaubTe oTAENbHbIM BbIXOAHbIM AHAM npodunun VCA, Kak onucaHo Bbilwe.

YpaneHue BbIXOOHbIX OHEH

Bbl B ntoboe BpemAa MOXeTe yaanuTb BbIXOAHbIE AHW, YCTAHOBNEHHbIE NONb30BaTENEM.
1. Haxmwute Yaanutb. OTKPOETCA HOBOE OKHO.

2. BbibepuTe aaTy, KOTOPYI HY)KHO yAanuTb.

3.  Haxmute OK. dnemeHT byaeTt yaaneH M3 Tabnuubl, a OKHO 3aKpoeTcs.

4. 3Ty npouenypy HY>XHO NOBTOPWUTb ANA yAaneHUA 4ONOMHUTENbHbIX OAHEWN.

VCA — UHuuuupyeTca cobbiTuem

[aHHasA KoOH(Urypauua no3BonsaeT HaCTPOUTb CUCTEMY TaKMM 0bpa3om, utobbl aHan1s
BUOEOAAHHbIX aKTUBUPOBANCHA TONbKO MPU KaKOM-NMB0 cobbITUH.

» B packpsbiBatouiemca cnucke Kondurypauua VCA Bbibepute UHMLUUpPYeTCA cobObITUEM.
lNoka Tpurrep He akTUBUPOBaH, KoHdUrypauna VCA B 6ecluyMHOM pexxume, B KOTOPOM
CO3[aHbl MeTaflaHHble, OyAeT aKTUBHA; 3T MeTaflaHHble obneryatoT NOMCK 3anucen, HO He
BK/OUAIOT TPEBOXHbBIM CUrHan.

TeKylllee COCTOAHME TPEBOrM oToOpaxaeTcA B MHPOPMALMOHHbIX Lenax.
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104.1 Tpurrep
Bbl MoykeTe BbiOpaTh hM3MUECKYIO UKW BUPTYyarnbHY TPEBOTY B KauecTBe TpUrrepa.
BupTyanbHaA TpeBora co3fgaeTca C MOMOLLbIO NPOrpamMmmbl, C NoMoubio KomaHg RCP+ vnu,
Hanpumep, C NOMOLLbIO CLeHapueB TPEBOTHU.

10.4.2 Tpurrep aktuBeH
Bbibepute koHpurypauuto VCA, koTopas DyaeT BKNHOUATLCA C MOMOLLbIO aKTUBHOMO TpUrrepa.
3eneHbli hnaXkok cnpasa OT NOMA CNUCKA YKa3blBAET HA TO, UTO TPUITEP aKTUBEH.

104.3 Tpurrep HeakTUBEH
Bbibepute KoHgpurypauuto VCA, koTopas byaeTt BKNHOUATLCA, €CNU TPUITEP HEAKTUBEH. 3eNeHbli
naXkoK cnpasa OT NOMA CMMCKa yKasblBaeT Ha TO, UTO TPUITEP HEAKTUBEH.

10.4.4 3apepxka (c)
Bbl6epMTe nepuoa 3aAepXKu anAa peakuynn aHann3da BUgeodaHHbIX AnA BKNKOUYEHUA CUTHANOB.
TpeBO)KHbIFI CUTHanN BKMKOYaETCA TO/TbKO NO UCTEUYEHUN YKa3aHHOIo MHTepBalia BpeMeHU B
CeKyHOax U TONbKO B TOM cnydae, eCniv ycnoBue, HeO6XO,ElVIMoe AnA BKNHOYEHUA TPEBOXHOIO
CUrHana, Bce elle CywecTByerT. TDEBO)KHbII\/’I CUIrHan He BKNK4YaeTcA, ecn o ucteueHuaA
YKa3aHHOIo BpemMeHun BOCCTaHaBMTMBAaETCA MCXOOHOE yClioBHeE. I'Iepmop, 3a0EPXKKN MOXET ObITb
noneseH AnA npegorBpalleHnAa NOXXHbIX TpeBOr UMW YaCTOro BKIKOUYEHUA. B TeueHue nepuvoaa
3afepKu KoHdurypaumsa VCA B OecluyMHOM peXxume BCerga akTMBHa.
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11
11.1

1111

11.1.2

11.2

11.21

11.2.2

11.2.3

11.24

11.2.5

UHTepdenchbl
Alarm input

Bbl MOXeTe HaCTPOWTb TPUITePbl TPEBOXHOIO CUrHana 4na ycTponcTaa.

BbibeprTe H3 (HOpManbHO 3aMKHYTbIN), €CNU TPEBOXHbIM CUTHAN OOMKEH BKMOUATLCA MyTeM
pasMblKaHWA KOHTaKTa.

Bbibeprte HO (HOpManbHO Pa3oMKHYTbIN), ECNK TPEBOXHbIM CUIHAN AOMKEH BKIOUATbCA
nyTeM 3aMbIKaHWA KOHTaKTa.

Name
BBenuTte MMmA oA TPEBOXHOMO BXxoAa. 3To MMsA oTobparkaeTcsa noj 3HaUKOM TPEBOXKHOro Bxoda
Ha cTpaHule MpAamaa TpaHcAAUMUA (ECNM HACTPOEHO).

OencrtBHe

BbibepuTe TN AencTBUA ANA BbINONHEHUA B criyyae cpabaTbiBaHUA TPEBOXHOIO BXoaa:

-  Hert

—  MoHOXpOMHbIe
MepekntoueHne Kamepbl B MOHOXPOMHbIN PEXUM.

- TepeknioueHUe pexxmma
Mpw BbIbOpE 3TOro Napamerpa MOXHO yKasaTb PeXXum cueHbl AnA UCNONb30BaHUA B
AKTUBHBIM U HEAKTUBHbIW Nepuoabl TPEBOTH.

TpeBOXHbI! BbIXop,

Bbl MOXeTe HacTpoWTb NOBeAeHWe BbIXoaa.

BbibepuTe pasnunuHble coObITUA, KOTOPbIe aBTOMATUUECKU aKTUBUPYIOT BbixoA,. Hanpumep,
nocne cpabaTbiBaHWs TPEBOXHOIO CUTrHana ABUXXEHUA MOXKET OblTb aBTOMATUUECKHW BKIIOUEH
NMPOXEKTOP, a MO OKOHUAHUU TPEBOTU 3TOT NPOXKEKTOP MOXKET OblTb BbIKMIOUEH.

Idle state
BbibepuTte OTKPbITb, UTOObI BbIX0O4 (DYHKLMOHWPOBAN Kak HOPManbHO PA30OMKHYTbIM KOHTAKT,
unu BolbepuTe 3aKpbITO, UTOObI BbIXOA (PYHKLMOHWPOBAN KaK HOPManbHO 3aMKHYTbIM KOHTAKT.

Operating mode

Bbibepute cnocob pabotbl Bbixoaa.

Hanpumep, ecnu Bbl XOTUTE, UTOObI aKTUBMPOBAHHbIN TPEBOXHbIW CUrHan ocTaBancs
BK/TIOUEHHbBIM NOCNe 3aBepLUeHUs TpeBOrU, BbibeprTe BuctabunbHbiin. Ecnu Tpebyetcs, utobbl
AKTUBMPOBAaHHbIN TPEBOXHbIM CUIHAN OCTaBanCcA BKIOUEHHbIM, Hanpumep, B TeyueHre 10
ceKkyHa, BbloepuTe 10 c.

YcnoBusa BKNIOUEHUA BbiXoaa
Bbl6epVITe cobbiTue, aKTUBUpYyroLlee BbIXoa.

Uma BbIXxoga
3}1er TPEBOXHOMY BbIXO4Y MOXeET ObITb NMPUCBOEHO UMA. 370 nmA OTO6pa)Ka6TCF| Ha CTpaHuue
PeXnMa peanbHOro BpeMeHHU.

MepeknoUUTb
Ha)xmMuTe KHOMKY ANA BKNIOUEHWUA TPEBOXHOIO BbiXxoda BPYyUHyto (Hanpumep, Ans NpoBepKu
UMW ynpaBrneHnsa yCTPOMUCTBOM AN OTKPbIBaHWA ABepen).
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11.2.6 MpoxxekTop
Benbit cBETOAMOAHbIM MHOWMKATOP Kamepbl paboTaeT TaK e, Kak TPeBOXHbIM Bbixod 1. HaxmuTe
KHONMKY «|_|O,D,CBeTKa», UTOObI BKMTKOUNUTb U BbIKNIOUUTb CBET.
OTperynupymte MHTEHCUBHOCTb MOACBETKU C MOMOLLbIO MON3YHKa.
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12

CeTtb

[Mpu nsmeHeHuu IP-agpeca, mackun noaceTn UNK agpeca Wt3a nocne nepesarpysku IP-
YCTPOMCTBO AOCTYMHO TONbKO MO HOBOMY afpecy.

12.1 CeTteBble CnyXoObl
3pecb oTobparkaetrca 0630p BCex AOCTYMHbIX CNYX0 ceTn. dnaxxok ncnonb3yeTca Ansa
BK/TIOUEHUA UMK OTKMIOUEHUA CETEBbIX CNYX0. HaXkMWTe 3HAUOK NapameTpoB pAOOM C CETEBOM
cny>xboi ansa nepexofa K CTpaHuue napamMmeTpoB CETEBOW CMy»XObl.
12.2 Adoctyn K ceTu
[Mpn nsmeHeHuu IP-agpeca, mackun noaceTn UNK agpeca LWn3a nocne nepesarpysku IP-
YCTPOWMCTBO AOCTYMHO TONbKO NO HOBOMY afipecy.
12.2.1 ABTOM. HasHaueHue IPv4-agpeca
Ecnv anAa gMHamuMueckoro HasHaueHusa IP-agpecoB B ceTu ucnonb3yetca cepsep DHCP,
BblbepuTe BknroueHo vnu Bkn. natoc Link-Local gna aBTomatnueckoro npuHATUA IP-agpecos,
Ha3HaueHHbIXx DHCP.
Ecnu DHCP-cepBep HegocTyneH, Boibeprte Bkn. nntoc Link-Local ans aBTomatMueckoro
HasHaueHusa agpeca Link-Local (Auto-IP).
[na onpeneneHHbix npunoxeHun cepsep DHCP pnonxxeH nogaep»xuBatb NpuBA3Ky IP-agpeca K
MAC-agpecy, a Tak»Ke JOMXKeH ObiTb MPaBWbHO HAacTpPOeH, UTobbl Nocne HasHaueHus |P-agpeca
OH COXPaHANCA NPU Kaxkaon nepesarpyske CUCTEMbI.
12.2.2 Apgpec IPv4
IP-appec
Beeaute Tpebyembint IP-agpec kamepsbl. IP-aapec gonKeH OblTb KOPPEKTHbLIM ANA CETH.
Macka nogcetu
B naHHOM none BBeAMTE COOTBETCTBYHIOLLYK MacKy NoAceTu ANnA yCcTaHOBNeHHoro IP-agpeca.
Appec wni3a
UToObl YCTPOMCTBO yCTaHABNMBANO COeAUHEHUE C YAaNEeHHbIM NMYHKTOM B APYron MoAcCeTH,
BBeauTe IP-agpec wntosa. B npoTMBHOM cnyyae 370 nofne MoxeT ocTaBatbca nyctbiM (0.0.0.0).
12.2.3 Appec IPv6
IP-appec
Beeaute Tpebyembint IP-agpec kamepbl. IP-agpec gonkeH ObiTb 4€NCTBUTENbHBIM ANA JAHHOW
ceTu.
OnuHa npedukca
BBeguTe cOOTBETCTBYIOLYIO ANWHY NpedMKca AnAa yctaHoBneHHoro IP-agpeca.
Appec wni3a
YToObl YCTPOMCTBO yCTaHABNMBANO COeAUHEHUE C YAANEHHbIM NMYHKTOM B APYron MNOACETH,
BBeauTe IP-agpec wno3a. B npoTMBHOM criyuae 3To none MoXeT octaBatbca nyctbimM (0.0.0.0).
12.2.4 Appec DNS-cepBepa
[locTyn K yCTpOWMCTBY ynpoLjaeTcs, eCnu OHO npucyTcTByeT B cnucke DNS-cepBepa.Ecnu Bbl
XOTUTE, HAaNPUMepP, YCTAHOBUTb MHTEPHET-COEAMHEHME C KaMePOK, OCTAaTOUHO BBECTU UMA,
naHHoe yctpomnctBy Ha DNS-cepBepe, B kauectBe URL-agpeca B bpaysepe.Beeaute IP-agpec
DNS-cepBepa.llogaep>x1BatoTca cepBepbl ANA 3aLMLLEHHbBIX U AMHaMUUeCcKnx cuctem DNS.
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12.2.5

12.2.6

12.2.7

12.2.8

12.2.9

12.2.10

12.2.11

12.2.12

12.2.13

NMepepaua BUAeocUrHana

Ecnu ycTpoicTBo 3awmileHo bpaHaMayspoMm, TO B KauecTBe NPOTOKONa nepeaayr aHHbIX
[omKkeH bbiTb BbibpaH npoTtokon TCP (Mopt 80). [1nAa paboTbl B NoKanbHoOM ceTu Bbibepute UDP.
MHoroagpecHas nepegauya BO3MOXHa TONbKO NPKU MCNONb3oBaHWK npoTokona UDP. lNMpoTtokon
TCP He noafaep>XMBaeT MHOrOafpeCcHble COefUHEeHUA.

KoHTponb ckopoctu nepegauu TCP-naketoB
Bbibepute BKknroueHo, ecnv Bam TpebyeTcs paspellnTb KoaupoBaHue Adaptive Bit Rate.

MNopt HTTP-6pay3epa

Mpu HeobxogumocTy BbibepuTe Apyron nopt HTTP-6paysepa ua cnucka. Mopt HTTP no
ymMmonuaHuio: 80. UTobbl paspellntb coeguHeHus ToNbko no npoTtokony HTTPS, oTkntounte nopt
HTTP. nA atoro aktuBMpymTe napameTp BbiknioueHo.

MopTt HTTPS-6paysepa

UTobbl paspelunTb bpay3sepy AOCTYN TONbKO Uepes WKW POoBaHHble coeauHeHNs, Bblbepute 13
cnucka nopt HTTPS. Mopt HTTPS no ymonuanuto: 443. Boibepute napameTp BoiknioueHo,
yTtoObI OTKMOUKNTL NOPTbl HTTPS 1 paspelwlnTs coeuHeHMe TONbKO yepes He3alndpoBaHHbIe
nopTbl.

Kamepa ncnonbayet npotokon TLS 1.0. Ybeautech, uto B Opaysepe HacTpoeHa noaaepxka
aToro npotokona. Takxe ybeguTecb B TOM, UTO aKTUBMPOBaHA Nogaep»kKa Java-npunoxeHui (B
naHenu ynpasneHua Java-MogynAamu naHenu ynpaesnenunsa Windows).

UTo0Obl paspellnTb cCoefMHEHUA TONbKO Mo WKgpoBaHUo SSL, ycTaHOBWTE NnapameTp
BbiknoueHo ana HTTP-nopTta bpay3epa, nopta RCP+ n nogaepxku Telnet. Tak Bbl oTKNtounTE
BCe He3alWwMndpOoBaHHble COEAUHEHUA U paspeLlnTe COeAMHEHUA TONbKO uepes nopt HTTPS.
MOXHO HacTPOUTb Y aKTUBUPOBATb LUM(PPOBAHUE AAHHbIX MyNbTUMeAWa (BUAEO, ayano U
MeTaflaHHbIX) Ha cTpaHuue WudposaHue.

MuHumanbHana Bepcua TLS

Bepcua Min. TLS
BbibepuTe Bepcuio AnAa MruHUManbHoro Transport Layer Security (TLS).

HSTS
Bbibepute napametp Bkn., utobbl MCcnonb3oBaTb NONUTUKY be3onacHocTn HTTP Strict Transport
Security (HSTS) ans obecneueHus 3alMLLIEHHbIX COEAUHEHUN.

RCP+ nopt 1756

AkTtnBauma nopta 1756 RCP+ pa3peluaeT HesalwmndppoBaHHble COeAMHEHUA Uepe3 3TOT NOPT.
YToObl paspeLlmnTb TONbKO WKUMPOBaHHbIE COeAUHEHMSA, YCTAHOBWUTE NapameTp BbiknoueHo,
yTOObl OTKMOYKUTL MOPT.

MopTt oObHapyxeHUuA
BBe,ClVITe HOMEP NnopTa, KOTOprﬁ Bbl XOTUTE OTKPbITb.
[Ona geaktnBauunu nopta seegute O.

Pexxum uHtepceiica ETH
Ecnu Heobxoaumo, Bbibepute TN Ethernet-noaknouernunsa ansa uHtepdenica ETH. B
3aBUCHMMOCTH OT NOAKMOUEHHOT0 YCTPOMCTBA MOXKET NoTpeboBaTbCA 0COObLINM TUMN NOAKMOUEHUS.
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12.2.14

12.2.15

12.2.16

12.3
12.3.1

12.3.2

12.3.3

1234

12.3.5

12.3.6

12.3.7

Makc. pasamep cermeHTa B ceTu (6aunT)

YcTaHOBUTE MaKCUMMalnbHbIM paamep cerMeHTa AnfA Nonb3oBaTeNbCKMUX AaHHbIX IP-nakeTa. 3TOT
napameTp No3BONAET U3MEHATb pa3Mep NaKeToB AaHHbIX B COOTBETCTBUMU C CETEBbIM
OKPY)XEHWEM C LeNnbio oNTUMKU3aLMK Npolecca nepegaun gaHHbix. B pexume UDP 3HaueHue
MTU paBHAEeTCA yCTAaHOBNEHHOMY HUXeE.

Makc. pasmep cermeHTa iSCSI (6anT)

YKaxkuTe Donee BbICOKOE 3HaUEHWEe MaKCMManbHOro pasmepa cermeHTa AnA noaKnoueHusa K
cucteme iSCSI, uem ansa ceteBoro Tpaduka AnA Aopyrux AaHHbiX. NMoTeHuManbHoe 3HavyeHue
3aBUCUT OT CTPYKTYpbl CeTU. bonee BbICOKOE 3HaUeHWe UMeET CMbIC/T TONTbKO B TOM CNyuyae,
ecnu cuctema iSCSI pacnono)keHa B TOM e MOACETU, UTO U Kamepa.

MTU ceTu (6auT)
YKa)KuTe MakcuManbHoe 3HaueHue B bantax ANA pa3mMepa naketa (BKFHOHaFI 3aronoBok |P-
I'IpOTOKOFIa), yTOObI ONTUMU3UPOBATb Npouecc nepenayn gaHHbIX.

DynDNS
Bxkniouutb DynDNS

[OunHamunueckan cny>kba gomeHHbix MMeH (DNS) nosBonseT BbibpaTh YCTPOMCTBO uepes
MHTEpPHET No UMEHHW XOCTa, He YKa3biBas TeKyLui IP-aapec ycTponcTBa.ITy CNy»K0y MOXKHO
BKMIOUWTb 3aecb.[1nA 3Toro HeobxoaMMO UMETb YUETHYHO 3anucCb Y OJHOrO M3 MOCTaBLMKOB
ycnyr guHammnueckoro DNS 1 3apervctpupoBath TpebyeMoe UmsA y3na Ansa yCTPOMCTBA Ha 3TOM
cawre.

MpumeuaHue.
3a cBegeHMAMU 00 aToM cnyxbe, npouecce perucrpaymm M JOCTYNMHbIX UMeHax y3noB
obpallanTechb K NOCTaBLMKY YCNyr.

MocTraBWMK
Bbibepute nocraBlmMKa ycnyr auHamuueckoro DNS 13 packpbliBatoLLerocsa cnucka.

Uma y3na
BBeauTte MMA XocTa, 3aperncTpupoBaHHoOe AnsA YCTPOMCTBa.

Uma nonb3oBarenna
BBe}J,VITe 3aperncTtpupoBaHHoe MMA NONb30BaTenA.

Maponb
BBeauTe 3aperncTpMpoBaHHbIn Naponb.

MpuHyauTenbHaa perucrTpauus

MO>XHO MPUHYAMTENBHO 3apPEerncTpupoBaTbcA, oTnpaBuB IP-agpec Ha cepep DynDNS. 3anucwy,
KOTOpPbI€ UaCTO M3MEHAIOTCA, HE NPeaoCTaBNAKTCA B CUCTEME AOMEHHbIX UMEH.
MpUHYAUTENBHYIO PEerucTpaLuuto nyylle BCEro MCNonb3oBaTb NpY NepBON HACTpPOMKe
yCTpoMCcTBa. ATy PYHKLMIO CNeayeT MCNOoNb30BaTb TONbKO B Cllyuae HeobXoAMMOCTU U He uallle
O[IHOTO pasa B CYTKM, uTobbl n3bexxatb BNOKMPOBAHMA CO CTOPOHbLI NMOCTaBLMKaA ycnyr. UToObl
nepenatb |IP-agpec ycTponcTBa, HAXKMUTE KHOMKY Perucrpauusa.

CocTofAHHue
3necb B MHDOPMaLMOHHbIX Lensax oTobpaxkaetcsa coctosHne dyHKuMn DynDNS; aTM napameTpbl
HEe MOryT 6bITb NU3MEHEHDI.
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124
124.1

12.4.2

1243

1244

1245

12.4.6

JlononHUTenbHO

Ob6nauHble cepBUCHI

Pexunm paboTbl onpegensieT cnocob obmeHa AaHHbIMKM KaMepon co cny»bamu no obecneueHuto

6esonacHOCTU U NoAAepPKKM Ha OCHOBe 0bnauHomn cpeabl.

—  Bbibepute ABTO, UTOObLI Kamepa OTNpaBiAna HECKOMbKO 3anpoCOB Ha CEPBEP U
npekpatlana ux oTrnpaeKy Npu OTCYyTCTBUU COEANHEHUA.

—  Bbibepute BknroueHo 4nA HEMPEPbLIBHOM OTNPaBKKM 3anpoCcoB Ha CepBep.

—  Bbibepute BbiknoueHo ana 6IOKMPOBKK OTMPaBKKU 3aMpoCcoB.

MopTt RTSP

Mpu HeobxognMoOCTH BbiDepHTe APYron NopT U3 cnucka ans obmeHa gaHHbIMu RTSP. MopT
RTSP no ymonuanuto: 554. Beibepute 3HaueHMe BbiknoueHo, uTobbl OTKNHOUUTL OYHKLUIO
RTSP.

MpoBepka nognuHHocTH (802.1x)

[nAa HacTponkK npoBepku nognmMHHoctM RADIUS-cepBepa HeobXoaMMO NoAcOeaUHUTD

YCTPOMCTBO C NMOMOLLbIO CeTeBOro kKabena HeMmocpeacTBEHHO K KoMnbtoTepy.Ecnm npasa

poctyna B cetv ynpasnsatotca RADIUS-cepBepom, Bbibepute BKA., uToObl aKTMBUPOBaTb

NPOBEpPKY MNOANMHHOCTU ANA CBA3U C YCTPOWCTBOM.

1. B none YaoctoBepeHue BBeAMTE MMA MNONb3oBaTena, Kotopoe ucnonbdyetrca RADIUS-
CepBepoOM ANA YCTPOMUCTBA.

2. Bsegute Maponb, oxxuagaembint RADIUS-cepBepoM oT Kamepbl.

BeBog metagaHHbix TCP

YCTPOMCTBO MOXET NpPUHUMaTh AaHHble OT BHelHero TCP-otnpaBuTens (Hanpumep, baHkoMaTa
MK KacCoBOro TepMMHana) U COXpaHATb X Kak MeTafaHHble. BbibepuTe nopt ana TCP-
coequHeHWN. BoibepuTe 3HaueHe BblKnoUueHo, uTobbl OTKNIOUNTD PYHKLUKIO. BBeguTte
OenctButenbHoe 3HaueHue IP-agpec oTnpaBuTens.

Syslog

IP-agpec cepBepa

Beenute Hy)kHbIM IP-agpec cepBepa.
MopT cepBepa (0 = Bbikn.)
BBenuTte HOMep nopra cepBepa.

Protocol
Bbibepute cootBetcTBytolwmnm npotokon: UDP, TCP vnu TLS.

KoHdmrypauua nutanua LLDP
3anpoweHo anA Kamepbl

3HaueHWe B 3TOM none onpepenAeTr YUMCNo BaTT, 3aNpPOLWEeHHbIX ANA KaMepbl.

JononHUTenbHaA MOLHOCTb
BBeauTe UMCNO AOMNONMHUTENbHbIX BaTT, KOTOPbI€ Bbl XOTUTE UCMOMNb30BaTh.

3anpolieHo Bcero
3HayeHWe B 3TOM none — obliee YMCNOo BaTT U3 Moner 3anpolleHo ANA KaMepbl Y
JononHUTenbHaA MOLLHOCTD ,

BbiaeneHHasa MOLWHOCTb
3HaueHWe B 3TOM NoOMe — UMCno BatT I'IOTpe6I'IF|eMOl;'1 MOLHOCTHU ANA KaMepbl.
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12.5
125.1

12.5.2

12,53

12.6

YnpaBneHue cetbio
SNMP

Kamepa nogaepxxunsaet npotokon SNMP V1 anAa ynpaBneHWsA ceTeBbIMU KOMMOHEHTAMU M
MoxeT otnpaenAatb SNMP-coobuweHna no IP-agpecam.OH nopgaepxuBaet npotokon SNMP MIB |l
B CTaHAAPTU3UPOBAHHOM KOAeE.

Ecnu ana napametpa SNMP BbibpaHO 3HaueHWe BknioueHo, HO He BBedeH aapec yana SNMP,
YCTPOMCTBO He DyaeT oTnpaBnATb 3anpochbl aBTOMaTUUecKu, a OyaeT ToNbKo oTBeuvaTb Ha
3anpocbl SNMP.Ecnu BBecTH agpeca ogHoro unu asyx yanos SNMP, otnpaBka SNMP-
coobLeHni byaeT ocyLLecTBNATLCA aBTOMATUUeCKU.BbibepnTe 3HaueHWe BbiknioueHo, UuToobl
OTKNOUNTb hyHKLUMIO SNMP.

Appeca yanoB SNMP
Utobbl nocbinate SNMP-3anpochbl aBTOMaTUUeCKW, BBeaMTe B AaHHOM norne |P-agpec ogHoro
WNKW ABYX YCTPOWCTB Ha3HaueHMuA.

3anpocbl SNMP

Utobbl BbiOpaTb coobLEeHUA AnA oTnpaBKu:

1. Haxmwute BblbpaTtb.[ToABUTCA AMANOroBOE OKHO.

2.  YctaHoBMUTe (PNaXKKu ANsA COOTBETCTBYHOLMX COODLLEHMN.

3.  HamuTe YcTaHOBUTb, UTODObI 3aKPbiTh OKHO M OTOCNATb BCE BbiIOpPaHHbIE 3aMpocChl.

UPnP

BbibepuTte BknwoueHo, utobbl BKNHOUMTb coeanHeHe UPnP.BbibepuTe BbiknoueHo, utobbl
OTK/MOUKTb €ro.

Ecnu dyHkuma Universal Plug-and-Play (UPnP) aktuBMpoBaHa, yCTPOMCTBO pearMpyeT Ha
3anpochbl CETU U aBTOMATUUECKU PETMCTPUPYETCA Ha 3anpallmnBatoLLMX KOMMbOTEPAX Kak HOBOEe
CeTeBO€e YCTPOMCTBO.ITYy PDYHKLMIO HEe CrielyeT UCNONb30BaTh B KPYMHbIX CUCTEMAX M3-3a
60NblWOro uMcna yBeJOMNEHUM O perncTpaLmu.

Mpumeuanue.

UtobObl Mcnonb3aoBaTtb dyHKLUMO UPNP Ha KomnbloTepe nop ynpasneHnem Windows,
Heobxoanmo BKMUKUTbL cny0bl Universal Plug and Play Device Host (Yaen yHuBepcanbHbix
PNP-ycTpoiictB) n SSDP Discovery (ObHapyxeHue SSDP).

KauecTtBOo 06Cny)XuBaHunA

MpUOPUTET Pa3NMUHbBIX KaHANOB AaHHbIX MOXET ObITb Ha3HAuUeH NyTeM onpeaeneHunsa TOUKK Koaa
onddepeHunpoBaHHbix ycnyr (DSCP). Beeaute uncno ot 0 go 252, kpaTHoe ueTbipem. OnnA
TPEBOXHbIX BUAEOW300paXKEHUIM Bbl MOXeTe HasHauMTb Donee BbICOKWUW NPUOPUTET, Uem Ans
00bIUHOrO BMAEO, U YCTAHOBUTL BPEMA NOC/E TPEBOXHOIO CUrHana, B TeyeHMe KOToporo
NPUOPUTET COXPaHAETCA.

MHoroaapecHasa nepepava

Kamepa MoeT NofKnouaTb HECKONbKO MPUEMHUKOB [iNA OJJHOBPEMEHHOIO Npuema
BUOeocHrHana. lNotok nubo aybnupyetca v 3ateMm pacnpeaenaerca Ha HeCKOMbKO NPUEMHUKOB
(MHOro/onHoagpecHana nepegava), NMbo nepeaaeTcA Kak ofiuH NOTOK AaHHbIX B CETb, I1e OH
OOHOBPEMEHHO pacrnpenensaeTca Ha HECKOMbKO MPUEMHUKOB B npedenax onpeaeneHHomn
rpynnbl (MHOroaapecHas nepegaua).
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PaboTta B pexxume MHOroagpecHomn nepenauun TpedyeTt npucnocobneHHon K MHOroagpecHom
nepegaue cetu, ucnonbaytowen npotokonol UDP u IGMP V2. CeTb 4OMmKHA NOAAepKXMBaTb
rpynnosble IP-agpeca. [lpyrne npoToKonbl ynpaBneHua rpynnaMmu He NoaaepX1BatoTCA.
MpoTtokon TCP He nogaep>XMBaeT MHOroaApecHble COeaUHEHMUS.

[lnAa MHOroagpecHomn nepenaun B CETH, NPUCMNOCOBNEHHON ANA TakoW nepenaum, LOMKeH ObiTh
HacTpoeH crneunanbHbii IP-agpec ot 225.0.0.0 go 239.255.255.255 (agpec knacca D). Agpec
MHOrOafPeCcHOM nepeaadym MoXeT bbiTb OAMHAKOBBIM [4NA HECKONIbKMX NOTOKOB, O4HAKO B 3TOM
cnyyae Anfa Kaxgoro notoka HeobxooMMO UCMONb30BaTh OTAENbHbIN MOPT.

MapameTpbl AOMKHbI ObITb YCTAHOBNEHbI OTAENbHO ANA KaXXA0ro notoka. [nsa Kaaoro notoka
MO>eT OblTb BBEJEH Ha3HAUEHHbIM afipec U NOpPT MHOroaApecHorn nepegauu. na
nepeKkntoUeHna Mexay NoToKamMmu BblbeprTe COOTBETCTBYIOLLYHO BKMAAKY.

BupeokaHanbl MOXXHO YCTaHOBUTb OTAEMbHO ANA KaXA0ro notoka.

12.6.1 BknouuTtb
Utobbl 0becneuyntb o4HOBPEMEHHbIN MPUEM AaHHbIX HA MPUEMHUKaXx, crieqyeT akTMUBMPOBaTb
YHKLUIO MHOroaapecHon nepenaun. [na aToro ycTaHoBUTE (DNaXXoK U BBeAUTE agpec
MHOroafpecHoOn nepegaun.

12.6.2 Appec MHoroagpecHou nepegauu
[ns paboTbl B pe)XxMMe MHOoroaapecHomn nepenauu (oyonnposaHMe NOTOKOB [IaHHbIX B CETH)
BBeAMTE NPaBUNbHbIN apeC MHOr0a4PECHOW Nepeaaun.

Mpu ycTaHOBKe NapameTpa B 3HaueHue 0.0.0.0 koaep COOTBETCTBYIOLLEro NoToKa paboTaeT B
pexume MHOro-/ofHoazpecHon nepenaun (KonMpoBaHWe NOTOKOB [aHHbIX B YCTPOUCTBE).
Kamepa nogaepxuBaet MHOro-/oqHoaapecHble coequHeHUs aAna NATM oqHOBPEMEHHO
NOAKMIOUEHHbBIX MPUEMHUKOB.

KonupoBaHWe AaHHbIX cyllecTBeHHO 3arpy»xaeT LUl 1 npu onpeaeneHHbiX yCNOBUAX MOXET
NPUBOAWUTb K YXyALUEHUIO KayecCTBa M306pa)K6HVIF|.

12.6.3 Mopt

B naHHOM none BBeAMTe afpec nopra COOTBETCTBYIOLLEro NoToKa.

12.64 MoTokoBaA nepepgaya AaHHbIX
YcTaHOBUTE (ONaXkoK ANA aKTUBALMKU peXxMuMa MHOroaapecHok nepegaun. AKTUBUPOBAHHbIN
NoTOK oTMeuaeTcA naxkkoMm. [nsa cTaHgapTHOM MHOroaapecHoM nepenauun BeljaHne obblUHO He
TpebyeTca.

12.6.5 TTL naketa npu MHOroagp. nep.
Bbl MmOXXeTe BBECTU 3HaUEHUE AnA yKa3aHWA TOro, B TeyeHne KakKoro BpemMeHu nakeTbl AnAa
MHoroa,qpeCHoﬁ nepegayu 6y/:|,yT aKTUBHbI B ceTU. Ecnu MHOroagpecHanA nepegaya
OoCyLlleCcTBnAeTCA yepe3 MapLpyTm3artop, 3To 3HayeHne OONKHO ObITb DonbLUe eOnHULbl.

12.7 Pa3smeweHue nusobpaxeHuun

[na ncnonb3oBaHuA PYHKLMK OTNPaBKK n3obpaxeHnn B hopmate JPEG, a Takxke gnsa
aKcnopTa 3anuMcen cHavana HeobxoauMMO ONpeaenunTb YUETHYHO 3anucb Nonyyarens.
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12.7.1 OtnpaBka JPEG

Bbl MOKeTe coxpaHsATb OTAenbHble M300paxkeHnsa B popmaTte JPEG Ha FTP-cepBepe uepes

onpefeneHHble UHTEPBanbl BDEMEHH.

Pasmep u3obpaxkeHun

Bbibepute pasmep nsobparkeHnn JPEG, koTopble byayT nepepgaBatbca ¢ KaMepbl. PaspelieHue

JPEG cooTtBeTcTBYET HOMee BbICOKOMY 3HAUEHUIO U3 ABYX MOTOKOB AAHHbIX.

Umsa daitna

Bbl MoxxeTe BbibpaTh cnocob cosaaHnsa UMeH hainoB Npu nepepave oTAeNbHbIX M300paXKeHUN.

— MNepesanucarb: Bcerga UCNonb3yeTca TO XXe caMmoe MMA hanna, a BCe CyLLeCTBYOLLNE
harinbl 3amMeHATCA TEKYLUM harnnom.

—  TMpupaweHue: K UMeHU hanna gobasnaerca uncno ot 000 go 255 n aBTOMaTUUECKHU
yBenuumMBaeTca Ha eguHuuy. Mpu goctuxenun 255 npouecc Bo3dobHoBnaetca ¢ 000.

-  Cyddbukc pata/Bpemsa: K MMeHU chaina aBTomaTMuecky gobasnatoTca gata v Bpems. Mpu
YyCTaHOBKe [JaHHOro napameTpa cnefyet yoeauTbcs, UTo Aata U BpeMs YCTPOMCTBa
HacTpOeHbl NpaBunbHO. Mpumep: dann snap011005_114530.jpg bbin coxpaHeH 1 okTAbPA
2005 r. B 11 yacoB 45 muHyT 30 ceKkyHA.

WHTepBan oTnpaBKH

BBenute MHTepBan B ceKyHAax, C KOTOPbIM M306paxkeHWA DyayT oTnpaBnATbcA Ha FTP-cepBep.

BBegute HoMb, UTOObI M300pPaXKEHUA He OTNPABNANMUCH.

[Ona otnpaBku n3obpaxeHusa JPEG c onpeneneHHoro BMaeoKaHana ycTaHoBuUTe

COOTBETCTBYHLLMM hnaxoK.

Monyuartenb

BbibepuTe yueTHyto 3anvMcb nonyyarens Ans oTnpaBku M3obpaxkeHunn B hopmate JPEG.

12.8 YueTHble 3anUcu

[na oTnpaBKK 1 aKCNopTa 3anMcK MOXHO ONPedenunTb YeTbipe OTAENbHbIX YUETHbIX 3aMWUCH.

Tun

B kauecTtBe TMnNa yuetHol 3anucu Bbibepute FTP unu Dropbox.

Mepen ncnonb3oBaHWeEM yueTHoM 3anuck Dropbox npocnenute 3a TeM, UTobbl HACTPOMKM

BPEMEHM Ha YCTPOMCTBE BbINU CUHXPOHU3UPOBAHbI BEPHO.

MUmna yueTHOM 3anucu

BBeguTe MMA yUETHOM 3anuncu, KoTopoe byaeT oTobpaXkaTbCA B KAUECTBE UMEHUW nonyyaTens.

IP-agppec FTP-cepBepa

Beenute IP-agpec ana FTP-cepBepa.

OaHHble anAa Bxoaa Ha cepBep FTP

BBeaute MMA nonb3oBaTtena ANA cepBepa YUYeTHbIX 3anucen.

Maponb ana Bxopa Ha cepBep FTP

BBeauTte naponb, NO3BONAOLWMI NONYUYUTb AOCTYMN K CEPBEPY YUETHbIX 3anucen.Haxmure

"MpoBepuTh", uTOObLI NOATBEPAUTL NPABUNBHOCTL NAPONS.

Mytb Ha FTP-cepBepe

BBeauTe TOUHbIM NyTb ANA OTNPABKW U300paXkeHWW cepBepy yueTHbIX 3anucer.Haxmure

"MpocmoTp...", uToObl NEPENTU MO YKA3aHHOMY MYTH.

Makc. ckopocTb nepegauu

BBeauTe MakCUMManbHYO CKOPOCTb Nepeaayur AaHHbIX (B KOWUT/C) AnsA CBA3M C YUETHOM 3anuUChio.

WudpoBaHue

YcTaHoBUTE hnaxkok anA besonacHoro nogknwoueHusa FTP TLS.
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12.9 IPv4-cbunbtp

[ns orpaHuueHuna auanasoHa IP-aapecos, ¢ KOTOPbIX MOXHO CO3[aBaTb aKTUBHOE
NoAKMoUeHUe K yCTPOUCTBY, BBeauTe IP-agpec n macKy nogcetu. Mo)KHO 3a4aTb ABa
aunanasoHa.

»  HaxmuTe KHOMKy YCTaHOBUTb M MOATBEPAMTE OrpaHMUeHMe AocTyna.

Ecnu, no KpaiHen mepe, oOAWH U3 AMana3oHOB 3afaH, Bce |Pv6-agpeca byayT bnokuposaTbca
MPU MOMbITKE CO30aHWA aKTUBHOIO MOAKMIOUEHUA K YCTPOMCTBY.

Mpu COOTBETCTBYIOLLEN KOH(UTYPaL MK YCTPOUCTBO MOXKET CaMO MHULMWPOBATb NOAKMIOUEHWE
(Hanpumep, AnA OTNPaBKK TPEBOXXHOTO CUrHaNa) 3a npegenamMmuy 3ajaHHblX AUanas3oHoB.
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13 O6cnyxuBaHue
13.1 O6cnyxuBaHue
3ameuaHue!

md 0

Mpexae ueM HauaTb OOHOBNEHWE MUKPOMpPOrpaMMbl, cneayeT yoeauTbca B TOM, UTO BbibpaH
npaBuNbHbIM haln Ana nepegauun Ha yCTPOWCTBO.

He npepbliBaiTe yCTaHOBKY MUKpoONporpamMmbl.[axe nepexon Ha Apyryto CTpaHuly Unu
3aKpbITME OKHa Dpay3epa NPUMBOAMT K MpepbiBaHMIO.

Mepenava Ha yCTPOWCTBO HEBEPHbIX (haW/IoB UMK NpepbiBaHWE OTMNPABKU (har/ioB MOXKeT
NPUBECTM K TOMY, UTO YCTPOWCTBO NepecTaHeT bbiTb agpecyemMbiM U ByaeT Hy»aaTbcs B 3aMeHe.

13.1.1

13.1.2

13.1.3

13.14

OYHKUMK 1 NapameTpbl Kamepbl MOTyT ObiITb 0OHOBMEHbI NyTEM Nepefaun HOBOM
MUKponporpammbl. [11s8 3TOro HOBEWLWMI NakeT MUKPOMNpPOrpamMMbl NepefaeTca Ha yCTPOWCTBO
yepes ceTb. MUKponporpammMa yctaHaBnMBaeTcs aBToMaTMuuecku. Takum obpasom, kamepy
MO>HO 0bCny>kMBaTb U OOHOBNATL yaaneHHo, 6e3 HeobXoAMMOCTU NPUBNEKATb CreLManucTa
[ONA BHECEHMA U3MEHEHUI B YCTPOMCTBO Ha MecTe. [locnegHue BepCcUrU MUKPOMPOrpaMm MOXKHO
NonyunTb B CNy>be TeXHWUECKOW NoAAEPXKHU UMK CO CTPaHULbl 3arpy3Ku.

CepBep o6HOBREeHuM

B none agpeca otobpaxaeTtca agpec cepsepa 0OHOBNEHUN.

1. Haxmure MpoBepuTb, UToOLI NOAKNHOUUTLCA K 3TOMY CEPBEPY.

2. BbibepuTe noaxoasLlyto BePCHIO AN CBOEH KaMepbl, UToObl 3arpy3nTb MMKPOMpPOrpaMmy ¢
cepBepa.

no

Mopsagok obHOBNEHUA MUKPONPOrpaMMbl:

1. CHauana coxpaHuTe hann MUKPOMPOrpamMMbl Ha XKECTKOM [UCKe.

2. B paHHOM none BBeAuTe MNOMHbLIM NYTb K hally MUKPONPOrpamMmMbl UMK HOXKMUTE
MpocmoTp... AnNA noucka v Boibopa darna.

3.  Haxmwute OTnpaBKa, UToObl HAuaTb OTNPABKY (harna Ha yCTponcTBo.MHANKATOP
BbIMONHEHMWA MO3BONAET CNEANUTb 3a NPOLLECCOM NMepefaum.

HoBaAa MuKponporpaMma pacnakoBbiBaeTca, a pnaw-namaTb

nepenporpammupyetca.OcTaBlleecA BpeMa oTobpaxaeTca B coobuieHuun going to reset

Reconnecting in ... seconds.lNocne ycnewHoro 3aBepLueHns nepegaum yCTponcTeo

nepesarpyxaeTca aBTOMATUUYECKMU.

Ecnun nHgmkatop pabouero cocToAHMA 3aropaeTca KPacHbIM LLBETOM, OCYLLECTBUTb nepeaavy He

yOanochb v onepauuio cnegyet noeBTopuTb.Utobbl BEINONHKUTL Nepefady, nepengute Ha

COOTBETCTBYHIOLLYIO CTPAHMULY:

1. B agpecHoM cTpoke bpay3epa BBeauTe /main.htm nocne IP-agpeca yctpoicTea, Hanpumep:
192.168.0.10/main.htm

2. [lloBTopwuTe nepenauy.

XXypHan nepepauu
HaxkxmuTe Mokas anA otobpa)keHunA KypHana oTnpaBKKM MUKPOMNPOrpaMmMHOro obecneueHums.

KoHdurypuposaHue

MO>HO COXpaHWUTb NapamMeTpbl KOHUIypaLuM YCTPOMCTBA B KOMMbIOTEPE U 3arpy3nTb
COXpaHeHHble NapamMeTpbl KOHUIypaLrmM U3 KOMMNbOTEPA B YCTPOMCTBO.

UToObl 3arpy3nTb AaHHble KOH(UTypaLKUK U3 KOMMbOTEPA B YCTPOWCTBO, BbIMOMHUTE
cneayrolue gencTeus.

1. Haxmute 3arpy3uTb; NOABMTCA 4UANOrOBOE OKHO.
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13.1.5

13.2

13.3
13.3.1

13.3.2

YbenuTtecb B TOM, UTO pann ANs 3arpy3Ku COOTBETCTBYET YCTPOMUCTBY, KOTOPOE AOMKHO
OblTb CKOH(OUTYpPUPOBaAHO.

2. Hanpgute u oTKponTe HeobxoAuMbIM hain KoOHUTypaLnH.
MHOuKaTop BbINONHEHWA NO3BONAET CNEANTb 32 NPOLLECCOM Nnepefaum.

YToObl COXPaHUTb NapamMeTpbl KaMepbl, BbIMOMHWUTE CNeaytolwme AeUCTBUA:
1. Haxmwute 3arpyska; NoABUTCA UANOrOBOE OKHO.
2. [pu HeobxoauMMOCTH BBEAUTE MMA harna U COXpaHUTe ero.

XXypHan obcnyxxuBaHuA

Bbl MOXeTe 3arpy3nTb BHYTPEHHUI XXypHan obcny>XnuBaHWA U3 YCTPOMCTBA, YTOObI OTNPaBUTb
ero B CNyby TexHUUecKow noaaep»ku ansa obcnyxuBaHusa.Haxxmute COXpPaHUTb KakK... U
BblbDepUTE MEeCTO coxpaHeHusa darna.

NMuueH3uu

B naHHOM OKHE MOXHO aKTUBMPOBATb AOMONHUTENbHbIE (DYHKLWMW, BBEASA COOTBETCTBYIOLIUE
Kofbl akTMBaLuK.OToOpaXkaeTca CNMCOK YCTAHOBNEHHbIX NMULIEH3UMI.30eChb TakKe oTobpakaeTca
YCTAHOBOUYHbIN KOJ YCTPOMUCTBA.

CepTtuchukarbi

Ucnonb3oBaHUue

CepBep HTTPS
Buibepute ceptudumkar no ymonuanuio gna cepsepa HTTPS.

KnueHt EAP-TLS
Bbibepute knueHT ana EAP-TLS (Extensible Authentication Protocol-Transport Layer Security).
MpumeuaHue. EQMHCTBEHHbIW BapUaHT — «HeT».

DoBepeHHble cepTudukatol TLS-DATE
Bbibepute goBepeHHble cepTudurKathbl ansa Transport Layer Security-Date (TLS-DATE).

KnueHt SYSLOG
Bbibepute knunenta gna SYSLOG.

DobaBneHue Unu yganeHue AoBepeHHOro ceptudmukara

UTto0Obl 4OOaBUTbL CEPTUdDUKAT, HAKMUTE 3HAYUOK Mtoca.

UTobbl yaanutb cepTUdUKaT, HAXKMUTE 3HAUOK MyCOPHOW KOP3WHbI CpaBa oT cepTudurKara.
Mpumeuanune. MoXHO yaanuTb ToNbKo AobaBneHHble BaMK cepTUdUKaTbl; CepTUdQUKAT Mo
YMONUaHUIO YAanuTb HeMb3s.

Hob6aBneHue cepTudukara

Dob6aBneHue ceptudhukata unu cpana B cnucok cpaitnos

Hakmnte [J,o6aBUTD.

B okHe «[]JobaBUTb cepTUdMKaT» BbibepuTe:

—  3arpy3uTtb cepTUudMKaT AnA BbiOoOpa y)ke A4OCTynHOro dgawnna:
—  HaxmuTe BbibpaTb chain, utobbl nepentn K Heobxognmomy dpamny.
-  Haxkmute OTNpaBuUTb.

—  co34aTb 3anpoc NOAMNUCH B LIeHTP noanucem, utobbl co3gaTh HOBbIM cepTUdmKaT.
—  3anonHuTe BCe obAsaTenbHble NOMNA U HAXXMUTE KHoMKy Co3aaTtb.

— co3pgaTtb cepTUdMKAT O/ CO34aHWA HOBOrO CaMOCTOATENbHO NOAMUCAHHOIO
cepTuduKara:
—  3anonHute BCce 0bA3aTernbHble NOMNA U HAXKMUTE KHOMKY Co3AaaTthb.
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YpaneHue ceptuchukaTa U3 cnucka cpainos

Ha)KMWTe 3HAUOK KOP3MWHbI ClpaBa OT UMeHU cepTudmrKata. MNoAaBuTcA okHO YaaneHwe carnnos.
UtoObl NnoaTBEPANTL yaaneHue, HaXKMUTe KHomnKy «OK». UToObl OTMEHUTb yaaneHue, HaXxKMuTe
KHOMKY «OTMeHa».

MpumeuaHue. MoXHO yaanuTb ToNbkKo AobaBneHHble BaMu cepTUdUKaTbl; CEPTUGUKAT Mo
YMOMUaHWIO yaanuTb Henb3A.

3arpyska ceptudmkara
Ha)xmuTe 3HauoK gucKa.

134 )XypHan

TeKkyLwwuit ypoBeHb BeAEHUA XKypHana
BbibepnTe ypoBeHb CObbITUA, AN KOTOPOro HeEobXoAMMO 0TOBPa3UTb 3aMUCKH B XKypHane Wiu o
KOTOPOM Heobxof4MMOo caenaTtb 3anuchb.

KonunuectBo 0oTODOpa)kaembix 3anucen
BbibepuTe KonnMuecTBo 3anvcen ana otobpaxkeHus.

13.5 0O0630p cucrembl

CBefeH1A B 3TOM OKHE HOCAT MH(POPMALMOHHbBIM XapaKTep U He MOTyT OblTb U3BMEHEeHbI. 3Ta
MHdopMauma MmoxeT notpeboBaTbca Npu obpalleHUn B CNyx0y TEXHUUECKOM NMoaaep»KKu.
BblgenuTte TEKCT Ha 3TOM CTpaHuULe NPY MOMOLLM MbILK U CKONUPYWTE ero, utobbl Npu
HEeobXOAMMOCTH BCTaBUTb €ro B COODLLLEHME 3NEKTPOHHOM NMOYThI.
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14
14.1

Mpuno)xeHusa
YBegomneHua o6 aBTOPCKUX npaBax

The firmware uses the fonts "Adobe-Helvetica-Bold-R-Normal--24-240-75-75-P-138-1SO10646-1"
and "Adobe-Helvetica-Bold-R-Normal--12-120-75-75-P-70-1SO10646-1" under the following
copyright:

Copyright 1984-1989, 1994 Adobe Systems Incorporated.

Copyright 1988, 1994 Digital Equipment Corporation.

Permission to use, copy, modify, distribute and sell this software and its documentation for
any purpose and without fee is hereby granted, provided that the above copyright notices
appear in all copies and that both those copyright notices and this permission notice appear
in supporting documentation, and that the names of Adobe Systems and Digital Equipment
Corporation not be used in advertising or publicity pertaining to distribution of the software
without specific, written prior permission.

This software is based in part on the work of the Independent JPEG Group.
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