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YnpaBneHuWe 4OCTYNOM Ha CErOAHALHWUI AeHb ABNAETCA
O[IHOM M3 Ba)XHEMNLIMX TEXHONOTUIN, CNOCODCTBYOLMX
NoBbILLEHUIO Be30NacHOCTH Ntoaen, UMYLLLECTBA U
pecypcoB. BIS moagynb Access Engine 1 camble
COBPEMEHHbIE KOHTPONepbl obecneunmBatoT LWMPOKUI
PYHKLMOHAN CUCTEMbI KOHTPONA W yNpaBrneHus
OOCTYMOM.

Mpu obbeanHeHMn 6asoBoro naketa Access Engine u
OOMNMONMHUTENBbHbIX (PYHKLMM MOXKHO NMOCTPOWUTb CUCTEMY
ynpaBneHusa AOCTYNoOM, OTBEUAOLLYO UMEHHO BallWUM
TpeboBaHMAM. [Tocne 3TOro Hy>KHO NULb
BOCMONb30BaTbCA NPOrpaMMHbIM obecrneueHrem
Building Integration System ana obbeauHeHua moayns
Access Engine ¢ cuctemol BuaeoHabnogeHusa u
OXPaHHOM CUCTEMOMN.

MNMporpammHoe obecneueHne Access Engine (ACE) B
coueTaHuu ¢ obopyaoBaHUEM yNpaBneHUA 4OCTYNOM
Bosch cocTtaBnaoT KOMMANEKCHYO CUCTEMY yNpaBneHus
poctynoM Ha nnatgopme Building Integration System

BOSCH

PaspaboTaHo AAA XKU3HHK

» PasBuTasa cucTema ynpaBneHus 4OCTyNoMm C
HenocpeacTBEHHbIM yrpaBneHWem TpeBoramu

» KomnnekcHas WHTerpauus u B3aMMOOeNCTBUE C
CUCTEMOW BUAEOHADbNOAEHWsA, OXPaHHOW CUCTEMON,
CUCTEMOW MOYKAPHOW CUTHANU3aLUU U CUCTEMOM
peueBoro U aBapMMHOro OMnoBeLLEeHUsA yepes odLLyo
nnatgopmy BIS.

» YoobHana HacTpolka bnarogaps UCNOMb30BaHWIO
onucaHui WabnoHoB Moaenen aoBepen U UMNopPTy
OaHHbIX O BNagenblax KapT

» [lepepmoBas cuctema ynpaBfieHUA MOCETUTENAMU U
aBTOCTOAHKOM

» WHTerpauus npoayKToB CTOPOHHUX NMPOW3BOAUTENEN
C MOMOLLbIO OTKPbITbIX MPOTOKOMNOB U KOMMeKTa
SDK

(BIS). 9Ta cucTema UMeeT BCe OCHOBHbIE (DYHKLIMK
nobor aBTOHOMHOM CUCTEMbI yNpaBNeHUa OCTYNoM, a
TaKXe Uuenbii pag 4ONONHUTENbHbIX YHKLMK.

Kak n gpyrne moaynu BIS, ACE nonbsyetca Bcemu
npevMyLlecTBaMu, NpegocTaBnaeMbiMuU cuctemon BIS,
Hanpumep MHTEPAKTUBHBIMW NMaHaMKW OOBLEKTOB U
nnaHamu gencTBui, obecneunBatoLMMU KOMMEKCHOE
n adhheKTUBHOE yNnpaBneHue TpeBoraMmu. TPeBOXHble
CcoobOLEHMA U COObITUA yNpaBneHnsa 4OCTYNoOM MOryT
oTobpaxkaTbCs BMecCTe C rpaduueckon MHopmaumen m
MHCTPYKLMAMMU B MOTOKE 3aflaHUM.

ACE ucnonb3yeT cTaHAapTHbIE NONb30BaTENbCKUE
uHTepdencol BIS, nonyckatoLine HaCTPOMKY C yueToM
WHAWBUAYaNbHbIX TpeboBaHWi. Kpome Toro, ACE
obecneunBaeT cneyndurueckre MHTEpPGENCHI
ynpaBneHna AOCTYNoOM ANA BNafenbLeB KapT,
annapatHoro obopynoBaHWA M NpaBwWn fOCTyna.
OCHOBHOE NpenMyLLecTBO cuctembl Building
Integration System 3akntouaeTca B UHTErpauum
pasnuuHbIX cucteM 6e3onacHoCTh B O4HOM
yupexaeHuu. bnarogaps obbeanHenuto ACE ¢ apyrumu
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moaynsamu BIS (Hanpumep, Automation v Video)
MO>XHO CO3[aBaTb UHTENNEKTyanbHble CUCTEMDI
6e3onacHOCTH, COOTBETCTBYIOLME UMEHHO BalLWUM
TpeboBaHUAM.

Mopgynb Access Engine moxeT paboTtaTb Ha OQHOM
pabouel CTaHUMK UNK KNUEHT-CEPBEPHOM CUCTEME C
LeHTpanbHbIM CEPBEPOM U YAaneHHbIMKU pabounmu
CTaHUWAMM.

No Onucaunue

1 LlentpanbHbin cepsep BIS ¢ MO Access Engine 1
Video Engine

Pabouue cTaHumu
[MpuHTep
KoHTponnepsbl goctyna
CuutbiBatenu
[1BEPHbIE 3aMKH

IP-kamepa

0 N oo o b ow N

Linchposoi Buaeopeructpatop, Hanpumep DIVAR IP 3000

B 6asoBbii nakeT Access Engine (B couetaHunu ¢
KOHTponnepamu goctyna AMC) BxoasT crnegytoline
YHKLKNK:

e LLMpoKkUM AnManasoH NOHATHbIX WABNOHHbIX Moaenen
nBepen, obecneunBaroLmMx ObICTPYIO U yaoOHYIO
HacTpoKKy obopyaoBaHus (HanpumMep, cTaHAapTHasA
ABepb, BpallaloLanca ABepPb, NTUAT CO cunTbiBaTENEM
Ha BXxode/Bbixoae U T. A4.).

* B ananoroBom okHe HaCTpPOMKK MoOAenen apepen
reHepvpyeTca NnaH NPoOBOAKM ANA CneuManucta no
ycTaHOBKe 0b60opyaoBaHMA.

« OnepaTMBHanA akTMBaLMA KOHUIypaLMi cUMTbiBaTENA
W BnagenbLa KapTbl B KOHTPONnepax gocryna

* Mogenu BpeMeHU ANA KOHTPONA AOCTyna No BPEMEHH,
BKMtouas onpeneneHne ocobbix AHEN, perynsapHbix
rocyAapCTBEHHbIX MPA3AHWKOB U T. A.

Mopenu BpemMeHu AnA aBTOMaTMUECKOM akTuBauuu/
[eaKTUBaLMK YUETHbIX AaHHbIX Bnagenbla KapTbl,
HanpuMep npaBun goctyna, PIN-kogoB v T. 4.
Mopenu BpemMeHu AnA aBTOMaTMUECKOM akTuBauuu/
[leaKTUBaLMW CUCTEMHbIX MapaMeTpoB (Hanpumep,
yCTaHOBKa pa30M1OKMPOBAHHOIO COCTOAHWA ABEPU B
nepuog ¢ 9:00 go 17:00).

OononHuutenbHbii PIN-koa ana aktuBaumu/
AeaKTUBaLMW TPEBOTM OXPAHHOM CUCTEMDI
BpemeHHoe bnokuMpoBaHue/pa3bnokMpoBaHue
BraflenbLeB KapT (BPYYHYIO UMW MO BPEMEHH)
3aHeceHue KapT B UepHbIM CMUCOK

OnpepensemMble Nonb3oBaTenem Nona BBoaa AnA
[OMONMHUTENbHOM MHOPMaL MK O Bradenble KapTbl
3anpeTt NOBTOPHOro Npoxoaa

BanaHcupoBka obnactu goctyna, BKtoUas npoBepKy
nocnenoBaTenbHOCTM AOCTyna, obecneunBaeTt
CcpeacTBa orpaHWuYeHMA KonuuecTsa noaen B
onpeneneHHon obnact1, aBTOMaTMUECKYHO MOCTAHOBKY
Ha OXpaHy/CHATHME C OXpaHbl, ecnv obnacTtb nycra/He
nycta v co3fiaHue rmaBHOro CNu1cKa.

ABTopusauusa goctyna ans N uenosek obecneunpaet
AOCTYN K ABEPU TONbKO B TOM Cnyyae, ecnu
onpefeneHHoe konuuecTtBo (N) aBTOPU3UPOBAHHBIX
BnafenbLeB KapT NpeaoCcTaBnAT CBOU Danaxu B
COOTBETCTBYHOLLMM 0O6pa3oM HAaCTPOEHHbIN
cuMTbiBaTeNb. ITOT NApamMeTp MOXKET OblTb YCTAHOBMEH
ONA KaXKOOro CUMTbiBaTeNA OTAENbHO M ANA
KonuuectBa niogen ot 2 o N (b6es orpaHuueHuin).
DyHKUMA WNo3a AnAa ynpaBneHus aByms
B3aMMO[ENCTBYIOLMMU ABEPBMU C ABYMS NapamMu
cuuTbiBaTENEN, MCNONB3YyEMan A8 30H C BbICOKOM
CTENeHbIo 3alMTbl, HAaNpUMep ANA BXoaa B
KOMMbIOTEPHbIW LEHTP UMK B UCCNeoBaTeNbCKUK
oThen.

MapLupyT naTpynMpoBaH1A: COBPEMEHHasA cucTeMa
OTCNEXWBaHWA NaTPyNMPOBaHWA, UCNONb3YytoLLas
CUMTbIBATENM CUCTEMbI YNPABNEHUA JOCTYMNOM,
NocneaoBaTeNbHOCTM AOCTYNA U NPOBEPKY BPEMEHU
pocTyna. [obble HapylleHWs nocnenoBaTenbHOCTH
WNW BPEMEHMW [0CTYNa Bbi3blBAKOT CUIHAN TPEBOTH,
€CNY OHMW OTCNEXMBAKOTCA COBPEMEHHbLIMU
pyHKUMAMM yrnpaBneHua Tpesor BIS. OtueTbl 0
naTpynMpoBaHMW MOTYT CO3/1aBaTbCA HA OCHOBAHWMU
KypHana perucrpaumu cobbitni BIS.
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o OyHKUMA CNyyanmHOro LOoCMOTpa: BnagenbLbl KapT,
BXOAALLME Ha YUAaCTOK UMW NOKKAAOLWKWE ero, MoryT
ObITb OCTAaHOBMNEHbBI CO CMyYanHbIMW UHTEPBANaMu U
HanpaBneHbl K nepcoHany cnyxbbl besonacHocTn anA
bonee TwarenbHoro gocmoTpa. Kaptbl,
npuHagnexatue ykasaHHbiM VIP-nepcoHam, moryt
ObITb UCKNIOUEHbBI U3 NPOLLEAYPbl CNyYarlHOro
focmoTpa.

* YnpaBneHwWe NoceTuTenAaMu: KapTbl MOTYT
oTcnexuBaTtbcA U 0bpabaTbiBaTbCA OTAENbHO B
COOTBETCTBUMU CO CPOKOM AENCTBUA U BO3MOXKHOM
HeobX0QMMOCTbIO B COMPOBOXAEHUM.

* WHTepdelc ans NoCTaHOBKWU/CHATUA C OXPaHbl
cUcTeMbl obHapy»xeHua BTopxkeHu IDS (Intrusion
Detection System), Bkntouaa o6paboTKy aBTOpH3aLMi
W HasHaueHue KapT
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e UHTepdenc nudTa Ana KOHTpons Ao 56 ataxen ¢
NMOMOLLbIO BCTPOEHHOrO B NUAT CUMTbIBATENSA KapT, a
TakXXe ANnA Ha3HaueHus Bnadenblam KapT
aBTOpM3aUMM 4OCTyNa Ha onpefeneHHble aTaxu

« WHTepdelc ans umnopTa AaHHbIX O NepcoHane us
CUCTEMbI YNpPaBNeHWa NepcoHanom Unu Ana akcnopta
3TUX AaHHbIX N3 ACE B TaKyto CUCTEMY, BPYUHYIO UMK
Mo pacrnMcaHuio B NaKETHOM pPeXUMe.

« [lepcoHanusauus KapT A4nA MMnopTa M3obparkeHumn
BnafenbLeB KapT U CO34aHUA KOPNOpaTUBHbIX
bGanaKen, KOTopble MOXHO pacrnevyaTaTb Ha
CcTaHOapTHOM MpUHTEpe ANnA nevatu KapT

o OyHKUMA MaplwpyTusaumn ansa obecneueHus
OBWXEHWA nepcoHana no 3aaHHbIM MapLupytam B
npegenax npeanpuaTUA

e MyHKUMA OUCTAHUMOHHOIO OTKPbIBAHWA ABEpPEN,
HanpuMMep NOCPELCTBOM LLENUKa MblLbI MO 3HAUKY
Ha MHTEPaKTMBHOM NnaHe obbekTa BIS.

« CospgaHue norMueckux obnacrem, Hanpumep
OTAENbHbIX MOMELLEHWH, TPYNN NOMEeLEeHWUN, aTaXKewn
WNW aBTOCTOAHOK, KOTOPbIM Ha3HayakTcA
crneunanmMsnpoBaHHble TOUKK YpaBneHUa OOCTYNOM.

* BO3MOXHOCTb OrpaHUMUEHUs KonnuecTsa Noaen unu
aBToMobunewn, KOTopble MOTYT NONYUUTb AOCTYN B
noruvueckyto obnactb

* BO3MOXHOCTb MOTHOIO apXMBUPOBAHMSA U
BOCCTQHOBNEHWA CUCTEMHbIX LAaHHbIX

« MoulHas KNMeHT-cepBepHas apxnTekTypa Ha base Beb-
cepBepa BIS

e B03MOXHOCTb HACTPOMKK NpaB agMuHKcTpaTopa [0,
npv HeobxoAMMOCTM Ha OCHOBE Auanora

« [nbkoe ynpaBneHue TpeBoraMu Ans Lenoro paga
TPEBOXHbIX CUTyaUun (HanprMmep oTKas B AOCTyMNe,
HeCaHKLUMOHWPOBAHHbIM AOCTYM, 03NAX U3 UEPHOro
crnucKa, CMrHan HenocpeacTBeHHOM ONacHOCTU U T. 4.)
B COUETaHWKU C TakMMK hyHKUMAMM BIS, Kak
WHTEPaKTUBHbIE NNaHbl 0OBbEKTOB U NNaHbl 4ENCTBUN

* Kcnonb3soBaHWe UMDPOBbIX, KOHTPONUPYEMbBIX CUCTEM
BBOJa-BbiBOJA KOHTponnepos Bosch ana
AOMONHUTENBHOTO KOHTPONA U MOHUTOPWHIA, BKIOUYaA
NOMNbITKW BTOPXKEHUA U HECAHKLMOHWPOBAHHOIO
JocTyna

e YpobHasa uHTerpaumsa c BUoeocucTeMamu
Npon3BOACTBa KOMMNaHKMK Bosch Mnu cTOpOHHUX
npousBoAUTENEN, B YaCTHOCTU, C MATPUUHBIMHU
KOMMYyTaTtopamMmu, Bugeopermcrpatopamu, |IP-kamepamu
MT. 4O

« [logpobHan peructpauns B KypHane Bcex cobbITUi
[ocTyna v Tpesor

— OTCcnexunBaHMe U3BMEHEHUIN B FMaBHbIX 3aMUCAX U
aBTOpM3aLMAX, BKNOYasA cosgaHue,
MoAMMUKALMIO U yaaneHne 3anucen

— Co3pgaHue KOMMNEKCHbIX OTUETOB C
BO3MOXHOCTbIO (OUNbTPALMM

— JKcnopT B cTaHAapTHbIM dhopmat CSV ans
nanbHenwen obpaboTtku

e OpHOBpEMEHHas NoAAEepKKa 4O UETbIPEX PA3MTUUHbIX
dopmaToB KapT Wiegand

* McuepnbliBatollas MHTEPAKTUBHAA CrpaBKa

* MaccoBble USMEHEHUA AaHHbIX ANA aBTOPMU3aALNUU U He
TONbKO

Akceccyapbl gna BIS Access Engine

BuaeonoareepxaeHue

DYHKLMA BUOAEOMNOATBEPXKAEHWA NOBbLIWAET YPOBEHb
Ha[EXXHOCTU CUCTEMbI YNPABNEHUA 4OCTYNOM
bnarofapAa MCNonb3oBaHWO BUAEOTEXHONOrMI. Koraa
CUWTbIBATENb HAXOAMUTCH B peXxume
BULEONOATBEPXKAEHUA, BNaflenblly KapTbl He
npefocTaBnAeTCA HEMOCPeACTBEHHbIM 4OCTYn.
CuunTbiBaTeNb BbINOMHAET 3aMPOC Ha BXO[, KOTOPbIW
oTobpaxkaeTca Kak cooblieHre Ha aKkpaHe oneparopa.
MnaH gencTBui (cM. 4ONONHUTENbHbIE aKceccyapbl
BIS) nokasbiBaeT onepartopy naobpaxeHue Bnaaenbla
KapTbl, coxpaHeHHoe B ba3e gaHHbIx ACE, pagom ¢
M306paXkeHMeM C Kamepbl, PacronoXXeHHon y Bxoaa/
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CuuTbIBaTENA, C KOTOPOro nocTynun 3anpoc. Onepartop
CpaBHWBaeT M300paXeHUA U NPUHUMAET pelueHne ob
OTKPbITUM ABEPEN.

YnpaBneHue aBTOCTOAHKOM
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3Ta PyHKLMA NO3BONAET ONpPeaennTb U UCNONb30BaTb
MOJleNnb ABEPEN «aBTOCTOAHKA», B KOTOPOM coaepxKarca
[Ba OrpaXkaeHWsa Ha BbIXOM M Ha BXO[, a TaKxe
cBeToop, NPEnATCTBYIOLLMIA AOCTYNY, KOraa Ha
aBTOCTOAHKe bonbliue HeT cBOBOAHbIX MECT.

Kakayto aBTOCTOAHKY MOXHO pasfenuTb Ha Nornyeckue
obnactv 1 onpeaenuTb ANA KaXKAoW U3 HUX
MaKCHMMaribHOe KONMUecTBo aBToMobunen.
ABTOPMU3aLMA N9 NPOXOXKOAEHUA OrparkaeHUA U
NMapKOBKW B NOrMUECKOM 001aCcTM MOXET ObITb
onpeneneHa AnAa Bnagenbles KapT B CTaHAAPTHOM
[ManoroBomM okHe. Bo3MOXHO TakxXe AMHamMmuyeckoe
pacnpeneneHue Harpyskuv Ha aBTOCTOAHKE Mpwu
oTOOpaXkeHUW Ha 3KpaHe onepartopa TeKyllen
UHpopmaLmn o cBoboaHbIX MecTax. Pacnpeaenexue
Harpy3ku mexay aBToMobunamMu (aBTOCTOSAHKMK) U
noabmu (30HbI OCTYMNA) OCYLLECTBNAETCA OTAENbHO,
NO3TOMY MOXHO OfHOBPEMEHHO OTCNeaunTb
MeCTOMONOXeHWe BnaaenbLa KapTbl U aBTOMOOUNA.

YBenuueHue pecypcoB ynpaBneHUs JOCTyNnom
NMuEeH3nn Ha JONoNHUTENbHbIE BXOAbI NpuobpeTatoTca
B KONMuecTBe, KpaTHOM 32. B aTOM CMbIC/ie BXOf,
cooTBeTcTBYeT Mmoaenu asepu ACE, uto obneruaet
pacueT TpeboBaHUN.

Mpumep. Ha yuacTke HaxoaATcA 2 rNaBHbIX BXoAa,
KaXkabl U3 KOTOPbIX OCHALLLEH CUMTbIBATENAMM Ha BXO[,
W Ha BbIXod, 26 OpUCHbIX ABEPEN CO CUMUTbIBATENEM HaA
BXode U 1 Wwnwo3 gna KoMnbtoTepHOro ueHTpa. Obuiee
KONMWUeCcTBO mMopenen asepen/Bxon0oB coctaBnaeT 29,
HEe3aBUCUMO OT KONMUECTBA 3aeMCTBOBaHHbIX
cuuTbiBaTenen. Obulee KonuuecTBo (29 BXOAOB) yxKe
oxBaTblBaeTcA NuueH3nen Ha basosbii nakeT ACE.

3ameuaHMA No ycTaHOBKe/KOHUrypauum

Access Engine B uudpax

Makc. kon-Bo aKTUBHbIX KapT 400.000

Makc. kon-Bo cuuTbiBaTENEN 9600 (¢ 10 rnaBHbIMK
KOHTpONNnepamu
pocryna (MAC))

Makc. Kon-Bo rnaBHbIX KOHTPONNEPOB 10
poctyna (MAC)

Makc. kon-Bo aBTOpM3aLMi JOCTyNA 1000 Ha koHTponnep

MAC

CocTtaB usgenun

Ba3oBbll paclunpeHHbir naket BIS Access Engine
BK/OUAET cneayolimMe NUUeH3uu:

- NInuensua Ha 1000 kapt

- [IuleHsua Ha 32 Bxoaa

- banaHcupoBka obnacTu goctyna
- AsTopu3sauma ana N uenosek

- lWnto3

- MapLpyT natpynMpoBaHus

- CnyyanHbli jocmMoTp

- YnpaBneHue nocetutenamMu

- ViHTepdhelic akTMBaLMK/[LeakTUBALMK CUCTEMbI 0DHAPYXEHHS
BTOPXKEHUH

- UnTepdeiic nudra

- UHTepdpelic mnopTa/akcnopTa

- MapwpyTusauun

- [IMCTaHLMOHHOE OTKpPbIBaHKE ABEPEN
- MNepcoHanusauua kapTbl

- CTaHapTHaa NepBoHayasbHas KOHMUIypaLma A ynpasneHua
A0CTYNOM

- BugeonoareepxaeHue

- YnpaBneHWe aBTOCTOAHKOM

UHcopmauuna gna 3akasa
Mopgynb Access Engine MOXHO 3aka3aTb B OAHOM M3
OBYX BapMaHTOB:

* B KauecTBe COCTAaBHOM UacTW HauanbHOM
KoHUrypaumu BIS (B aToM crnyuae oH 3akasbiBaeTcs
BMecTe ¢ ba3oBbiM nakeTom BIS 1 noctaBnsetcsa ¢
cuctemon BIS) unu

e B KauecTBe paclluMpeHns nmeroLlenca KoHgpurypaumm
BIS

UHdopmauua gna 3akasa

basoBana nuuen3ua ACE 4.1
basoBasa nuueH3nA onAa ykasaHHoro mogyna BIS
HoMep AnA 3akasa BIS-FACE-BPA41

100 pononHuTenbHbIX UAEHTUDUKALUOHHDbIX KapT ACE
4.1

NuueHsuna Ha gobaBneHne ykasaHHOW DYHKLUK B
cuctemy BIS

HOMep AnA 3akasa BIS-XACE-100C41
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1000 pononHUTENbHbIX UAEHTUDUKALUOHHDbIX KapT ACE
4.1

NMuueH3na Ha gobaBneHne ykasaHHOW (PYHKLMK B
cuctemy BIS

HOMep AnA 3aKkasa BIS-XACE-1KC41

32 pononHutenbHbie aBepu ACE 4.1

NuueHsuna Ha gobaBneHne ykaszaHHOM DYHKLUK B
cuctemy BIS

HOMep AnA 3akasa BIS-XACE-32DR41

1 pononHuTenbHbi# KOHTponnep MAC ACE 4.1
NuueHsuna Ha nobaBneHne ykasaHHOW (DYHKLUK B
cuctemy BIS

HoMep AnA 3aka3a BIS-XACE-1MAC41

1 knwuHuuya Deister ACE 4.1

[encTBUTENbHO He BO BCEX pernoHax npogax. B
cnyyae COMHeHUWI obpallanTech K NpeacTaBUTeNnto
KomMmnaHuu Bosch.

NMnueH3na Ha gobaBneHne ykasaHHON (PYHKLMK B
cuctemy BIS

HOMep AnA 3akasa BIS-XACE-1KEY41

PacwupeHHoe ynpaBneHue napkoBkoi ACE 4.1
NMuueH3na Ha gobaBneHne ykasaHHON (PYHKLMK B
cuctemy BIS

HOMep AnA 3akasa BIS-FACE-PRK41

UHTepdheitic npuknagHoro nporpammupoBanua (API)
ACE 4.1

NMuueH3na Ha gobaBneHne ykasaHHON (PYHKLMK B
cuctemy BIS

HOMep AnA 3akasa BIS-FACE-API41

MNpepcrasnen (kem/uem):

Russia:

Robert Bosch 000
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