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Access Professional Edition

Overview

1.1 Modular Design
The Access Professional Edition System (hereunder referred to as Access PE) provides a self-
contained access control for small and medium sized companies. It consists of several
modules:
—  LAC Service: a process which is in constant communication with the LACs (Local Access

Controllers — hereafter referred to as Controllers). AMCs (Access Modular Controllers)
are used as Controllers.

—  Configurator
—  Personnel Management
- Logviewer
- Alarm Management
- Video Verification

1.2 Server and Client Modules
The modules can be divided into server and client modules.
The LAC service needs to remain in constant contact with the controllers because firstly it
constantly receives messages from them regarding movements, presence and absence of
cardholders, secondly because it transmits data modifications, e.g. assignment of new cards,
to the controllers, but mainly because it carries out meta-level checks (access sequence
checks, anti-passback checks, random screening).
The Configurator should also run on the server; however it can be installed on client
workstations and operated from there.
The modules Personnel Management and Logviewer belong to the Client component and can
be run on the Server in addition, or on a different PC with a network connection to the server.
The following Controllers can be used.
- AMC2 4W (with four Wiegand reader interfaces) - can be extended with an AMC2 4W-EXT
-  AMC2 4R4 (with four RS485 reader interfaces)
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1.3 Client activation
& Active.act - o
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File View Configuration Settings
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=] Settings
[~ Local access contraller
Activation of client installation x
El#lv] |
No. ; | Address | Type n enabled
+|#| x
a L : — Cli _I Install llowed Install o .
v 2 1| AMC2ARA OSD!P fient compuiter name Installation allowed ... | Installation done on B
AC3X1028UN1 19.07.2019 14:58:00
WS-APEO1 19.07.2019 15:26:00
X |wsapED2 [19.07.2019 122600 | \
Defaultcarddata ————————————| erDatabase ——— |
’7 Country code | 00 Customer code | 05672( WS-PEN-APE-02
Client activation = l—
client computer name |
Instalation allowed unti | B B 1 E—
e
~LAC subsystem process —————————————————— . | |
Apply Discard
Pollinterval on serial connected LAC inms | 200 -t L s Ganigs e |

Read-timeout on serial connected LAC inms | 500

Create TA-data at | 00:01

=

tabase | BOSCH AccessPE

—

™ Export personnel and TA data

Create APE Database |

Export files | C:\Bosch\Access Professional Edition\PE\Data Expol J
DLL-files | C:\Bosch\Access Professional Edition PE\DataDIl

[ Show welcome/leaving message

™ Show cardholder name in display

Pictures [ C:\Bosch\Access Professional Edition PE\DataPictr J

Testlogs | Ct\Bosch\Access Professional Edition\PE\DatalLog

Activate SOL-Database

M LAC-Service online

1. In the Configurator, click Settings.
Click Client activation.
— Adialog box called "Activation of client installation" opens.
—  The dialog box "Activation of client installation" shows the name and the period in which

the client can be installed, as well as the time of the last successful installation.

Blue circle

— Installation is possible

Red cross

- Time expired
-  No installation

Green check mark

—  Successful installation

1. Enter the name and the period in which the client installation should be possible.

During the Client installation, the entries will be checked and an error message will be

generated if necessary.
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2 General
2.1 User Login
The following applications are available. See the respective User manuals for details:
4 BOSCH Personnel Management
(o
'+ BOSCH] Configurator
%
i BOSCH Logviewer
&
s BOSCH Map and Alarm Management
'Y
"+ BOSCH Video Verification
Notice!

A login from the client is only possible with the LAC service running on the server.

md 0

Client Login

The system's applications are protected from unauthorized use. The default passwords on
first usage are:

- Username: bosch

-  Password: bosch

‘% Personalveranaltung @

Language selection

Language  |EM - Englizh j
|lzer
Start the application
IJzemame ||
E Delete contents
Pazsword |
Cancel

After entering a username and password, the button Change Password becomes active.
After 3 wrong entries a time delay before the next logon will be the consequence. This applies
for the buttons "Start the Application" and "Change Password".
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The upper drop-down list can be used to select the desired interaction language. The default
is that language which was used to install the application. If there is a change of user without
restarting the application then the previous language is retained. For this reason it is possible
for a dialog box to appear in an undesired language. In order to avoid this, please log in to
Access PE again.

Access PE applications can be run in the following languages:

- English

- German

- French

- Japanese

— Russian

- Polish

—  Chinese (PRC)

—  Dutch

—  Spanish

—  Portuguese (Brazil)

mud 0

Notice!

All facilities such as device names, labels, models and user-rights schemes are displayed in
the language in which they were entered. Similarly buttons and labels controlled by the
operating system may appear in the language of the operating system.

After clicking the Change Password button enter a new user name and password in this
dialog:

Change password

New password |

Coanfirmatian |

Ok | Cancel

mud 0

Notice!
Do not forget to change the password!

The button Start the application checks the user's privileges and, based on these, starts the
application. If the system is unable to authenticate the login then the following error message
appears: Wrong username or password!
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Access Professional Edition

3

Alarm Management

You can start this dialog from the Personnel Management view by pressing the button .

T

Qptions Persons View Door management Tools 7

[ Loc:
Admiristator Server o
Aznavour, Brian insidle

Administrator

Cacker, Janis Employees — outside —
Hoaper, Lea Employees — outside—
Jones, Charles Employees insidle

110 Joplin, Joseph Employees —outside —
104 Knehel, Hide Employees — outside —
McVaughan, Jim | Emplayees —outside—

108 Martison, Stevie Ray | Employees — unknown —
101 Mustermann, Kerl | Employees — unknown—
12 New Vis, 1 Visitars —unknown — Card-No. 1
n New Vis, 2 Visitars —outside —
10 Palatschik Herbert | Emplayees inside

Curent Manually set to present on 30.09.2016 14:06 I Setabsent

Rematk [

Memo

Location

Special mes

Devi steles | areas | Video dovioes |

(=] -
<0 .

md 0

Notice!
To ensure that alarm processing tasks can be carried out, this dialog must be running on at
least one workstation at any given time.

In contrast to the log book, only messages in the Alarm category are displayed here.

Incoming messages in the Alarm category bring the Alarm Management dialog to the
foreground on the workstation where it is running, so that they can be processed quickly. The
messages appear on each workstation computer on which the dialog is started, and can be
processed by each of these workstations.

If the alarm message has been issued by an entrance with a surveillance camera configured as
an alarm and log book camera, the camera's live image is displayed when you select the
message concerned.

| o Bl By
Press the buttons in the toolbar to save still images or video recording of these
live images locally. See Local recordings for details on storing and naming local copies.
The workstation user can respond to the alarm message for example by commissioning repair
work, initiating further checks or alerting the security services himself.

!

You can switch off the video display for the selected message by pressing the button
in the toolbar. However, when you select another message, the video display is automatically
reactivated.

You can delete alarm messages that have been processed or do not require any action from
the list by pressing the Confirm alarm button. Confirmed messages are deleted from the lists
on all workstations that have the Alarm Management dialog running.
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3.1

3.1.1

Map Viewer and Alarm Management

A ACAIm - - TRIAL-VERSION - Alarm & bisp Management - [bosch] - 8 x

= oo oo oo | o | Hewmgriot TGt [Goanere = =
[ Soceerport 23 Cardurimann, .00 o 00 Cu 000D No 2723607757
vy 51| Poadroched

Map tree

Active location map

Device control from the map; controls are shown in the map
Alarm list with event information (incl. video)

Device tree with status overview and control elements

Live Image

Mapviewer features:

-  Home map for easy navigation

—  Navigation between photo views and floor plans via hyperlink
— Navigation via device tree structure up to three levels

— Interactive Graphical Maps for alarms with integrated alarm list
—  Live view and door control from the map and device tree

— 128 maps per system

— 64 devices per map

— 64 hyperlinks per map

- Max 2 MB per map

—  Map viewer use a standard image format .bmp, .jpg, .png

1.
2.
3.
4.
5.
6.

Configuring a map
Start the Map Editor
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F Active.act - Access Professional Edition - Canfigurator o ===

File ‘View Configuration ?

9 Map Editor

+ x|
= maps

Access Device | Video Device | Shape

[l Access point

: [E Access-reader

- [i] Enrollement reader AMC
[ Accessreader

Klick the ¥ button to add a map.

F Active.act - fccess Professional Edition - Configurator o ==

File ‘Wiew Configuration 7

ooR EPFEHEERE S M EPE

9 Map Editor
|
- mars
R i o
= — — =
I o= — ' J
| X
\ |
, i Y !
1 " CONFERENCE ROOM
— ,:ﬂk N
; o
L i
LI LS =
= @ C
®] n |
(.
™ ANDY N T
Access Device | yideo Device | Shape x o B KITCHEN -
= &
- E : P g A ; ; = e =
W Pointer % 1 g e E [
30 LAC-1 ) o
&[] Access point () s ]
- Access—eader L -
-] Enrollement reader AMC ANGELA s
-l Accessreader | ] § i .C‘L,_‘ ,
KEVIN ] 2|
ﬂ B « m | R

The map is shown on the dialog.
—  Optionally configure this map as Home Map
Add a detail view, e.g. the canteen, to the map tree.
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F Bctive.ac - Access Professional Edition - Canfigurator = =] =]

File View Configuration ?

=12 EPEEERDHRANPDSE @ Bosc
9 Map Editor

+ x|
= maps
[=] ‘ﬁ Main map the-office
&%

Access Device | Video Device | Shape

~

Lo Rectangle

—  To connect the new Canteen map with the main map, go to the Shape Tab and select a
Rectangle.

—  Place the rectangle over the area of the main map that should be shown as a detail view
(shown as a red rectangle in the example below).

— In the Link to Map Display select the respective detail view, which is “Canteen” in this
example.

F Bctive.act - Access Professional Edition - Canfigurator =N =R =

File View Configuration ?

oA HPREENEEHREPES & BOSCH

9 Map Editor
+] x|

[ mars
Ry o]

=] ‘{* Canteen

_ X o Treiee ] j ey R~ > T
§ jneu R T |
| )
- it = B B {
MICHAEL f '
L | Lﬂ "| CONFERENCE ROOM | Bill
= ~ | =
’:{1— ; L L,
f Link Te Map !
[g‘.,.:] Canteen
&

Access Device | Video Device | Shape - KITCHEN

]
AEm %3 |8 §
[ Rectangle .‘: ) . | 1 |
| -

3.1.2 Adding a device to a map
Select the Device Tab and add Devices to the map by pulling them with the mouse into the
map. In the example below the following devices have been added:
—  One Access point
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-  One Reader
- Two Cameras

F Active.act - Access Professional Edition - Configurator

File ‘Wiew Configuration 7

&% [TEEmrT

== = Mg 5P 5 [ (5] D ) 50 It i @ BOSCH
9 Map Editor
i\aliﬁjps

—  Click a device in the map and resize by holding the mouse button pressed,
—  Click a device and rotate as required using the scroll wheel of your mouse.

MICHAEL [ 2
[ CONFERENCE ROOM | 1
| - il
IOMES Il
i o &
S|
PAM | 5| .
> JiM ANDY .
Access Device | video Device | Shape | T - - KTeHEN
L Hilo « ]
e iy
W, Pointer o "y &8 ™
=33 LAC-1 g Ll o i /
[l Access point L d— | ]
i ol Accessreader - 2o —
=[] Enrollement reader AMC ANGELA  —
"B Access reader Jr] oL 1 - =1
= . MEN'S ROOM WOMEN'S ROOM
KEVIN | & | 8
) PR H I SN 1 B Y |

Device Types

Control elements

ﬂ Door
Reader
-E]| Camera

Device Types

Alarms

Access Point (Entrance)

I}

Door opened without authorization

Kk

Door opened too long

(All Reader alarm also reflect as Entrance Alarm*)

Reader Reader error
[ |
Camera N.A.

*) These alarm events can be customized by the user. That means, a user can configure any
event as an alarm event using AcConfig -> Event Log message (Double click on second column

will cause an alarm).
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4 UL 294 Requirements

Features not evaluated by UL:

—  The Video Verification System

—  Map Viewer and Alarm Management with Map and Video Verification
- Video Player

- Log Viewer

-  User Rights

—  Personnel Management

—  Burglar Alarm Use

Features evaluated by UL:

—  APE-SW as supplementary monitoring equipment

The following Bosch model card readers were evaluated by UL for compatibility with the
Bosch's APE-SW software system:

- LECTUS secure 1000 WI

—  LECTUS secure 4000 WI

- LECTUS secure 5000 WI
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