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2 General
2.1 User Login
The following applications are available. See the respective User manuals for details:
) BOSCH Personnel Management
o
"4 BOSCH] Configurator
/)
4 BOSCH Logviewer
&
"4 BOSCH Map and Alarm Management
'Y
"os BOSCH Video Verification
Notice!

A login from the client is only possible with the LAC service running on the server.

mud o

Client Login

The system's applications are protected from unauthorized use. The default passwords on
first usage are:

- Username: bosch

-  Password: bosch

’&| Personaleernaltung @

Language selection

Language EM - Englizh ﬂ

|lzer
Start the application

Ilzemame ||
E Delete contents

Fazzword |

Cancel

After entering a username and password, the button Change Password becomes active.
After 3 wrong entries a time delay before the next logon will be the consequence. This applies
for the buttons "Start the Application" and "Change Password".
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The upper drop-down list can be used to select the desired interaction language. The default
is that language which was used to install the application. If there is a change of user without
restarting the application then the previous language is retained. For this reason it is possible
for a dialog box to appear in an undesired language. In order to avoid this, please log in to
Access PE again.

Access PE applications can be run in the following languages:

- English

- German

- French

- Japanese

—  Russian

- Polish

—  Chinese (PRC)

—  Dutch

—  Spanish

—  Portuguese (Brazil)

md 0

Notice!

All facilities such as device names, labels, models and user-rights schemes are displayed in
the language in which they were entered. Similarly buttons and labels controlled by the
operating system may appear in the language of the operating system.

After clicking the Change Password button enter a new user name and password in this
dialog:

Change password

New password |

Confirratiaon |

Ok | LCancel

md @

Notice!
Do not forget to change the password!

The button Start the application checks the user's privileges and, based on these, starts the
application. If the system is unable to authenticate the login then the following error message
appears: Wrong username or password!

2018-02 | |

APE-Video Verification Bosch Access Systems GmbH



Access Professional Edition Video Verification | en 7

3 Video Verification

You can use video verification to make sure that the person requesting access is actually the
card holder; to do this, check the card and authorization data.

Notice!

If video verification is activated for at least one entrance (PE Configurator > Entrances >
Select the entrance you want to edit > Video configuration), you must also start the Video
verification dialog on at least one workstation; if you do not, all access requests will be
denied.

mud 0

When the video system is installed additional facilities are activated in Personnel
Management, which serve to make the video system more useful and versatile.

See also
- Video verification, page 8
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3.1

Video verification

Description of dialogs

Start the application by pressing the

Location

Adr or yees Se
Aznavour, Brian Employees insicle
Cacker, Janis Employees — outside —
Hooper, Leo Employees — outside —
Jones, Charles Employees insicle
Joplin, Joseph Employees — outside —

104 Knehel, Hilds Employees — outsidle —
McVaughan, Jim | Employees — outside —

Morison, Stevie Ray | Employees

—unknown —

101 Mustermann, Karl | Employees = unknown =
2 New\is, 1 Visitars — unknown —
1 NewVis, 2 Visitors —outside —

Palatschik Herbert | Employees

inside

button in Personnel Management.

Administrator

Card-No. 1

Curent Manually set to present on 30.09.2016 14:06

T~ Setabsent

Remark. |

Mema

Phone |

Card status

& valid

© explictblocked
s

Name |Adrmmsnamv

randem scresning

’

cameras.

If the workstation user is currently engaged in other activities, any access requests will bring

the Video verification dialog to the foreground.

# ACViv - video verification - [bosch]

EBX

@) BOSCH

door:  [Main entiance - south

Grant access

Deny access

[ Hide:

X

BN LAC-Service online

If there are no current access requests, the dialog displays the default page. If an authorized
person scans their card at the entrance, the dialog switches to the views from the relevant

Identification camera - transmits a live image of the person requesting access.

Database image - an archive image is displayed for comparison with the live image.

Surveillance cameras - the camera showing the back view is shown first, then
when the door is unlocked, the display switches to the front view camera.
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Personnel data - display showing the data stored in the database for the card
number scanned.

Grant access/Deny access - buttons for releasing or locking the door in question.

Hide window - closes the dialog after video verification has been successfully
completed and brings it back to the foreground the next time an access request is
made.

Snapshot - still images are stored locally from all three camera views.

Requirements
The following facilities are necessary to enable this check, which is carried out by comparing a

live image and an archive image.

Images of the card holder are stored in the database.

A camera is installed in such a way that it can create a facial view of the person
requesting access.

Up to two cameras recording the area behind the person requesting access — optional.
Up to two cameras recording the area through the door — optional.

Door configuration

Mark this is as an Entrance with video verification.

Set video verification to Active.

Select a device to use as the Identification camera.

Optional — other cameras to monitor the back or front area.

At least one permanently manned workstation on which the Video Verification
application has been installed and started.

This can run on several workstations at the same time. However, incoming access

requests are only sent to one workstation to avoid duplicate or even contradictory
processing.

Access procedure for an authorized person

1.

Person scans card

—  Card data checked

—  Authorizations checked

Video Verification application connected

If available and configured:

Top left: live image from the identification camera

To the right of that: archive image of card holder

To the right of that: card holder's data — Last name, First name, Card and Company,
along with the entrance at which the person is waiting

—  Bottom left: live image from the first surveillance camera for the back area

—  To the right of that: live image from the second surveillance camera for the back area

The workstation user

— makes sure that the live image matches the archive image and checks the recordings
from the surveillance cameras.

— grants/denies access depending on the outcome of the comparison and checking
activities.

Video Verification application

—  When the door is unlocked, the bottom two displays from the surveillance cameras
switch to the cameras monitoring the front area. This image remains on the screen
until the door closes.
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Notice!
You can store any number of still images from the camera images displayed locally at any
time. Press the Snapshot button to save an image from each video.

3.1.1

Dialog activation

After you have started the Video verification dialog, it switches to showing the default. You
cannot edit any data or process the dialog when it is in this state. When an authorized person
requests access at an entrance configured and activated for video verification, the display
shows images from the installed cameras and the corresponding data from the database.

If other applications were being used on the workstation when the request was made, thus
pushing the Video verification dialog into the background, the dialog is automatically brought
to the foreground at this point.

Once the access request has been processed, the dialog view switches back to the default but
remains in the foreground.

If you do not wish to work with this setting, you can select the Hide window option to
automatically minimize (iconify to the taskbar) the dialog after each verification process; this
option also brings the dialog to the foreground each time a new request is received.

Switching video verification on/off

The context menu of entrances/readers [in the device status list] also offers the function
Deactivate video verification.

This allows, for example, a temporary shortening of the access request process, or conversely,
the rapid activation of video verification without the need to change the configuration.

When video verification is switched off, the corresponding entry in the context menu is
marked with a tick.

The function is only available for those entrances for which video verification has been
activated in the configuration data.

The activation/deactivation of video verification is controlled by the LAC-Service. This
distributes the information to all workstations so that the settings can be modified from any of
them.
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4 UL 294 Requirements

The following Bosch model card readers were evaluated by UL for compatibility with the
Bosch's APE-SW software system:

LECTUS secure 1000 WI
LECTUS secure 4000 WI
LECTUS secure 5000 WI

Features evaluated by UL:

26-bit Wiegand format readers
AMC2 Controllers:

- APC-AMC2-4WCF
API-AMC2-4WE
API-AMC2-8I0E
API-AMC2-1610E

APE-SW as supplementary monitoring equipment

Features not evaluated by UL:

The Video Verification System

Map Viewer and Alarm Management with Map and Video Verification

Video Player

Badge Designer

The Delta 1200 Series

Rosslare ARD-1200EM Series

LAC Controllers

LACi Controllers

APC-AMC2-4R4CF Controllers

- BG 900 reader interface protocol
- L-BUS reader interface protocol
Security System IDS - Arming/Disarming
Elevator Use

Texts

Burglar Alarm Use
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